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TUESDAY, MAY 15, 2001 

U.S. Senate, 

Subcommittee on Emerging Threats 

AND Capabilities, 
Committee on Armed Services, 

Washington, DC. 

DEPARTMENT OF ENERGY’S NUCLEAR 
NONPROLIFERATION PROGRAMS 

The subcommittee met, pursuant to notice, at 2:34 p.m., in room 
SR-222, Russell Senate Office Building, Senator Pat Roberts 
(chairman of the subcommittee) presiding. 

Committee members present: Senators Roberts, Allard, and 
Landrieu. 

Committee staff members present: L. David Cherington, counsel. 

Professional staff members present: Edward H. Edens IV, Caro- 
lyn M. Hanna, and Mary Alice A. Hayward. 

Minority staff members present: David S. Lyles, staff director for 
the minority; Madelyn R. Creedon, minority counsel; and Creighton 
Greene, professional staff member. 

Staff assistants present: Jennifer L. Naccari and Suzanne K.L. 
Ross. 

Committee members’ assistants present: George M. Bernier III, 
assistant to Senator Santorum; Robert Alan McCurry, assistant to 
Senator Roberts; Douglas Flanders, assistant to Senator Allard; 
Erik Raven, assistant to Senator Byrd; Peter A. Contostavlos, as- 
sistant to Senator Bill Nelson; and Brady King, assistant to Sen- 
ator Dayton. 

OPENING STATEMENT OF SENATOR PAT ROBERTS, CHAIRMAN 

Senator Roberts. The subcommittee will come to order. 

General, I apologize to you and the witnesses from the General 
Accounting Office (GAO). We had a vote on the Senate floor, and 
that takes precedence. I have a statement that I would like to 
make, then we will recognize you. General, because I know your 
time is valuable, as is the GAO’s. 

This afternoon the Subcommittee on Emerging Threats and Ca- 
pabilities meets to receive testimony on the fiscal year 2002 budget 
request for the Office of Defense Nuclear Nonproliferation in the 
National Nuclear Security Administration. Providing testimony for 

( 1 ) 
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the National Nuclear Security Administration is Gen. John A. Gor- 
don, who is the administrator. 

I would like to welcome you, General. This is the first time you 
have testified before the subcommittee. I look forward to receiving 
your remarks and thank you for your testimony last week, in re- 
gards to homeland security. 

In addition to the General, we have the GAO here today to pro- 
vide testimony on two GAO reports that discuss two programs with 
the Office of Defense Nuclear Nonproliferation. 

One of these GAO reports, the Nuclear Cities Initiative, will be 
released to the public at the conclusion of this hearing. 

Providing testimony for the GAO is Ms. Gary L. Jones, the Direc- 
tor of Natural Resources and Environment. This is also your first 
time before this subcommittee. We thank you and I welcome you 
and look forward to your statement. 

Following this open session we will move to a closed session in 
Hart 219 to hear testimony from representatives of the Intelligence 
Community. This subcommittee has had oversight responsibilities 
for the Office of Defense Nuclear Nonproliferation of the National 
Nuclear Security Administration. Try saying that five times real 
fast on CSPAN, and you will get in a lot of trouble. 

The programs within this office work to prevent, detect, and re- 
verse the proliferation of weapons of mass destruction, and to as- 
sist with international nuclear acts for safety and excess fissile ma- 
terial elimination. 

Over 50 percent of the office’s budget supports programs in Rus- 
sia. The remaining percent of the budget focuses on improving U.S. 
capabilities in proliferation monitoring and detection through re- 
search and development. 

As many know, last year this subcommittee found programmatic 
management problems, problems and challenges with several pro- 
grams in this Cooperative Threat Reduction endeavor. 

To that end, the subcommittee established greater reporting con- 
trols on these programs to improve management and accountability 
in the implementation of these critical national security programs. 
It is imperative that the United States have every measure avail- 
able to ensure Russia’s long-term commitment to U.S. threat reduc- 
tion and nonproliferation cooperative work. 

I cannot stress enough how important it is that these programs 
are carried out effectively, efficiently, and have the committed sup- 
port of the Russians. 

Over the next few weeks, I will review in great detail the admin- 
istration’s budget request for these programs. It will be a priority 
of this subcommittee to ensure that the funds requested will be uti- 
lized effectively and efficiently, and that program goals can be real- 
ized with the resources that we have. 

We must ensure that our current and future national security ef- 
forts are not weakened by management failures and poor imple- 
mentation on what I consider to be a vital national security effort. 

I look forward to the comments of both witnesses this afternoon 
on the progress they have made in addressing this subcommittee’s 
concerns with these programs, and how they intend to proceed dur- 
ing the coming year. I believe they are doing very critical work. 
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very important, critical work in protecting our nation. I commend 
them for their perseverance and dedication. 

I thank you for the time and attention that you have placed in 
preparing your remarks for this afternoon. I will turn to my es- 
teemed Ranking Member, when she arrives to the subcommittee, 
for any comment that she might have. I would now like to welcome 
for his statement General Gordon. 

[The prepared statement of Senator Roberts follows:] 

Prepared Statement by Senator Pat Roberts 

This afternoon the Suhcommittee on Emerging Threats and Capabilities meets to 
receive testimony on the fiscal year 2002 budget request for the Office of Defense 
Nuclear Nonproliferation in National Nuclear Security Administration. Providing 
testimony for the National Nuclear Security Administration is Gen. John A. Gordon, 
Administrator. I would like to welcome you, General Gordon. This is the first time 
you have testified before the subcommittee and I look forward to receiving your re- 
marks. 

In addition to General Gordon, we have the GAO here today who will provide tes- 
timony on two GAO reports that discuss two programs within the Office of Defense 
Nuclear Nonproliferation. One of these GAO reports, this one on the Nuclear Cities 
Initiative, will be released to the public at the conclusion of this hearing. Providing 
testimony for the GAO is Ms. Gary L. Jones, Director, Natural Resources and Envi- 
ronment. This is also your first time before this subcommittee. I welcome you, Ms. 
Jones, and look forward to your statement. 

Following this open session, we will move to closed session in Hart 219 to hear 
testimony from representatives of the Intelligence Community. 

This subcommittee has oversight responsibilities for the Office of Defense Nuclear 
Nonproliferation of the National Nuclear Security Administration. The programs 
within this office work to prevent, detect, and reverse the proliferation of weapons 
of mass destruction and to assist with international nuclear reactor safety and ex- 
cess fissile material elimination. Over 50 percent of the office’s budget supports pro- 
grams in Russia. The remaining percent of the budget focuses on improving U.S. 
capabilities in proliferation monitoring and detection through research and develop- 
ment. 

Last year this subcommittee found programmatic management problems with sev- 
eral programs in this cooperative threat reduction endeavor. To that end, this sub- 
committee established greater reporting controls on these programs to improve man- 
agement and accountability in the implementation of these critical national security 
programs. It is imperative that the United States have every measure available to 
ensure Russian long term commitment to U.S. threat reduction and nonproliferation 
cooperative work. I cannot stress enough how important it is that these programs 
are carried out effectively and efficiently and have committed Russian support. 

Over the next few weeks, I will review in great detail the administration’s budget 
request for these programs. It will be a priority of this subcommittee to ensure that 
the funds requested will be utilized effectively and efficiently and that program 
goals can be realized with the resources we have. We must ensure that our current 
and future national security efforts are not weakened by management failures and 
poor implementation in what I consider to be a vital, national security effort. 

I look forward to your comments this afternoon on the progress you have made 
in addressing this subcommittee’s concerns with these programs and how you intend 
to proceed during the coming year. I believe you are doing critical work in protecting 
our Nation and I commend you for your perseverance and dedication. I thank you 
for the time and attention you have placed in preparing your remarks for this hear- 
ing. 

Please proceed. General Gordon. 

General Gordon. Thank you very much, Mr. Chairman, for the 
opportunity to meet with the subcommittee today and discuss the 
fiscal year 2002 budget request for the National Nuclear Security 
Administration. I do have a little bit longer formal statement that 
I would offer for the record, sir. 

Senator Roberts. Without objection, please feel free to summa- 
rize as you see fit, sir. 
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STATEMENT OF GEN. JOHN A. GORDON, USAE (RET.), UNDER 

SECRETARY FOR NUCLEAR SECURITY AND ADMINIS- 
TRATOR, NATIONAL NUCLEAR SECURITY ADMINISTRATION, 

U.S. DEPARTMENT OF ENERGY 

General Gordon. I also want to thank the memhers of the sub- 
committee for their continuous support for the mission of NNSA 
and for the people who really make it happen here in Washington 
and in the field, those traveling overseas, the Federal workforce, 
the contract workforce, a lot of folks who are working pretty hard 
on these initiatives, Mr. Chairman. 

If I could speak for a few moments broadly about NNSA before 
we turn to the details of the budget itself, I want to report to you 
that we are making steady, albeit somewhat slow progress towards 
the goals I think we all share of having efficient and effective orga- 
nization to lead and manage the national security enterprise that’s 
been entrusted to us. 

I’m not particularly satisfied with where we are, nor what we 
have been able to accomplish to establish NNSA as a full-up orga- 
nization with a unique identity and the clear lines of authority that 
we need. 

We’re moving forward, and we’ve made remarkable progress 
when measured against the barriers and bureaucracy that we con- 
front. Even though it has been difficult to move dramatically on or- 
ganizational issues, we’ve gotten well beyond some of the issues 
that confronted us in the beginning, such as dual hatting. 

We have set up a new framework for the organization and man- 
agement of NNSA, and we have brought on board critical staff for 
vital issues such as counter-intelligence, security and contracting, 
and made real progress in each of these areas. 

We have on board two senior advisors of immense capacity. Di- 
rector of Congressional Affairs and an Environmental Safety and 
Health Advisor with professional experience from naval reactors, a 
senior military assistant, and a strong chief of staff who knows the 
system in considerable detail. 

I’ve established an Office of Policy Planning that will really help 
us work better in the inner agency. An acting principal deputy for 
NNSA will be starting this week helping move the organization for- 
ward while we seek congressional authority for a confirmed Presi- 
dential approved position. 

We plan to announce the choice of an NNSA general counsel 
within the next couple of days. 

Perhaps most importantly I am hopeful that the President will 
very soon be able to announce his intention to nominate NNSA’s 
two deputy administrators. 

That said, Mr. Chairman, let me focus my comments on efforts 
on nonproliferation. 

In this decade after the Cold War, the United States continues 
to wrestle with the dangers arising from enormous stockpiles of nu- 
clear weapons and the materials produced by the former Soviet 
Union from the extensive nuclear establishment inherited by Rus- 
sia. 

We must also contend with concerted efforts by rogue states and 
others to acquire weapons of mass destruction, and with the threat 
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that terrorists might gain access to these weapons or to quantities 
of material. 

Mr. Chairman, I would like to reiterate my thanks to you and 
your colleagues for last week’s hearings which discussed the impor- 
tance of focusing national attention on combating terrorism, par- 
ticularly with the focus on WMD. 

The NNSA is pursuing programs to address the threats of WMD 
proliferation, both in the former Soviet Union and worldwide. The 
fiscal year 2002 budget request is $773.7 million for nonprolifera- 
tion programs. Our request covers ongoing efforts to provide secu- 
rity for nuclear materials to implement the purchase and conver- 
sion of weapon-grade usable highly enriched uranium, and, to dis- 
pose of excess weapons-grade plutonium. 

It seeks funding for programs that redirect the activities of weap- 
ons scientists, including the development of commercial partner- 
ships with U.S. industry, and encourages the down-sizing of the 
Russian nuclear weapons complex. 

The same request funds the development of new technologies to 
detect chemical and biological weapons, to monitor nuclear testing 
worldwide, to implement U.S. export controls on nuclear tech- 
nology, other international nuclear safeguards, and to strengthen 
the safety of Soviet-designed nuclear reactors. 

We literally provide the technical base for much of what our gov- 
ernment does in proliferation protection and provide the expertise 
base to work effectively inside Russia and elsewhere. 

Before I get to questions, Mr. Chairman, the administration’s re- 
quest for proliferation programs is $101 million less than last 
year’s appropriation. At that level it should be apparent and obvi- 
ous that we will have to curtail efforts in several areas and poten- 
tially lose momentum in others; however, and I will talk more 
about this later, the administration is conducting a review of each 
program, and we await the conclusion of that review to see if the 
budget request should be modified. 

The problems we’re trying to address are hard. It’s not easy to 
persuade Russia that it needs our help in facilities at the heart of 
its nuclear weapons complex, nor to find private sector partners 
willing to invest in an uncertain and unproven business environ- 
ment. 

Our Russian counterparts sometimes doubt our motives and our 
commitments, and even when we have their support, we still have 
to cope with the suspicions of the Russian security services, as well 
as their legitimate interests, in protecting what remain highly sen- 
sitive activities and facilities. 

We remain concerned about the extent to which Russian authori- 
ties (including MinAtom leadership) share a common view of non- 
proliferation objectives. 

Nuclear-related exports to Iran continue to be highly troubling. 
We need to ensure that our programs do not inadvertently support 
continuing military activities and that our funds are spent on their 
intended purposes. 

Even taking account of these problems, however, nonproliferation 
cooperation with Russia remains highly beneficial to the United 
States, addressing real threats to our nation in both immediate and 
long terms. It reduces the danger that nuclear materials will find 
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their way to our adversaries, builds barriers against transfer of nu- 
clear weapon expertise, and strengthens our ability to combat pro- 
liferation globally. 

In a number of areas we have built a basis for mutual confidence 
with Russian scientists, military officers, and plant managers, and 
that has permitted us to work together towards common security 
objectives in ways that probably were not imaginable only a few 
years ago. 

Ultimately, we recognize the resources required to transform the 
safeguarding of Russia’s nuclear weapon establishment are prob- 
ably beyond the scope of any conceivable U.S. assistance program. 
Fundamentally, this transformation has to be a Russian respon- 
sibility. But we can show the way, we can be a catalyst, and we 
can demonstrate what’s possible to the Russians and to business 
communities. 

Many of the members of this subcommittee are very familiar 
with some of the examples of what has been done, and we have 
just touched on a couple of those. Rapid security upgrades have 
been completed on more than 3,000 nuclear weapons warheads and 
some 220 tons of fissile material. The goal for fiscal year 2002 is 
to complete the upgrades on another 13 sites, bringing the total to 
50. 

We have developed training, procurement, internal accounting, 
and regulatory measures to help ensure Russia can sustain oper- 
ation of the improved security measures we’ve provided. 

We have initiated the design of a mixed oxide fuel fabrication fa- 
cility and a pit disassembly and conversion facility, to enable us to 
meet the commitments of our bilateral plutonium disposition agree- 
ment with Russia and support Russian development of a com- 
parable program. 

We’ve installed monitoring equipment at the first of three Rus- 
sian facilities for transparency of the down-blending of the highly- 
enriched uranium that the U.S. is purchasing. 

As I mentioned earlier, the administration is reviewing U.S. non- 
proliferation operations in connection with Russia, taking a com- 
prehensive look across agency lines. It’s quite likely that the ad- 
ministration will request adjustment of the budget once these re- 
views are complete. NNSA is a full participant in this review proc- 
ess. 

I expect and certainly hope the administration will develop an 
over arching strategy that really sets the priorities and the realistic 
goals, and that it will take a fresh look at how nonproliferation ac- 
tivities fit into our overall policy toward Russia. The review is criti- 
cally examining the effectiveness of existing programs and will 
identify needed changes in focus, organization, or management ap- 
proach. 

We’re also considering new ideas and new approaches. But even 
so, we’re mindful of how difficult it is to operate in this environ- 
ment, and the ongoing reviews and policy development activities 
must specifically deal with Russian attitudes, their relationships 
with proliferation issues, access, and issues of sustainability. I ex- 
pect this review to be completed shortly. After which we can brief 
the subcommittee on the results. 



7 


Mr. Chairman, with NNSA I’m also committed to my own review 
of the management and implementation of our programs and how 
the individual pieces fit together. As I noted earlier, I hope we will 
soon have on hoard a Senate-confirmed Deputy Administrator who 
can work with me and the program offices to ensure that our non- 
proliferation programs have clear, stable goals and realistic plans 
that are integrated within NNSA and integrated within the inter- 
agency community. 

We’ll be careful not to promise more than we can deliver, and 
we’ll do our level best to deliver what we promise. 

We’ll be straight with Congress and straight with ourselves 
about the real problems of working with Russia, and straight with 
the Russians about what we have to have in order to do business. 

In running these programs. I’ll be mindful of the critically impor- 
tant contribution that they can and do make to national security, 
and equally mindful of the need to ensure responsible and account- 
able management of taxpayer dollars. 

Mr. Chairman, I know that in a couple of moments the GAO will 
be testifying on their reports on the Nuclear Cities Initiative (NCI) 
and the Material Protection Control and Accounting (MPC&A). Let 
me offer a few thoughts. First with respect to NCI. 

The closed cities of the Russian nuclear complex clearly present 
some of the most difficult environments for success in nonprolifera- 
tion. These cities are out of the Russian mainstream and have little 
history of commercial business or economic integration. Our key 
goal here is to encourage the downsizing of the Russian nuclear 
weapons design and production facilities without creating addi- 
tional proliferation risks. 

NCI is a relatively young program that encountered several 
start-up problems, including lack of Russian support in some chan- 
nels, high overhead and start-up costs, and program management 
inefficiencies. 

Nevertheless, it has had some initial successes. Last year for the 
first time the Avangard nuclear weapons facility reduced its foot- 
print, creating some 500,000 square feet of commercial production 
space where once nuclear weapons components were made. 

NCI has built a partnership with the Fresenius Medical Corpora- 
tion, the world’s largest manufacturer of dialysis equipment, who 
is eager to utilize this space and take advantage of the relatively 
lower production costs in Russia. 

Another modest success is the establishment of two open comput- 
ing centers in Sarov and Snezhinsk. Mr. Chairman, while it’s my 
understanding that the about- to-be-released GAO report on NCI 
does not take issue with the basic goals of the NCI program, it 
clearly identifies several areas in which we need to make important 
management improvements. 

For example, we can do much better reviewing candidate propos- 
als for new projects as we do now in the Initiatives for Proliferation 
Prevention (IPP) program, largely because we followed and took on 
board earlier GAO recommendations. 

In fact, this recommendation for the NCI program has already 
been implemented. This set of recommendations by the GAO 
should help ensure the program is well-managed and transparent 
to me and to the subcommittee. 
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As I mentioned, NNSA will be doing a comprehensive review of 
how we manage these programs to ensure we’re getting the best 
possible return for the taxpayer, and that we have the right objec- 
tives and right programmatic measures. The GAO recommenda- 
tions, including an evaluation of possibly combining the NCI and 
IPP programs, will be important inputs. 

One last point with regard to NCI. We need to continue our dia- 
logue with the subcommittee and Congress to see if we can release 
the $10 million currently conditioned on agreement with Russia re- 
garding facility closure. We have a written commitment to that ef- 
fect from First Minister of MinAtom, Mr. Ryabev. 

I’ll close, Mr. Chairman, with a comment on the Material Protec- 
tion Control and Accounting program. The GAO report here is fair, 
balanced, and reflects over a year of work by the GAO team. I un- 
derstand the report states that the MPC&A programs have 
achieved real threat reductions on some 32 percent — some 190 met- 
ric tons of the estimated 603 metric tons of Russian material that 
could be used to make a nuclear device. The report acknowledges 
that the work being performed by the program is on an additional 
130 tons. 

These figures do not reflect the upgraded security protection on 
several thousand nuclear warheads controlled by the Russian 
Navy. Here, too, however, I also agree with the GAO that signifi- 
cant work remains to be done, and in this regard, we will imple- 
ment the GAO’s two major recommendations. 

First, the NNSA will develop a system to better monitor the se- 
curity systems installed and ensure that they continue to func- 
tion — the sustainability question. 

Second, our strategic plan will include estimates for sustain- 
ability activities. 

Mr. Chairman, I believe I’ll stop at this point so we can turn to 
your questions or however you would like to proceed. I do appre- 
ciate very much the opportunity to join with you today to discuss 
this important program which I believe does provide such a valu- 
able and important contribution to U.S. national security. 

[The prepared statement of General Gordon follows:] 

Prepared Statement by Gen. John A. Gordon 

Mr. Chairman and members of the Subcommittee, thank you for the opportunity 
to testify on the National Nuclear Security Administration’s (NNSA) nonprolifera- 
tion fiscal year 2002 budget request. 

The fiscal year 2002 budget request for the Office of Defense Nuclear Non- 
proliferation is $773.7 million. The request covers the funding needed to support a 
broad range of nonproliferation goals. Specific line items include: 

• Nonproliferation and Verification Research and Development ($206,102,000) 

• International Nuclear Safety ($13,800,000) 

• Highly Enriched Uranium (HEU) Transparency Implementation ($13,950,000) 

• Arms Control and Nonproliferation ($101,500,000) 

• International Materials Protection, Control and Accounting ($138,800,000) 

• Fissile Materials Disposition ($248,089,000) 

• Program Direction ($51,459,000) 

Addressing international threats to U.S. national security interests from the po- 
tential proliferation of weapons of mass destruction is one of the primary mission 
goals of the NNSA. These international threats derive largely from the former So- 
viet Union’s production of enormous quantities of nuclear materials and weapons, 
and from potential actions by rogue nations or terrorist organizations. The NNSA 
is pursuing a balanced and comprehensive approach to nonproliferation that seeks 
to reduce or eliminate these threats to U.S. national security interests. 
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NNSA has been hard at work to secure and dispose of nuclear warhead materials, 
at home and abroad. We are establishing methods to help prevent the unthinkable 
from happening, the use of weapons of mass destruction in an attack on this country 
or our citizens. NNSA’s world-class expertise at its national laboratories is vital to 
the success of this important effort. 

I understand the subcommittee has a particular interest in the work NNSA is 
doing in Russia. Therefore, I would like to address our efforts in that regard up 
front, and then talk more broadly about NNSA overall nonproliferation work. 

The bipartisan Baker-Cutler Report and numerous other studies in-and-outside of 
Government attest not only to the importance of the proliferation threats in Russia 
our programs are designed to address, but to the need for an overarching strategy. 
We are working to articulate that strategy as well as to develop and strengthen our 
long-range thinking in this area. 

To that end, the administration has chartered several major reviews in order to 
examine the appropriate national security strategy for this country. The Depart- 
ment and the NNSA are active participants in these ongoing reviews. One of these 
reviews is currently evaluating all U.S. nonproliferation programs with Russia. At 
the end of this review, I am confident we will have a comprehensive strategy for 
our threat reduction activities with Russia. 

We can lay out the United States’ goals we are helping with Russia into five broad 
objectives: 

• Reduce the threat to the United States and its allies from Russian nu- 
clear delivery systems 

• Reduce potential for diversion of Russian nuclear warheads to rogue 
states or terrorist groups 

• Reduce potential for diversion of Russian weapons-useable nuclear mate- 
rials 

• Make Russian force reconstitution more difficult, time consuming, and 
detectable 

• Reduce potential for diversion of nuclear-weapon/dual-use expertise and 
technologies. 

Given this set of objectives for our work in Russia, let me describe how our activi- 
ties are supporting this framework. The first objective to reduce the threat to the 
U.S. and its allies from Russian nuclear delivery systems has been the principal 
goal of the DOD’s Cooperative Threat Reduction (CTR) program. I will not deal with 
their myriad successes other than to note that they continue to make substantial 
progress in their programs. 

Our next key objective is to reduce the potential of diversion of nuclear weapons. 
Both DOD and NNSA have programs that are working with the Russian military 
to improve the security of nuclear weapons storage sites in Russia. The NNSA pro- 
gram is with the Russian Navy and grew out of our cooperation with the Russian 
Navy on securing HEU materials used as reactor fuels on their ships. We feel that 
we are making good progress on this program. We have excellent cooperation with 
the Russian Navy on this program. 

Our third objective is to reduce the potential for diversion of Russian Federation 
weapons-useable nuclear materials. This is the flagship of NNSA’s cooperation with 
Russia. The Materials Protection, Control, and Accounting (MPC&A) program has 
been working with MinAtom on securing weapons-useable nuclear materials 
throughout Russia. We work with the civilian sites where such materials are 
present and we work at many of the military sites where the Russian weapons 
grade nuclear materials are stored. 

The NNSA’s MPC&A program is working rapidly to complete its mission, and es- 
timates in its strategic plan that comprehensive security upgrades will be complete 
at all of the warhead storage locations that the Russian Navy has requested, as 
early as 2007, and for 603 metric tons of weapons-usable nuclear material hy 2011. 
Since 1993, the program has completed rapid upgrades for nearly 4,000 warheads 
and 220 metric tons of fissile material. One programmatic goal for fiscal year 2002 
is to complete security upgrades at thirteen nuclear sites, bringing the total number 
of completed sites to fifty. 

A part of this goal is to promote sustainable security improvements. “Sustain- 
ability” is critical to the long-term mission of the program, because we must ensure 
that installed MPC&A systems are maintained and operated over the long term. 
Sustainability also entails fostering the ability of our Russian counterparts to oper- 
ate and maintain the MPC&A systems unilaterally. To help ensure sustainability, 
we are establishing training centers, identifying credible Russian suppliers of 
MPC&A equipment, helping draft national regulations and security force proce- 
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dures, and establishing an information accounting system to track amounts and lo- 
cations for all of Russia’s nuclear material. 

Furthermore, we have developed and implemented a program to consolidate mate- 
rial into fewer buildings and fewer sites, and to convert excess highly attractive ma- 
terial to a form that is less attractive to potential proliferant nations. This program 
reduces costs to the U.S. by limiting the number of buildings requiring security up- 
grades. 

Through the Fissile Materials Disposition program, NNSA is responsible for dis- 
posal of surplus inventories of U.S. weapon-grade plutonium and highly enriched 
uranium. We are also responsible for efforts to obtain reciprocal disposition of sur- 
plus Russian weapon-grade plutonium. 

The fiscal year 2002 budget request will fund the completion of the mixed oxide 
(MOX) Fuel Fabrication Facility design and proceed with related MOX fuel quali- 
fication activities. We will continue the design of the Pit Disassembly and Conver- 
sion Facility at a reduced rate, and we will suspend the design of the Plutonium 
Immobilization Plant. These changes are necessary to reduce the anticipated future- 
year peak funding requirements associated with plans for simultaneously building 
three plutonium disposition facilities at the Savannah River Site. The NNSA contin- 
ues to pursue the irradiation of MOX fuel in existing reactors and, at a much re- 
duced pace, immobilization for the disposition of surplus U.S. weapon-grade pluto- 
nium. This will enable us to meet the commitments called for in the recently signed 
U.S. -Russia Plutonium Management and Disposition Agreement and to support the 
continued consolidation, cleanup, and shut down of DOE sites where surplus pluto- 
nium is stored. 

Other activities planned for fiscal year 2002 involve providing support for the de- 
velopment of facilities in Russia for disposition of surplus plutonium, and continuing 
surplus U.S. HEU disposition, including capital improvements at the Savannah 
River Site to support the off-specification blend-down project with the TVA. This 
project will eliminate tons of surplus weapons material by converting it to reactor 
fuel for use in TVA’s reactors, which provide electric power throughout the South- 
east. Equally important, this work will save the taxpayers $600 million by avoiding 
the cost to dispose of this surplus material as waste. 

We have a number of other programs that help achieve the objective of reducing 
the potential for diversion of nuclear materials. Through the Second Line of Defense 
program we have been working with the Customs Service in Russia to upgrade the 
Russian capabilities to detect and interdict nuclear materials at border checkpoints 
and at airports. While we have made some progress in this activity, this is a huge 
job. The Russian border is thousands of miles long, and borders on a number of 
countries where we have concerns about proliferation. We may need to put more ef- 
fort into this program in the future or to develop and explore practical alternatives. 

The current administration review of Russian programs will help guide us on 
whether or how we should direct our efforts on this issue, and how we should coordi- 
nate with other agencies that have complementary activities. 

The fourth objective is to make reconstitution of the large forces and enormous 
nuclear weapons stockpile that existed during the Cold War more difficult. NNSA 
shares responsibility with DOD for programs that address this issue. For NNSA one 
of our problems is the size of the Russian nuclear weapons complex. The production 
complex of the U.S. is significantly reduced from what it was during the Cold War, 
while the Russian nuclear weapons complex is basically unchanged from the Cold 
War. 

Some of these Russian facilities may be old, but the sense is, they can still do 
the job of producing weapons for the Russian stockpile. As we go into an era of re- 
duced nuclear forces, this excess capability for production could present a problem 
for the U.S. We would like the Russian complex to be reduced to a size consistent 
with the much-reduced stockpiles that are needed in the post-Cold War era. Con- 
cerned about the human costs of downsizing, the Russians have asked us to help 
them reduce the size of their weapons complex. NNSA is pursuing the Nuclear Cit- 
ies Initiative whose main goal is to reduce the size of the Russian nuclear weapons 
complex, both its facilities and infrastructure, as well as manpower. 

While the underlying national security objective is valid, I am aware that there 
are some serious concerns about this program and I will elaborate on the Nuclear 
Cities Initiative a little later in my testimony. Based on the administration review 
of this and other nonproliferation programs in Russia, we may need to reconfigure 
the program to be more effective. 

A part of this objective to make reconstitution to Cold War levels more difficult 
we are monitoring the HEU purchase agreement that is down-blending 500 metric 
tons of highly enriched uranium to low enrichment material that will be used in re- 
actor fuel. The 1993 U.S. -Russia HEU Purchase Agreement remains one of our key 



11 


threat reduction achievements of the last decade. As of May 2001, we have overseen 
the conversion of more than 117 metric tons of HEU; this is enough material for 
over 4,700 nuclear devices. 

Our fifth objective is to reduce the potential for diversion of nuclear weapons or 
dual-use expertise and technologies. This objective captures two separate but related 
needs. One is that we need to work with the Russian Government to gain their co- 
operation on limiting the export of nuclear technology and equipment that may help 
countries that are trying to develop nuclear weapons. These exports are not, in our 
view, in the interest of either the United States or the Russian Federation, and 
mitigating the economic incentives that seem to propel them in this direction would 
help to achieve our goals. 

The related issue is often referred to as the “brain drain”. There are thousands 
of scientists that worked on the nuclear, chemical, and biological weapons programs 
of the Soviet Union who were unemployed, underemployed, or unpaid following the 
breakup of the USSR. NNSA and State Department have had programs in place for 
a number of years to provide alternate emplo 3 mient to as many of these scientists 
as possible and to try to integrate them into the international science community. 

The State Department program is the International Science and Technology Cen- 
ters (ISTC). It was created in 1992 and became operational in 1994. It is a multilat- 
eral organization and has excellent international support and strong support from 
the Russian Government. The NNSA programs are working in close cooperation 
with the ISTC. While the ISTC focused on providing jobs in basic science and ex- 
ploring the possible application of technology to commercial applications, the Initia- 
tives for Proliferation Prevention (IPP) program of NNSA has focused on the com- 
mercialization of Russian technology in partnership with U.S. industry. 

The IPP program is designed to prevent the spread of weapons of mass destruc- 
tion technolo^es and expertise by engaging former Soviet weapons scientists. It 
funds non-military joint R&D projects between former Soviet weapons institutes and 
U.S. laboratories. The goal is identifying and creating non-military, commercial ap- 
plications of weapons-related technologies. We have instituted a rigorous project re- 
view process within the U.S. government to ensure that no projects have dual-use 
potential. These efforts allow us valuable access to Russian scientific and technical 
research and development as well as transparency into the Russian weapons com- 
plex. Unlike NCI, the IPP program works in the nuclear, chemical, and biological 
arenas and in Russia, Ukraine, and Kazakhstan. As we are focusing the IPP pro- 
gram on commercialization, all projects must have an industry partner who provides 
significant funding for the project — roughly a 3:2 ratio, private sector to government 
funding. 

Those of you who have followed the progress of both the ISTC and the IPP pro- 
grams might remember that both of these took several years to become mature and 
develop management processes and project portfolios that clearly met the intent of 
the programs. 

But today the commercialization efforts of the IPP program are taking off. Eight 
IPP projects are now commercially successful, providing 300 long-term private-sec- 
tor jobs in Russia and more that $17 million in annual sales revenues. There are 
another 20 IPP projects poised for commercialization over the next year. We are 
pleased with the progress that the IPP program has made in the past couple of 
years. 

That brings me back to NCI. While the goals of the NCI program are to reduce 
the size and capability of the Russian nuclear weapons complex, it must address the 
unemployment that accompanies downsizing to accomplish that goal. NCI works 
with MinAtom to bring commercial development to the closed cities where the man- 
power requirements for nuclear weapons work are reduced or where entire plants 
stop weapons work. 

This is a difficult task. Even in the U.S. when we downsize our weapons work- 
force or shut facilities, finding new jobs for those who are displaced is the most dif- 
ficult part. But the U.S. economy is robust, and in most cases, our economy is able 
to absorb the extra workers within a reasonable amount of time. 

In the closed cities in Russia, however, finding jobs for displaced workers is ex- 
tremely difficult. There is little if any business culture, buildings are unsuitable for 
most western business, there are access rules, legal obstacles, and perhaps the larg- 
est difficulty is the Russian economy is smaller that it was a decade ago. But in 
spite of all these problems we have businesses that are interested in participating 
with us in working in the “closed cities”. We try to provide them the necessary sup- 
port to reduce their risks in putting jobs in these “closed cities,” and helping them 
become successful. We are coordinating with the ISTC and the IPP program in this 
effort to develop jobs in the closed cities. However, the charters of the ISTC and 
the IPP program make it difficult for them to sponsor some of the types of activities 
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that will make it more attractive for businesses to come to the closed cities; such 
as refurbishing buildings, and implementing manufacturing activities. With proper 
coordination, the combination of programs will make the prospect for successfully 
bringing commercial jobs to these cities much higher. 

You might ask, “if the Russians are going to downsize their nuclear complex any- 
way, why should the U.S. spend its taxpayer dollars to help them?” The answer is, 
we can make the downsizing happen faster, and our involvement also gives us a 
window into the Russian complex. This may also allow us to have greater confidence 
in any future unilateral arms reductions if we know more about what their complex 
looks like. 

Let me review the progress that the NCI program has made thus far. The pro- 
gram has been operating for roughly 2 V 2 years and has been funded for only 26 
months. Currently, NCI is working in three nuclear cities. The primary focus is on 
Sarov (formerly known as Arzamas-16) which includes both a nuclear weapons de- 
sign laboratory and a nuclear weapons assembly/disassembly plant known as the 
Avangard Electromechanical plant. Sarov, and Avangard specifically, is MinAtom’s 
highest conversion priority. Therefore, it is the one city we anticipate focusing on 
in fiscal year 2002. 

Last year, this program achieved an historic accomplishment when the Russians 
moved a concrete fence at the Avangard weapons facility, creating an open 
“Technopark” for commercial businesses. This is the first time that a Russian weap- 
ons facility has reduced its footprint as part of the nuclear weapons complex 
downsizing they have committed to undertake. The Russian Government has indi- 
cated that it intends to shut down two of its weapons assembly and disassembly fa- 
cilities. First Deputy Minister of MinAtom Lev Ryabev stated in an international 
forum in January 1999 that the Russian Government planned to close down two of 
its four weapons assembly and disassembly facilities, beginning in 2000. This inten- 
tion was recently reinforced by a letter from Minister Ryabev to the NNSA in March 
2001 . 

Finally, I would like to address GAO’s report that was just released on the NCI 
program. Let me first say that I was pleased to read that the GAO determined that: 
“DOF’s effort to help Russia create sustainable commercial jobs for its weapons sci- 
entists and help downsize its nuclear weapons complex is clearly in our national se- 
curity interests.” The report also highlights a number of issues and areas in the pro- 
gram that must be addressed and be improved upon. In concert with the adminis- 
tration’s nonproliferation review, I am closely examining this as well as other Rus- 
sian programs in order to maximize their effectiveness, and ensure they are operat- 
ing in a manner consistent with national objectives and coordinated with other U.S. 
government nonproliferation activities. 

It should be noted that to produce this report, the GAO review team obtained cost 
data from DOE headquarters and the National laboratories, reviewed NCI projects 
to determine their impact on program goals and objectives, and traveled to Russia 
to visit Sarov to meet with MinAtom officials. Finally, the GAO also met with pro- 
ponents of the European Nuclear Cities Initiative. NNSA NCI program staff were 
active participants in this review, and we are prepared to implement any and all 
policy recommendations. 

The report’s focus on job creation as the primary measure of NCI program success 
differs from our perspective of the primary goal of the program, and does not fully 
appreciate U.S. experience with downsizing its own nuclear weapons complex. There 
are multiple measures of success and we are tracking and reporting on them. For 
example, NCI’s performance metrics include facility downsizing, infrastructure up- 
graded or created, credits and investments provide to local businesses and so on. 

The GAO report cites MinAtom official dissatisfaction with the amount of NCI 
funds spent in Russia. The bottom line on funding is that MinAtom officials would 
prefer that monies be provided directly to them, to carry out major projects as they 
see fit. This top-down central planning approach has failed Russia in the past and 
will continue to fail. In the United States, we have learned that successful economic 
diversification is based on an active partnership among government, industry and 
the community. We are attempting to pass on this knowledge and experience to our 
Russian colleagues by working directly with the cities and institutes. 

In the initial start-up phase of the NCI program, the preponderance of funds were 
spent in the U.S. at the National laboratories. We relied on the labs to make the 
first contacts for the program since they had the ongoing, long-standing relation- 
ships. The labs also were integral in developing the projects jointly, and then provid- 
ing the project oversight required. Now that the NCI program is entering a new 
phase, the role of the labs is being reduced and we anticipate meeting the congres- 
sionally-mandated 51 percent of funds spent in Russia in fiscal year 2001. We have 
instituted new processes, including financial reporting procedures that will help us 
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meet that goal. Additionally, we have negotiated with some labs a reduction in their 
project management costs. Overall, lab activities will be reduced in coming years as 
the program attracts more commercial partners. We firmly believe that oversight of 
projects is important and that requires lab participation. 

The GAO noted that some project funding proposals have been submitted to both 
NCI and IPP, in the hope of maximizing the chances of receiving funding. This does 
not indicate that the two programs are identical. All project proposals undergo a vig- 
orous interagency vetting and review process to ensure, among other things, that 
scientists are not getting funded twice for the same work. 

That said, I take the GAO observations and recommendations very seriously and 
thus tasked my management team to reexamine possible options for consolidating 
the NCI and IPP programs in an effort to achieve cost savings and other pro- 
grammatic and administrative efficiencies. However, keep in mind this involves 
complex issues, and rather than rush to get the job done, I want to make sure that 
we do this right the first time. Therefore, I am waiting for the completion of the 
NSC reviews that are now underway, and the recommendations from my manage- 
ment team. 

As we continue to move forward, I am confident that much-needed changes will 
occur. This is the nature of these types of programs. In fact, the IPP program, in 
its early years, experienced similar growing pains and was the subject of significant 
criticism. IPP has now become a successful program. We want to make sure that 
NCI is on a similar path. Furthermore, the U.S. Government’s involvement will de- 
crease over time, and business participation will grow. This increased role for busi- 
ness will lead the Russians toward self-sustaining civilian and commercial enter- 
prises in the city, and provide the basis for the U.S. exit strategy. Our plans are 
to continue with a strong focus on Sarov. 

Now, I would like to quickly touch on the rest of NNSA’s nonproliferation pro- 
grams. These programs address the issues of detecting, deterring, and impeding pro- 
liferation and the use of weapons of mass destruction. In addition to the programs 
already described, NNSA has extensive efforts in research and development (R&D) 
and arms control arenas. Our active role in the U.S. nonproliferation interagency 
community derives, in large measure, from the nuclear expertise found in the na- 
tional laboratories. NNSA supports U.S. national, bilateral, and multilateral efforts 
to reduce the threat posed by the proliferation of weapons of mass destruction. 

RESEARCH AND DEVELOPMENT PROGRAMS 

A key nonproliferation strategy is to enhance the capability to detect weapons of 
mass destruction. The NNSA goal of integrating technical talent and policy exper- 
tise is evident in the Nonproliferation and Verification R&D Program, which en- 
hances U.S. national security through needs-driven R&D, with an emphasis on de- 
veloping technologies to detect nuclear, chemical, and biological proliferation, and to 
monitor nuclear explosions. 

The following accomplishment is just one indication of the type of activities NNSA 
is involved with in the R&D area. NNSA is proud that, last year, we achieved a 
significant milestone in one of our R&D programs: The Multispectral Thermal 
Imager satellite was launched in March 2000. This small research satellite, de- 
signed and built by a team of NNSA laboratories and industry partners, will develop 
and test remote-sensing concepts that will add to our country’s ability to monitor 
nuclear proliferation. The satellite has already achieved most of its design objec- 
tives. 

The Proliferation Detection program will develop the requisite technologies to de- 
tect nuclear proliferation. Our unchallenged lead responsibility for nuclear non- 
proliferation technology derives from the expertise and knowledge base resident in 
our nuclear weapons complex, and it provides a technology template for the detec- 
tion of activities related to all weapons of mass destruction. The objectives of the 
detection program are: 

• to produce technologies that lead to prototype demonstrations and result- 
ant remote proliferation detection systems, 

• to strengthen our detection capabilities to respond to current and pro- 
jected proliferation threats, and 

• to develop technologies that are subsequently made available to a wide 
range of government users, including DOD and the intelligence community. 

The separate, yet closely related. Proliferation Deterrence program seeks to de- 
velop technical options to prevent and deter proliferation of nuclear weapon tech- 
nology and fissile materials. Research is focused on developing integrated sensor 
systems that will improve the accuracy and timeliness of information. 
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With the fiscal year 2002 budget, we will continue to develop and demonstrate 
innovative remote sensing, sampling, and analysis technologies needed to improve 
early detection of a proliferant nation’s nuclear weapons program or non-compliance 
with international treaties and agreements, as well as tracking foreign special nu- 
clear materials. 

The Nuclear Explosion Monitoring Program is designed to provide the U.S. with 
the technical capability to detect nuclear explosions. Specifically, NNSA technical 
experts are working to develop and deploy sensors and algorithms that enable the 
U.S. to meet its national requirements for detecting, locating, identifying, and char- 
acterizing nuclear explosions in the atmosphere, in space, underground, or under- 
water. 

To meet threats posed by chemical and biolo^cal agents, the NNSA draws upon 
the diverse and extensive expertise of its national laboratories. The goal of the 
Chemical and Biological National Security Program is to develop, demonstrate, and 
deliver technologies and systems that will lead to major improvements in U.S. capa- 
bility to prepare for, and respond to, chemical or biological attacks against civilian 
populations. The NNSA is the primary agency developing non-medical technical so- 
lutions for this challenge. Our experts are involved in a broad interagency program 
to develop sensors that could detect the terrorist use of a biological agent at a large 
outdoor event, such as the Super Bowl or the Olympics. 

ASMS CONTROL AND NONPROLIFERATION 

Another key strategy is promoting arms control and nonproliferation treaties, pro- 
moting agreements, and regimes, and developing the associated technologies to sup- 
port them. The mission of the Office of Arms Control and Nonproliferation is to de- 
tect, prevent, and reverse the proliferation of weapons of mass destruction (WMD) 
materials, technology, and expertise. It is the focal point within the NNSA for activi- 
ties that support the President’s nonproliferation and international security policies, 
goals, and objectives, as well as those activities mandated by statute. The program 
provides policy and technical expertise and leadership for NNSA and the Depart- 
ment in interagency, bilateral, and multilateral nonproliferation and international 
security matters. Several projects that had been initiated last year are not proceed- 
ing currently. The NNSA will not be proceeding with the Separated Civil Plutonium 
activities, due to Russian nuclear cooperation with Iran. Funding for Spent Fuel 
Storage and Geological Repository in Russia are on hold, to allow time for the new 
administration’s interagency policy review. 

NONPROLIFERATION PROGRAMS OUTSIDE OF RUSSIA 

While the bulk of our nonproliferation activities take place in Russia, the NNSA 
is also involved in nonproliferation and arms-control-regime projects in many other 
parts of the world. For instance, since 1995, the U.S. and Kazakhstan have been 
working to reduce proliferation risks associated with three tons of weapons-grade 
plutonium. This material, which is located at the BN-350 fast-breeder reactor in 
Aktau, Kazakhstan, contains enough plutonium to manufacture hundreds of nuclear 
weapons. Furthermore, unlike most spent fuel, the majority the BN-350 spent fuel 
material poses no significant radiation hazard to a would-be thief. The project has 
reduced the threat to our national security posed by the vulnerability of the weap- 
ons-grade material. Further assistance to Kazakhstan, in implementing the secure 
long-term storage of the BN-350 plutonium-rich fuel, will be curtailed. 

The Aktau project will continue to support the IAEA in the implementation of 
internationally accepted safeguards measures over the material, continue to provide 
non-weapons-related employment for nuclear scientists in Kazakhstan, and provide 
security and international safeguards measures for the transportation and long- 
term dry storage facility for the BN-350 material. 

NNSA experts are also actively working in North Korea to reverse and prevent 
proliferation of nuclear weapons, by securing approximately thirty kilograms of 
weapon-grade plutonium contained in Nyongbyon 5 megawatt reactor spent fuel. 
Similar to the objectives of the Aktau project, NNSA technicians have: 

• packaged the 8,000 assemblies in canisters and placed those canisters 
under IAEA monitoring, and 

• performed field operations to maintain packaged spent fuel in a safe con- 
dition, appropriate for future shipment. 

We are also supporting the IAEA in the implementation of verification and inter- 
national safeguards of the material, while helping to prepare plans to support future 
shipment and disposition of spent fuel. 

In an effort to impede the use of weapons of mass destruction, the NNSA supports 
several projects targeted at reducing the amount of fissile material that could be 
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available to potential proliferators to fashion into a nuclear device. In the Reduced 
Enrichment for Research and Test Reactors (RERTR) Program, NNSA continues to 
work to reduce international commerce in civil HEU, by developing technologies to 
convert foreign and domestic research and test reactors from HEU to LEU. 

NNSA is also active in strengthening regional security and nonproliferation, not 
only on the Korean peninsula, but also throughout East Asia, South Asia, and the 
Middle East. We are doing this by participating in U.S. policymaking, promoting re- 
gional security dialogues, and sharing with key states in these regions the expertise 
of the National laboratories on technical measures to implement nonproliferation 
agreements. Under a program to strengthen the Biological and Toxin Weapons Con- 
vention (BWC) regime, NNSA supports the U.S. in its efforts to negotiate a legally 
binding protocol to the 1972 BWC. This protocol is part of a larger effort to deter 
noncompliance with the BWC and to reinforce the global norm against the prolifera- 
tion of biological weapons. Our technical experts facilitate U.S. commerce through 
implementation of bilateral peaceful nuclear cooperation agreements with our nu- 
clear trading partners. 

INTERNATIONAL NUCLEAR SAFETY AND COOPERATION 

Another strategy for enhancing nuclear security is to improve operational safety 
and safety systems at nuclear facilities of concern. The NNSA is working to reduce 
safety risks at the 66 operating, Soviet-designed nuclear-power reactors in nine 
countries, through the International Nuclear Safety and Cooperation program. We 
plan to complete safety upgrades for these reactors by 2006. There are three reac- 
tors in Russia that are to be shut down, as part of DOD’s program to eliminate the 
production of weapons-grade plutonium. These three high-risk reactors, at secured 
sites, are the oldest operating reactors in Russia, and have not received any safety 
upgrades under foreign cooperation. Safety upgrades at these production reactors, 
prior to their planned shutdown in 2006, are among our highest priorities. However, 
the scope of activities for improved safe operation will be limited. 

We are encouraged not just by our progress to address nuclear safety at operating 
reactors, but by the early closure of older reactors as well. The Ukrainian govern- 
ment shut down Chornobyl’s sole operational reactor in December 2000, as planned. 
Our efforts to support the construction of a replacement heat plant at Chernobyl, 
for decontamination and decommissioning purposes, are also proceeding well. We 
were pleased when Kazakhstan also made the tough decision to shut down its BN- 
350 reactor. Our attention is now focused on plans for decommissioning and decon- 
taminating the reactor’s sodium coolant, which will ensure that this reactor can 
never be restarted. The fiscal year 2002 budget request will allow us to complete 
one full-scope, nuclear plant training simulator, each, in Russia, Ukraine, and Slo- 
vakia. We will also strive for the completion of operational safety improvements at 
all plants in Russia and Ukraine. Safety procedure and reactor in-depth safety as- 
sessments will proceed, albeit at a delayed pace. 

CONCLUSION 

Mr. Chairman, I believe that NNSA is on the right course. The NNSA enjoys the 
strong support and endorsement of Secretary of Energy Spencer Abraham. It is the 
right idea to bring together the national security missions of DOE, and to focus our 
work with clear goals and plans, sharp lines of authority, and a strong view to the 
future. 

The scientists and engineers that are stewards of our nuclear arsenal have also 
been making important technical contributions to controlling, detecting, and deter- 
ring the use of weapons of mass destruction. NNSA’s unique contribution is evident 
in the caliber of personnel working on these complex, interrelated threat reduction 
programs. Their expertise resident in our national laboratories has been honed by 
years of working in support of the U.S. nuclear complex. Our technical experts are 
ready and willing to share their nonproliferation and counter-proliferation experi- 
ence with their counterparts in Russia. 

As a Nation, we may face no greater challenge than preventing weapons or weap- 
ons usable materials from falling into the hands of those who would use them 
against the U.S. or our allies. It has been more than a decade since the Berlin Wall 
fell, opening a new era in history. In many ways, we live in a more dangerous world 
now, since the demise of the Soviet Union. The threat to our safety and inter- 
national security is more diffuse, which makes it harder to defend against. Rather 
than one monolithic threat, we must be prepared against rogue nations or terrorist 
organizations with interests inimical to ours. I am very proud of the nonprolifera- 
tion programs that are rightfully part of the defense nuclear security enterprise. 
The review being conducted at the present time by the White House is timely and 
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I am confident it will reveal that the NNSA’s programs are making solid contribu- 
tions to the national security of the United States. 

Again, I thank the members of this panel for their commitment and support of 
our mission, and for your support of the people of NNSA who actually do the work 
and accomplish the mission: scientists, engineers, technicians, policy planners, ad- 
ministrators, and so many others. 

Senator Roberts. We’ve been joined by the distinguished Sen- 
ator and Ranking Member of this subcommittee, Senator Landrieu, 
and I would turn to her for any opening comments that she would 
like to make. 

STATEMENT BY SENATOR MARY L. LANDRIEU 

Senator Landrieu. Thank you, Mr. Chairman, I want to welcome 
our panelists this afternoon to discuss this important program. I 
apologize for being a few minutes late. 

I want to express that when Senators Nunn and Lugar had the 
foresight in 1991 to start this program to assist Russia with dis- 
mantling its nuclear weapons, protecting its weapons-usable mate- 
rials plutonium and uranium, and engaging its weapons scientists 
and engineers to stop the spread of weapons of mass destruction, 
the U.S. was committed to a major challenge. Although much has 
been done along these lines and great efforts have been made, 
much more remains undone. 

In January, a task force chaired by former Senator Howard 
Baker and White House Counsel Lloyd Cutler determined, “The 
most urgent unmet national security threat to the United States 
today is the danger that weapons of mass destruction or weapons- 
usable materials in Russia could be stolen and sold to terrorists or 
hostile nations and used against American troops abroad or citi- 
zens at home.” 

The task force went on to find that current nonproliferation pro- 
grams in the Department of Energy, the Department of Defense, 
and related agencies have, in fact, achieved impressive results so 
far, but their limited mandate and funding fall short of what is re- 
quired to address adequately this threat. We still have an oppor- 
tunity to address these problems, but it’s getting more difficult. 

Moreover, there’s concern that if we don’t continue to move 
quickly, we may lose this opportunity completely. 

Today we will hear from Ms. Jones, who will focus on the man- 
agement issues arising from two of our programs. I look forward 
to her testimony. 

As we discuss these issues, which are serious, I hope we don’t 
lose sight of the ultimate goal of all of these programs, and that 
we identify how to move forward so that we continue this valuable 
effort. 

Working with Russia is exceedingly difficult, and the DOE efforts 
are made even more difficult because they must occur in high secu- 
rity environments of closed cities. But there has been substantial 
success, and there will be more, if we don’t collectively lose our will 
to preserve it. 

We in Congress must commit to ensuring the success of these 
programs, they’re in our national security interest, they are not 
Russian aid programs. 

There’s one specific issue I hope we can resolve by the end of this 
hearing, one of the nuclear cities projects has stopped because the 
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NNSA has not released money for the project. I hope, Mr. Chair- 
man, by the end of this hearing we’ll be able to identify a way to 
release the money for this project to close the Avangard weapons 
facilities. It’s important to get this effort back on track. 

I, again, welcome you all today. I look forward to your remarks, 
and I thank the chairman for calling the hearing. 

Senator Roberts. Senator Allard, would you like to make any 
comment? 


STATEMENT BY SENATOR WAYNE ALLARD 

Senator Allard. Mr. Chairman, thank you for the opportunity. 
Just very briefly I want to recognize the great job that I think Gen- 
eral Gordon is doing with the new agency. I’ve had a lot of respect 
for Ms. Jones. She’s done some GAO studies in Colorado on Rocky 
Flats, and I think she’s been very helpful in that regard. Just to 
recognize those two efforts, and I’ll have some questions later on 
when we get around to questioning. 

Senator Roberts. Thank you. Senator. Ms. Jones, please pro- 
ceed. Your statement will be made part of the record as well as 
findings of your report. 

STATEMENT OF MS. GARY L. JONES, DIRECTOR OF NATURAL 

RESOURCES AND ENVIRONMENT, U.S. GENERAL ACCOUNT- 
ING OFFICE 

Ms. Jones. Thank you, Mr. Chairman, I appreciate that. We are 
pleased to be here today to discuss part of the results of our re- 
views of two of doe’s nonproliferation programs. 

Our report on the Material Protection Control and Accounting 
program, or MPC&A, was issued in February. You have released 
our report on the Nuclear Cities Initiative (NCI) program today. 

As part of our work, GAO teams traveled to Russia, including the 
closed City of Sarov, to review projects and talk with Russian sci- 
entists, institute directors, and government officials about both pro- 
grams. 

Our testimony focuses on the impact of and future plans for each 
program. From an overall standpoint, both programs are in our na- 
tional security interests, but their implementation poses significant 
challenges. 

The MPC&A program was initiated to help Russia protect the 
603 metric tons of nuclear material that are in forms that are high- 
ly attractive to theft. This is important because it only takes a few 
kilograms to build a nuclear weapon. 

Our report concluded that security systems installed by DOE are 
reducing the theft of nuclear material in Russia, but hundreds of 
metric tons of nuclear material still need improved security. 

As of February, DOE had spent about $61 million to, among 
other things, install completed or partially completed systems that 
protect about 32 percent of the at-risk material. 

However, DOE has not been allowed access to what Russia con- 
siders sensitive sites that contain several hundred metric tons of 
material because Russian officials are concerned that national se- 
curity information would be divulged. 

The program’s continued progress depends on the success of DOE 
negotiations to gain access to these sensitive sites and reach agree- 
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ment with Russia on reducing the numbers of sites and buildings 
where security systems are needed. 

However, just installing security systems will not ensure long- 
term success. Our report noted that DOE has no mechanism to 
monitor the effectiveness of the installed security systems. But as 
General Gordon said, DOE has agreed to implement our rec- 
ommendation to develop a monitoring system in cooperation with 
Russia. 

Turning to DOE’s Nuclear Cities Initiative, that program focuses 
on assisting Russia to downsize its nuclear weapons complex and 
create jobs for weapons scientists in the 10 closed nuclear cities 
that form the core of that complex. These cities are high security 
areas and access is very limited. 

As they downsize the complex, Russian officials have identified 
a need to create 30,000 to 50,000 jobs in the cities over the next 
several years. 

We found that during NCI’s first 2 years of operation, the pro- 
gram has had limited success. According to DOE, the program em- 
ploys about 370 people, including many Russian weapons scientists 
who primarily work part time on research projects sponsored by 
the U.S. national laboratories. 

According to Russian officials, most of these scientists continue 
to work on Russia’s weapons of mass destruction and also receive 
a salary from the Russian government. 

Further, about one half of the program’s projects are not de- 
signed to create jobs but rather include community development ac- 
tivities such as the delivery of medical equipment and school ex- 
change programs. 

Russian officials told us they did not want the community devel- 
opment projects because they didn’t create jobs. Industry officials 
told us they were not relevant to their investment in the nuclear 
cities. 

Other factors that have contributed to the limited programming 
success include lack of Russian support, until recently no com- 
prehensive review process, the remote location of the cities, and the 
poor economic conditions in Russia. 

With regard to funding, we found that a disproportionate amount 
of NCI program funds has been spent in the United States. About 
70 percent of the $15.9 million that DOE spent through December 
2000 was spent primarily in its national laboratories for such items 
as overhead, labor, equipment, and travel. The remaining 30 per- 
cent was spent for projects and activities in Russia. 

DOE is making changes this fiscal year in response to congres- 
sional direction to spend 51 percent of program funds in Russia. 
But DOE will have to more effectively monitor and control spend- 
ing to meet this goal. 

Our report also raises a fundamental question for DOE. Does it 
need two programs with a shared common goal of employing Rus- 
sian weapon scientists and, in some cases, implementing the same 
kinds of projects? 

In addition, to NCI, DOE’s Initiatives for Proliferation Preven- 
tion (IPP) also has projects in Russia’s nuclear cities. There is some 
duplication between the two, such as two sets of project review pro- 
cedures and several similar types of projects. 
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Further, IPP already had a presence in the nuclear cities before 
NCI was created. Since 1994, DOE has spent over $13 million on 
about 100 IPP projects in five nuclear cities. 

We recommended and as General Gordon said DOE agreed to re- 
view whether these two programs should be consolidated into one 
effort to achieve potential cost savings and other efficiencies. 
Thank you, Mr. Chairman. I would be happy to respond to any 
questions. 

[The prepared statement of Ms. Jones follows:] 

Prepared Statement by Ms. Gary L. Jones 

NUCLEAR nonproliferation — DOE’S EFFORTS TO SECURE NUCLEAR MATERIAL AND 
EMPLOY WEAPONS SCIENTISTS IN RUSSIA 

Mr. Chairman and members of the subcommittee: We are pleased to be here today 
to discuss our reviews of two Department of Energy (DOE) nonproliferation pro- 
grams that address important U.S. national security concerns — (1) improving the se- 
curity of hundreds of tons of nuclear material at various sites throughout Russia 
and (2) employing weapons scientists in Russia’s 10 closed nuclear cities so that 
they will not sell sensitive information to countries or terrorist groups trying to de- 
velop weapons of mass destruction. Both programs are managed by the National 
Nuclear Security Administration’s Office of Defense Nuclear Nonproliferation. Our 
testimony focuses on each of these programs’ impact and future plans. Our state- 
ment is based on our February 28, 2001, report on the Material Protection, Control, 
and Accounting (MPC&A) program and our report on the Nuclear Cities Initiative 
(NCI) program that is being released today.^ 

Mr. Chairman, the following summarizes our findings: The security systems in- 
stalled by DOE are reducing the risk of theft of nuclear material in Russia, but hun- 
dreds of metric tons of nuclear material still lack improved security systems. As of 
February 2001, DOE had installed, at a cost of about $601 million, completed or 
partially completed systems protecting, among other things, 192 metric tons of the 
603 metric tons of nuclear material identified at risk of theft. These systems, while 
not as stringent as those installed in the United States, are designed to prevent in- 
dividuals or small groups of criminals from stealing nuclear material. Russian offi- 
cials’ concerns about divulging national security information continue to impede 
doe’s efforts to install systems for several hundred metric tons of nuclear material 
at sensitive Russian sites. The program’s continued progress depends on DOE’s abil- 
ity to gain access to these sensitive sites and reach agreement with Russia on reduc- 
ing the number of sites and buildings where nuclear material is located and security 
systems are needed. DOE agreed with our recommendation to develop options for 
completing the program on the basis of the progress made in gaining access to these 
sites and agreement on the closure of buildings and sites. Furthermore, while DOE 
currently does not have a means to monitor the security systems it is installing to 
ensure that they are operating properly on a continuing basis, the Department has 
agreed to implement our recommendation to develop such a system in cooperation 
with Russia. DOE estimates that the MPC&A program will be completed in 2020 
at a cost of about $2.2 billion. 

Regarding DOE’s Nuclear Cities Initiative, we found that during its first 2 years 
of operation, the program had limited success. The Department estimates that the 
pro^am employs about 370 people, including many weapons scientists who are pri- 
marily working on a part-time basis through research projects sponsored by the U.S. 
national laboratories. According to Russian officials, most of the scientists receiving 
program funds continue to work on Russia’s weapons of mass destruction and are 
also receiving a salary paid for by the Russian government. About one-half of the 
program’s projects focus on such activities as the delivery of medical equipment and 
school exchange programs and are not designed to create jobs for weapons scientists. 
With regard to funding, we found that a disproportionate amount of the NCI pro- 
gram’s handing has been spent in the United States. About 70 percent, or about 
$11.2 million, of the $15.9 million that DOE spent through December 2000 was 
spent in the United States — primarily at its national laboratories — for such items 
as overhead, labor, equipment, and travel. The remaining 30 percent was spent for 


^Nuclear Nonproliferation: Security of Russia’s Nuclear Material Improving: Further Enhance- 
ments Needed. (GAO-01-312, Feb. 28, 2001) and Nuclear Nonproliferation: DOE’s Efforts to As- 
sisi Weapons Scientists in Russia’s Nuclear Cities Face Challenges (GAO-01-429, May 3, 2001). 
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projects and activities in Russia. DOE, in response to direction provided by Congress 
in a conference report on appropriations for fiscal year 2001, stated that its goal is 
to spend 51 percent of its program funds in Russia this fiscal year. DOE will have 
to more effectively monitor and control the program’s spending to meet this goal. 
We also found that DOE’s NCI program lacks a plan for the future. DOE agreed 
with our recommendations to develop a plan that addresses the program’s future 
costs and a time frame with quantifiable performance measures to determine how 
effectively the program is meeting its goals and whether it should be expanded. 
DOE has two programs — NCI and the Initiatives for Proliferation Prevention 
(IPP) — operating in Russia’s nuclear cities. We believe that DOE needs to address 
a fundamental question — does it need two programs with a shared underlying 
goal — emplojdng Russian weapons scientists — and, in some cases, implementing the 
same kinds of projects? We recommended that DOE determine if these two pro- 
grams should be consolidated into one effort to achieve potential cost savings and 
other efficiencies. DOE agreed to review both the IPP and NCI programs with a 
view toward consolidation. 


BACKGROUND 

In 1995, DOE established the MPC&A program to install improved security sys- 
tems for nuclear material at civilian nuclear sites, naval fuel sites, and nuclear 
weapons laboratories in Russia. Terrorists and countries seeking nuclear weapons 
could use as little as 25 kilograms of uranium or 8 kilograms of plutonium to build 
a nuclear weapon. With the dissolution of the Soviet Union, DOE estimates that 
Russia inherited 603 metric tons of highly enriched uranium and plutonium in 
forms highly attractive to theft. As of February 2001, DOE had identified 252 build- 
ings at 40 sites that require nuclear security systems. In addition to installing secu- 
rity systems, DOE is providing sites with long-term operational assistance through 
equipment warranties, operating procedure development, and training. DOE also 
has projects underway to help Russia’s Ministry of Atomic Energy (MinAtom) and 
nuclear regulatory authority develop (1) a total inventory of nuclear material, (2) 
regulations to ensure the effective operation and maintenance of the systems, and 
(3) inspection and enforcement systems to ensure that sites comply with regulations. 
In addition, DOE is supporting security improvements for trains and trucks that 
transport nuclear material between and within sites and for nuclear material secu- 
rity training centers. 

DOE’s Nuclear Cities Initiative focuses on weapons scientists in the 10 closed nu- 
clear cities that form the core of Russia’s nuclear weapons complex. Many of these 
cities are located in geographically remote locations and were so secret that they 
did not appear on any publicly available maps until 1992. These cities remain high 
security areas and access to them is limited. MinAtom manages the nuclear facili- 
ties that are located within the cities and estimates that about 760,000 people live 
there, including approximately 122,000 residents who are employed in key nuclear 
enterprises. The Russian government has announced its intention to reduce the size 
of its nuclear weapons complex, and a critical component of this effort includes find- 
ing new employment opportunities for weapons scientists, engineers, technicians, 
and support staff who will lose their jobs from the downsizing of the complex. Rus- 
sian officials have identified a need to create 30,000 to 50,000 jobs in the 10 closed 
nuclear cities over the next several years. DOE has tasked the National laboratories 
to play a major role in the program, which works in conjunction with another DOE 
program — the Initiatives for Proliferation Prevention — that also seeks to employ 
weapons scientists in several countries, including Russia. 

DOE HAS REDUCED THE RISK OF THEFT FOR ABOUT 32 PERCENT OF THE NUCLEAR MATE- 
RIAL IN RUSSIA, BUT HUNDREDS OF METRIC TONS OF MATERIAL REMAIN UNPRO- 
TECTED 

DOE has installed completed or partially completed security systems in 115 build- 
ings holding about 192 metric tons, or about 32 percent, of the 603 metric tons of 
weapons-useable nuclear material at risk of theft in Russia. DOE installed com- 
pleted systems in 81 buildings protecting about 86 metric tons (or about 14 percent) 
of nuclear material. DOE has also installed partially completed systems known as 
rapid upgrades in 34 additional buildings protecting 106 metric tons, or 18 percent 
of the nuclear material. Rapid upgrades consist of such things as bricking up win- 
dows in storage buildings; installing strengthened doors, locks, and nuclear con- 
tainer seals; and establishing controlled access areas around the nuclear material. 
Completed systems include such components as electronic sensors, motion detectors, 
closed circuit surveillance cameras, central alarm stations to monitor the cameras 
and alarms, and computerized material-accounting systems. By installing rapid up- 
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grades, DOE helps Russian sites establish basic control over their nuclear material 
while U.S. project teams finish installing the security systems. 

doe’s reviews of installed systems and our visits to nine nuclear sites in Russia 
indicate that most of the security systems are currently reducing the risk of theft. 
DOE has established a panel of experts known as the Technical Survey Team that 
examines project documents and meets with project teams to determine if the in- 
stalled systems meet departmental guidelines for effectively reducing the risk of nu- 
clear theft in Russia. From January 1999 through September 2000, the Technical 
Survey Team reviewed projects for 30 of the 40 sites in Russia. They found that sys- 
tems at 22 of the sites were reducing the risk of theft by increasing the ability of 
the Russian sites to detect, delay, and respond to an attempted theft or otherwise 
strengthen control over their nuclear material. For six of the sites they reviewed, 
little or no risk reduction occurred because the systems were not installed in accord- 
ance with the guidelines, the teams did not have sufficient access to the buildings 
to install systems, or the systems were installed around material presenting a low 
risk of proliferation. For two of the other sites, it was too soon to tell if the systems 
reduced risk. DOE is taking steps to correct these problems. 

At the nine sites we visited in Russia where DOE had installed systems, we ob- 
served, among other things, 

• storage vaults equipped with strengthened doors, locks, video surveillance 
systems, and alarms that can detect and delay thieves as they attempt to 
steal nuclear material; 

• nuclear material containers equipped with computerized bar codes and 
tamper-resistant seals that allow site personnel to perform quick inven- 
tories of the material and determine whether the containers were tampered 
with; and 

• nuclear material portal monitors that scan people and vehicles entering 
and leaving facilities to ensure that they have not taken nuclear material 
from storage locations. 

While DOE has made progress in installing systems, DOF’s project teams do not 
have access to 104 of the 252 buildings requiring improved security systems. These 
buildings, located mostly at Russian nuclear weapons laboratories, contain hundreds 
of metric tons of nuclear material. MinAtom is reluctant to grant access to these 
buildings because of Russian national security concerns and Russian laws on the 
protection of state secrets. DOE officials told us they need access to these buildings 
to confirm the type of material to be protected, design systems that provide ade- 
quate protection for the material, ensure that the systems are installed properly, 
and ensure that the sites operate the systems properly. DOE recently reached a 
draft agreement with MinAtom to provide program personnel with greater access 
to sensitive MinAtom sites. According to DOE officials, even with the agreement, 
some of the more sensitive MinAtom sites will remain inaccessible to program per- 
sonnel but the agreement, when concluded, will allow the program to further ex- 
pand its work. 

Just installing security systems will not ensure the long-term success of the 
MPC&A program. DOE’s Technical Survey Team and our observations provide only 
a snapshot of how effectively the installed systems are reducing the risk of nuclear 
material theft in Russia. DOE has not established a means to systematically meas- 
ure the effectiveness of the security systems that it has installed at Russian nuclear 
sites. However, DOE is currently collecting information from individual sites that 
would be useful in measuring the new systems’ effectiveness. For example, DOE 
project teams visit sites and observe systems that have been installed, and at cer- 
tain sites, DOE has contracts with the Russians to collect information on the func- 
tioning of equipment. In addition, before installing security systems, DOE and Rus- 
sian site officials conduct vulnerability assessments, which assess tbe probability of 
the existing nuclear security systems at the sites to prevent nuclear material theft. 
In commenting on a draft of our report, DOE agreed with our recommendation to 
develop a system to monitor, on a long-term basis, the security systems at nuclear 
sites in Russia to ensure that they continue to detect, delay, and respond to at- 
tempts to steal nuclear material. 

DOE FACES CHALLENGES IN ADHERING TO MPC&A PROGRAM’S COST PROJECTIONS AND 

TIME FRAMES 

From fiscal year 1993 through February 2001, DOE spent about $601 million on 
the MPC&A program in Russia. DOE spent about $376 million, or 63 percent of the 
$601 million, on installing security systems at Russia’s civilian sites, nuclear weap- 
ons laboratories, the Russian navy’s nuclear fuel sites, and the Russian navy’s nu- 
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clear weapons sites. DOE spent the remainder of the $601 million on, among other 
things, operational assistance and program management. 

According to DOE, it will complete the MPC&A program in 2020 at a total cost 
of $2.2 billion. However, DOE officials told us that the cost estimate and time frame 
for completing the program are uncertain because DOE faces challenges in imple- 
menting the program. For example, DOE does not know how much assistance it will 
need to provide Russian sites with to operate and maintain the security systems. 
Some sites where DOE is installing systems are in better financial condition and 
have a greater potential to generate revenue than other sites and therefore are more 
likely to have the resources to maintain the security systems. Other sites will need 
more DOE assistance to maintain the systems. Furthermore, because of a lack of 
access to many nuclear sites, DOE is not certain about how many buildings will re- 
quire security systems or when it will be able to start and complete the installation 
of these systems. DOE is also working with Russia to consolidate nuclear material 
into fewer buildings and convert the highly enriched uranium in these buildings into 
forms that cannot be used in nuclear weapons. While this effort could reduce the 
program’s costs by reducing the number of sites and buildings needing systems, 
MinAtom has not yet identified which buildings and sites it plans to close. Our re- 
port (GAO-01-312) recommends that DOE include in its strategic plan, currently 
under development, (1) an estimate of how much assistance is required to sustain 
operations at each site on the basis of an analysis of the costs and the sites’ ability 
to cover these costs and (2) options for completing the program on the basis of the 
progress made in gaining access to sensitive sites and the closure of buildings and 
sites. DOE concurred with this recommendation. 

doe’s nuclear cities initiative projects have had limited impact 

During its first 2 years, NCI has had limited success in meeting the program’s 
principal objectives — creating jobs for weapons scientists and helping to downsize 
Russia’s weapons complex. According to DOE, the program is employing about 370 
people, including many weapons scientists who are working primarily on a part-time 
basis through research projects sponsored by the U.S. national laboratories. About 
40 percent of the work was generated through the Open Computing Center in the 
closed city of Sarov. The center’s director told us that the part-time employees are 
also working at the weapons design institute in Sarov on weapons-related activities 
and are receiving salaries from the institute. The center has had some success in 
attracting business investment, and DOE officials estimated that, with successful 
marketing to commercial businesses, the center would be able to employ 500 people 
by 2005. 

Although some jobs have been created, about one-half of the 26 NCI projects are 
not designed to create jobs for weapons scientists. Instead, these projects focus on, 
among other things, such activities as the delivery of medical equipment and school 
exchange programs. DOE officials told us that these community development 
projects are needed to make the nuclear cities more attractive to business invest- 
ment. However, Russian officials have criticized the projects because they do not 
create jobs for weapons scientists, which they believe is the primary goal of NCI and 
the 1998 agreement between the United States and Russia. Furthermore, none of 
the industry officials we spoke with said that they would be more likely to invest 
in the nuclear cities because of municipal and social improvements in the nuclear 
cities. 

Eight of the program’s projects are designed to develop sustainable commercial 
ventures, but only one of these has successfully created jobs. Numerous factors have 
contributed to the limited success of the NCI projects. Some projects have been can- 
celed or delayed because of the lack of Russian support and cooperation. Other rea- 
sons for these projects’ lack of success include poor economic conditions in Russia, 
the remote location and restricted status of the nuclear cities, and the lack of an 
entrepreneurial culture among weapons scientists. Furthermore, DOE and national 
laboratory officials have told us that the Department’s project selection process has 
been inconsistent and “ad hoc.” According to the program director, projects were ap- 
proved for funding without a comprehensive review process in order to implement 
the program quickly and engage the Russians. In January 2001, DOE issued new 
program guidance that includes more detail on project selection and approval. For 
example, the new guidance will give preference to those projects with the strongest 
prospects for early commercial success and those in which the start-up costs are 
shared with other U.S. government agencies, Russian partners, and/or private enti- 
ties. While the guidance, if effectively implemented, will address the problems with 
doe’s inadequate project-selection process, it remains unclear to us why DOE took 
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over 2 years to develop these procedures when similar procedures already existed 
under the IPP program. 

Despite the numerous problems we found with the NCI projects, the program has 
made some strides. For example, according to DOE officials, one of the most success- 
ful projects involves the conversion of weapons assembly buildings at the Avangard 
weapons facility in Sarov into production space for commercial ventures, including 
the proposed establishment of a kidney dialysis manufacturing facility. The program 
has helped facilitate the relationship between a Western business and the Russian 
weapons institute, and DOE has allocated about $1.5 million to support this effort. 

Interestingly, Mr. Chairman, the most successful commercial effort we observed 
in the nuclear cities involved a major U.S. computer firm that employs former weap- 
ons scientists in Sarov. This effort, which began about 7 years ago, has been under- 
taken without U.S. government assistance and now employs about 100 scientists. 
When we visited the software operation in September 2000, we were told that the 
employees work full-time and that their salaries are up to three times what they 
had been paid at the weapons institute. 

MAJORITY OF NUCLEAR CITIES PROGRAM FUNDS HAVE BEEN SPENT IN THE UNITED 

STATES 

From fiscal year 1999 through December 2000, the expenditures for NCI totaled 
about $15.9 million. Of that amount, about $11.2 million (or 70 percent) was spent 
in the United States, and about $4.7 million (or 30 percent) was spent for projects 
and activities in Russia. The U.S. national laboratories’ costs to implement the pro- 
gram represented the bulk of the funds spent in the United States and included 
such items as overhead, labor, equipment, and travel. In fact, 75 percent of the 
funds spent by the laboratories were for overhead and labor costs. DOE officials told 
us that laboratory expenditures, although significant, were part of startup costs for 
NCI. They noted that the program has taken longer to start up because of the eco- 
nomic problems facing Russia and the barriers involved in trying to start new busi- 
nesses and related activities in the nuclear cities. DOE officials told us that they 
were concerned about the amount of funds spent by the laboratories to administer 
the program — particularly the overhead costs — and have taken steps to reduce these 
costs such as by managing some projects directly from headquarters. These officials 
also told us that laboratory costs will be reduced and that the laboratories’ role will 
diminish as commercial investors develop business contacts in the nuclear cities as 
a result of the program. 

The $4.7 million in expenditures for Russia included contracts with Russian orga- 
nizations to buy computers and other equipment, a small business bank loan pro- 
gram, and various community development projects. Furthermore, MinAtom officials 
made it clear to us, during our September 2000 visit to Russia, that they were dis- 
satisfied with the amount of program funds that had been spent in Russia. The 
First Deputy Minister of MinAtom told us that it was his understanding that DOE 
planned to spend the majority of program funds in Russia and wanted to know what 
happened to these funds. He said that the lack of progress in the program increases 
the negative views of the program held by various Russian government officials, 
who allege that the program is a way for the United States to gain access to weap- 
ons data in Russia’s nuclear cities. 

In response to direction provided by Congress in a conference report on DOE’s fis- 
cal year 2001 appropriations, DOE stated that its goal is to spend at least 51 per- 
cent of its program funds in Russia during this fiscal year. DOE will have to more 
effectively monitor and control the program’s spending to meet this goal. Regarding 
future program expenditures, the Department has not developed a plan that ad- 
dresses the program’s future costs and a time frame with quantifiable performance 
measures to determine how effectively the program is meeting its goals and when 
and if the program should expand beyond the three nuclear cities. In 1999, DOE 
officials believed that the total funding level for NCI could reach $600 million over 
a 5-year period. However, the program’s director told us that because the program 
had not received expected funding levels during its first years of operation, he is 
uncertain about the program’s future costs and time frames. 

DUPLICATION HAS OCCURRED IN THE OPERATION OF DOE’S TWO PROGRAMS IN RUSSIA’S 

NUCLEAR CITIES 

DOE has two programs operating in Russia’s nuclear cities — the Nuclear Cities 
Initiative and the Initiatives for Proliferation Prevention — that share a common un- 
derlying goal — to employ Russia’s weapons scientists in nonmilitary work. We be- 
lieve that DOE needs to address a fundamental question — does it need two pro- 
grams operating in Russia’s nuclear cities with a shared goal and, in some cases. 
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the same types of projects? The operation of these two similar programs has led to 
some duplication of effort, such as two sets of project review procedures and several 
similar types of projects. Both programs provide Russia’s nuclear cities with funds 
and since 1994, DOE has spent over $13 million on about 100 IFF projects in five 
nuclear cities, including the three nuclear cities participating in NCI — Sarov, 
Snezhinsk, and Zheleznogorsk. One U.S. national laboratory official told us that 
there was not a clear distinction between the two programs, and other laboratory 
officials noted that some projects have been proposed for funding under both pro- 
grams, have been shifted from one program to another, or have received funding 
from both programs. The IFF program director told us that although he did not be- 
lieve that the two programs were duplicative, there is a potential for duplication to 
occur because both have a common approach for creating jobs in the nuclear cities. 
Both programs reside within DOE’s Office of Defense Nuclear Nonproliferation, Na- 
tional Nuclear Security Administration; have adjoining offices; and share staff to 
perform budget, travel, and secretarial functions. 

Our work shows that some of the failures of NCI’s commercial development 
projects might have been avoided if DOE had a common project approval process 
and incorporated some of the elements of the IFF project selection process from the 
onset of the NCI program. Furthermore, most of NCI’s initial commercial develop- 
ment projects would not likely have been approved under the IFF program’s more 
rigorous approval process. This is because, unlike the IFF program, NCI did not re- 
quire that projects have industry partners or demonstrate commercial viability until 
January 2001, when program guidance was issued. In addition, NCI has recently 
(1) begun to develop a more systematic process, as IFF already has, for obtaining 
the views of business or industry experts on commercial development and (2) adopt- 
ed practices established under the IFF program regarding the funding of projects. 
In commenting on a draft of our report being released today, DOE agreed to review 
both programs with a view toward consolidation. 

Mr. Chairman, this concludes our testimony. We would be happy to respond to 
any questions that you or other members of the subcommittee may have. 
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United States General Accounting Office 
Washington, DC 20548 


February 28, 2001 

The Honorable John W. Warner 
Chairman, Committee on Armed Services 
United States Senate 

The Honorable Pat Roberts 
Chairman, Subccunmittee on 
Emerging Tlrreats and Capabilities 
Conmuttee on Armed Services 
United States Senate 

Safeguarding nuclear material that can be used in nuclear weapons is a 
primary national security concern of the United States and Russia. 
Terrorists and countries seeking nuclear weapons could use as little as 26 
kilograms of highly enriched uranium or 8 kilograms of plutonium to build 
a nuclear weapon. With the dissolution of the Soviet Union, it is estimated 
that Russia inherited 603 metric tons of highly enriched ttranium and 
plutonium in forms highly attractive to theft. This amount of material is 
enough to produce almost 40,000 nuclear bombs. The breakdown of 
Soviet-era control ^sterns, coupled with social and econoinic 
deterioration within Russia, has increased the threat of this material’s theft 
or diversion. 

Since the eariy 1990s, the United States has been workii^ cooperatively 
with Russia to install nuclear security systems at its nuclear sites. In 1995, 
the Department of Energy (DOE) established the Material Protection, 
Control, and Accoimting program to install improved security systems for 
nuclear material at civilian nuclear sites, naval fuel sites, and nuclear 
weapons iaboratoiy sites in Russia.*’* As of February 2001, DOE officials 
had identified 252 buildings at 40 sites in Russia that require nuclear 


The National Nuclear Security Administration's Oflice of Defense Nuclear 
NonproKferation manages the Material i'rotection, Cont«>!, and Accountii^ program. The 
Njuional Nuclwu- Security Adntinistttdion was established by the Congress on M;in;h 1, 
2000, as a semiautononnofus a^mcy witttm DOE -with responsibilities for the nation’s 
nuclear weapons, nuclear nonproUi^tion activities, and naval reactor progranrs. 

"According to DOE, these sstes are raiclear facilities that have a guarded perimeter and one 
or more buddings with weapons-u^ble nuclear material. In the Russian naval wjctor, sites 
include shii)s used to store nudear fuel In the miclciir weapons (;ompl(ix, include 10 
“nuclear cities" located throughout Russia. 


GAO-OI-312 Security of Russia's Nuclear Material 



29 


security systems. Through direct contracts between its national 
laboratories and the Ru^ian sites, DOE provides funding for the security 
mtprovements.'' Project teams consisting of nuclear security experts from 
the national laboratories work with their Russian counterparts to design 
and install die improved security systems. In 1998, DOE issued guidelines 
diat provide criteria for effectively reducing the risk of nuclear materM 
theft in Russia.* The criteria specify the types of security improvements 
needed on the basis of threat assessments developed for each of the sites 
in Russia. By foUowing die criteria, DOE plans to install secmity sj^tems 
that reduce the risk of theft as quickly as possible at these sites. While the 
systems being installed are not as stringent as those in the United Stales, 
they are designed to prevent individual employees or a small group of 
criminals from stealing nuclear material. The Department has established 
a panel of experts, known as the Technical Survey Team, to determine if 
the installed systems meet the Department’s criteria for effectively 
reducing the risk of nuclear material dieft at a site. The Team conducts its 
reviews by examining project documentation and meeting with the project 
team that designed and installed the systems but does not generally visit 
the Russian sites. 

This is the second of two reports we have issued addressing your request 
to assess DOE’s Material Protection, Control, and Accounting program." 
This report addresses (1) if die nuclear security systems are reducing the 
risk of theft and how DOE is measuring their effectiveness; (2) what DOE 
is doing to ensure that Russia operates and maintains the improved 
security systems over the long run; and (3) DOE’s plan for completing the 
program. 


^DOE manages 23 nad{)nal laboratories. Originally created to design and build atomic 
bombs untler the Manhattan Project, these laboratoiies have since expanded to conduct 
research in many disc^llnes—froni high-energy i>h.vsics to adv’aiiced computing at fadiities 
throughout the nation. Ten national laboratories participate in die program, including: 
Argonne, Brookhavon, LawTence Livermore, Pacific Northwest, Oak Ridge, Los Alamos, 
Sandia, New Brunswick, Savaimah River, and Pantex. 

■’“Guidelines for Material Protection, Control, and Accounting Ujigradps at Russian 
Fadiities" (Dec. 1998). 

The first report, Nudeai- Nonprolit'eratJon: Limited ingress in Improving Nudeai Matenai 
Security in Russia imd The Newly Independent States (GA0/Ri:;Bi)/'NSLM) >:M>vS2, Mar. 6, 
2000), provided infomiatioii on tlie cost of tlie program mid how much progrtjss the 
program liad made in installing new nuclei security systems in the fomier Soviet Union. 
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R6SUltS in Brief security systems installed by the Department of Energy are reducing 

the risk of theft of nuclear material in Russia, but hundreds of metric tons 
of nuclear material still lack improved security systems, and the 
Department has no mechanism in place to monitor the effectiveness of the 
systems once they are installed. As of February 2001, the Department had 
installed completed or partially completed security systems in 115 
buildings protecting about 32 percent of the 603 metric tons of iveapons- 
usable nuclear material identified as being at risk of theft or diversion 
from Russia. The Department installed completed systems in 81 buildings 
protecting about 86 metric tons, or about 14 percent, of the nuclear 
material. The Department has also installed partially completed security 
systems, known as rapid upgrades, in 34 additional buddings protecting 
about 106 metric tons, or 18 percent, of the nuclear material. According to 
the Department, the progrjun has work underway on an additional 130 
metric tons of nuclear material. The Department’s Technical Survey Team 
found that the majority of the security systems are being installed in a 
manner that is reducing the risk of nuclear material theft. Durir^ our visits 
to nine sites, we observed, among other things, nuclear material storage 
vaults equipped with strengthened doors, locks, video surveillance 
systems, and alarms that can detect and delay thieves as they attempt to 
steal nuclear material. We also observed instances where systems were 
not operated properly. For example, at one nuclear facility that we visited, 
an entrance gate to a building containing nuclear material was left open 
and unattended by guards. While the Department has made progress in 
installing seciuity systems at Rassian sites, hundreds of metric tons of 
nuclear material remain unprotected. Because the Russian Ministry of 
Atomic Energy has restricted the Department’s access to some nuclear 
weapons laboratories and civilian sites, the Department is not installing 
security systems in 104 buildings containing hundreds of metric tons of 
materi;^ that it has identified as needing improved security systems. Wlule 
the Technical Survey Teant’s reports and our visits indicate that the 
security systems as installed are currently reducing the risk of theft, the 
Department does not have a system in place to monitor the systems on a 
long-term basis to ensure that they continue to detect, delay, and respond 
to attempts to steal nuclear material. The Depaitraent is cun-ently 
collecting from individual sites information that would be aseful for such a 
system. This report recommends the development of a system to monitor 
the sites to ensure that the security systems are working as designed. 

In addition to installing security systems, the Department is providing sites 
with long-term asastance thi'ough equipment warranties, operating 
procedure development, and training. The Department also has projects 
. under way to help Russia’s Ministry of Atomic Energy and nuclear 
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regulatory authority develop (1) a nuclear material accoimtii^ database 
that will enable Russia to track its total inventory of nuclear material; (2) 
regulations to ensure effective operations and maintenance of the systems; 
and (3) an inspection and enforcement system to ensure that sites comply 
with regulations. In addition, the Department is supporting security 
improvements for trains and trucks that transport nuclear material 
between and within sit^ and for nuclear material seciuity training 
centers. While some progress has been made on these projects, the 
Department does not expect them to be completed before 2020. To sustain 
the improved security systems, the Department estimates that it may have 
to assist each site for up to 3 years, or possibly longer, after the systems 
are installed. 

In response to our March 2000 report,, the Department developed a cost 
estimate and time frame for completing the Material Protection, Control, 
and Accounting program. Ti\e Department estimated toat the total cost of 
the program through 2020 will be about $2.2 billion. Tliis estimate 
includes $823. 1 million to complete instaUalion of nuclear material 
security systems by fiscal year 2011, $71 1.8 million for assistance to Russia 
to support and operate the security systems through 2020, and $241.3 
million for program management. Department officials expressed 
imcenainty about the cost estimat e and time frame for completing the 
program because of a number of issues that could delay the program or 
affect its costs. For example, the estimate also includes $387.2 million for 
consolidating the nuclear material into fewer buildings and converting 
some of the material into a form that cannot be used for weapons. While 
this initiative could reduce program costs by reducing the number of 
buildings needing security systems, the Russian Ministry of Atomic Energy 
has yet to identify which buildings and sites it plans to close. The 
Department is currently developing a strategic plan for achievii^ its goals 
for reducing the risk of theft in Russia and managing the program’s 
operations. This report recommends that the plan include (1) an estimate 
of how much assistance is required to sustain the operations of the 
systems based on an anaJysis of the costs and the sites’ ability to cover 
these cc»ts and 02) options for completing the program on the basis of the 
progress made on gaining access to sensitive sites and the closure of 
buildings and sites. 

We presented a draft of this ropoit to the Department The Departntent 
generally agreed with our findings and conairred with oiu- 
recommendations. The Department also provided technical clarifications, 
which we incorporated where appropriate. 
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Background 


According to DOE, 603 metric tons of highly enriched uranium and 
plutoniimr are at risk of nuclear material theft in Russia. This material, 
located at civilian research centers, naval fuel storage sites, and Russia’s 
nuclear wessons laboratories, can be used directly in a nuclear weapon 
without further enrichmeitt or reprocessing. The material is coiisidered to 
be highly attractive to theft because it (1) is not very radioactive and 
therefore rel^vely safe to handle and (2) can easily be carried by one or 
two people in portable containers or as components from dismantled 
weapons. The dissolution of the Soviet Uiuon in 1991 ^d the subsequent 
social, political, and econonuc changes in Russia weakened the existing 
Soviet-era nuclear security systems. These systems placed a heavy 
emphasis on internal surveillance of nuclear workers and citizens and 
severe penalties for violations of nuclear security. The decline in economic 
conditions, late payment of wages to nuclear workers, and tlie rise of a 
strong criminal element increased the risk that employees or criminal 
elements in Russia would attempt to steal nuclear material for economic 
gain. Furthermore, Russian nuclear facilities lacked modem equipment 
that could quickly detect, delay, and respond to attempted thefts of 
nuclear niaterial. 

Over the last 7 years, DOE has worked cooperatively with Russia to install 
modem nuclear security sj^tems consisting of three components: 

• Physical protection systems, such as fences aroimd the buildings that 
contain nuclear material; metal doors protecting the rooms where material 
is stored; and video surveillance systems that monitor the storage rooms. 

• Material control systems, such as seals attached to nuclear material 
containers tlurt indicate whether material may have been stolen from the 
containers and badge ^retems that only allow authorized personnel into 
areas containing nuclear material. 

• Material accounting systems, such as inventories of nuclear material and 
computerized databases that enable sites to track the amount and type of 
nuclear material contained in specific buildings. 

doe’s Guidelines for Material Protection, Control, and Accounting 
Upgrades at Russian Facilities provide U.S. project teams with criteria for 
des^ning and installing security systenrs. The criteria w^ere designed to 
achieve the greatest reduction to the risk of nuclear material theft vrithin 
the program’s projected budget While the guidelines ai’e based on DOE’s 
physical security and mateii^ control and accounting requirements, and 
the International Atomic Energy Agency’s reconuuendations for physical 
protectirm, they are not as stringent as U.S. and international standards 
used to protect material at similar kinds of sites. According to the 
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guidelines, installing secitrily systems that use multiple components 
reduces the risk of theft by minimizing the reliance on any one component 
to detect and delay ahempted thefts. Locating the components close to the 
material, siicli as around storage vaults and work areas, rather than at a 
site’s perimeter also reduces risk by minimizing the chance that a thief can 
bypass security systems and steal material. The guidelines also establish 
priorities for installing security systems on the basis of how easily the 
nuclear material being protected could be converted to nuclear weapons. 
Material that is more readily converted to nuclear weapons receives more 
extensive security systems than material that poses less of a proliferation 
risk. DOE is also placing a priority on coimtering lower-level threats of 
theft from nonviolent individual employees or a small group of criminals 
rather than from higher-level threats such as those from violent employees 
or terrorists equipped with explosives to maximize the amount of material 
that cai\ be protected within the program’s budget. 

DOE’S Technical Survey Team re\1ews project documentation and meets 
witli project team members to ensure that the installed systems meet 
DOE’S guidelines for reducing the risk of nuclear material theft in Russia. 
The Team comprises eight national laboratory personnel with expertise in 
physical protection ^sterns and material control and accounting for 
nuclear materials. Tlie Technical Survey Team’s reviews include (i) an 
estimate of the original risk of theft at the site and how the installed 
seciuity systems will reduce it; (2) the extent to which project activities 
have reduced the risk of theft at the site, on the basis of completed 
systems or other risk-reduction activities; and (3) the extent to which the 
security sy^ems are balanced with appropriate physical seciuity and 
material control and accounting equipment and procediu’es. The Team 
also review's the project work plans for each site at the beginning of the 
fiscal year to ensure that project teams are installing systems that are 
effective and are of the least cost 
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DOE Has Reduced the 
Risk of Theft for 32 
Percent of the 
Nuclear Material in 
Russia, but Hundreds 
of Metric Tons of 
Nuclear Material Still 
Lack Improved 
Security Systems 

Installed Systems Are 
Reducing the Risk of Theft 
for 192 Metric Tons of 
Nuclear Material 


DOE installed completed and partially completed security systems in 116 
buildings with about 32 percent of the 603 metric tons of weapons-usable 
nuclear material. We found that the systems that were installed are 
reducing the risk of nuclear material theft in Russia. DOE is not installing 
security systems in 104 buUdings because RiKsia's Ministry of Atomic 
Energy (MINATOM) has restricted access to buildings containing several 
hundred metric tons of nuclear material because of Russian national 
seciuity concerns. DOE currently does not have a system in place to 
periodically meastu'e the effectiveness of the systems to ensure that they 
continue to detect, delay, and respond to attempts to steai nuclear 
material. 


As of February 2001, DOE had installed completed and partially completed 
security systems In 116 buildings with about 192 metric tons, or about 32 
percent, of the 603 metric tons of weapons-usable nuclear material. DOE 
installed completed systems in 81 buildings protecting about 86 metric 
tons, or about 14 percent, of the nuclear material. DOE has also installed 
partiaDy completed security systems known as rapid upgrades in 34 
additional buildings protecting about 106 metric tons, or about 18 percent 
of the nuclear material. According to DOE, rapid upgrades consist of such 
things as bricking up windows in storage buildings; installing strengthened 
doors, locks, and nuclear container seals; establishing controlled access 
areas around nuclear material; and implementing procedures requiring 
two people be present when nuclear material is handled. By installing 
rapid upgrades, DOE helps Ru.ssian sites establish basic control over 
nuclear material while U.S. project teams finish installing the security 
system. DOE officials consider a system to be completed when it includes 
such components as electronic sensors, motion detectors, and closed 
circuit television systems to detect intruders; central alarm stations, where 
guards can monitor cameras and alarms; and computerized material 
accounting systems. According to DOE, the program also has work imder 
way on an additional 130 metric tons of nuclear material. 

Table 1 shows the number of buildings and types of sites where completed 
nuclear security systems have been installed, where rapid upgrades have 
been installed, where work has started but rapid upgrades have not been 
completed, and where work has not yet started. 
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Table 1 : Status of Nuclear Security System installations as of February 2001 

Status 

Buildings at Russian 
civilian sites 

Buildings at Russian 
naval nuclear fuel sites 

Buildings at Russian 
nuclear weapons 


Completed systems 

51 

21 

9 

81 

Work started 

11 

11 

23 

46 

34 

No work started 

Id 

1 

49 


Total 

89 

36 

127 

252 


Note: The tabte does not Include the status of nuclear security systems Installed by DOE at Russian 
Navy rtuclear weapons storage sites. See appendix I for Information on DOE’s program to install 
securtty systems at these sites. See appendix II for information on the status of installed systems at 
Russian civiilan. naval fuel, and nuclear weapons sites. 

Source: DOE. 


Our assessment that the instaUed systems are reducing the risk of nuclear 
materia] theft is based on the Technical Survey Team’s reviews of tlie 
security improvements at Russian sites, our A'isits to nine sites, and our 
discussions with DOE and Russian oflicials responsible for installing the 
systems. 

From January 1999 through September 2000, the Technical Survey Team 
reviewed projects at 30 of the 40 sites with nuclear material in Russia," Of 
the 30 sites reviewed, the Team found that lire security systems installed 
or being installed for 22 sites are reducing the risk of theft, ^ecifically, 
the systems increased the site’s ability to detect, delay, and respond to an 
attempted theft or otherwise strengthened control over their nuclear 
materials at all times. To evaluate the projects, (he Team used DOE’s 
criteria and determined (1) whether the project teams installed security 
systems on the basis of how easily the nuclear material being protected 
could be converted to nuclear weapons, (2) whether the systems were 
installed close to the nuclear material rather than at the sites’ perimeter, 
and (3) whether multiple components were installed to minimize reliance 
on any one component to prevent Uieft. The following are examples where 


Of tl\e 10 sates not revievrat, 4 were nuclear \vea{)ons asseit^ly and disassembly sites 
where DOE Is not currently Installing systems because it does not haw accress to the sites, 
and 5 vrei-e small Russian research sites where systenns were installed prior tt) 1998 when 
DOE issued its program guidelines for installing systems. DOE does not believe that a 
Technical Survey Team review for thtse sites Is as high a piiority as tlifU for the sites where 
sj'stems are currently being installfKi. In addition, as of Febmaiy 1, 2001, the Team had not 
c()mi)leted its review of a Russian Navy' fuel site (Site 86). 
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the Technical Survey Team found that the systems as installed are 
reducing the risk of nuclear material theft; 

At the Mayak Production Association, a major producer of plutonium for 
Russia’s nuclear we^ons program, DOE installed 1-ton interlocking 
concrete blocks over trenches containing over 5,000 containers of 
plutonium. (See fig. 1.) As of Februai^ 2001, the blocks were protecting 
over 15 metric tons of plutonium. Each container has a computerized bar 
code and tmnper-resistant seal to help the site track ils location and to 
show if any attempts have been made to open the container. Each block 
provides a barrier to delay a thief from gaining access to the material 
before being detected. In addition, the site’s ability to detect and respond 
to an attempted theft is reinforced xvith additional sensonj, surveiHance 
cameras, alarms, and communications systems. According to the 
Technical Surv’ey Team, the blocks are effective against an adversary using 
sophisticated methods. 

At Navy Fuel Storage Sites 49 and 34 (located in Murmansk and 
Vladivostok, respectively), DOE helped the Russian Navy constnict 
storage complexes to consolidate tens of tons of nuclear reactor fuel that 
were located in poorly protected sites in the Northern and Pacific Fleets. 
(Navy Site 49 is shown in fig. 2.) DOE, workir^ with the Russian Navy, 
strengthened the walls and ceilings of the nuclear storage buildings and 
installed portal monitors for nuclear material, which scan people and 
vehicles entering and leaving facilities to ensure that they have not taken 
nuclear material from storage locations, video surveillance systems, 
alarms, and fences to increase the ability to detect a theft. In addition, 

DOE improv'ed the guard forces’ ability to respond to an attempted theft 
by providing them with helmets, bulletproof vests, strer^thened barriers 
that protect against gunfire, and a radio communication system. According 
to the Technical Survey Team, the systems have significantly reduced the 
risk of nuclear material theft at these sites. 

At the Institute of Physics and Power Engineering at Obninsk, DOE 
bricked up windows at several buildings that contain several tons of 
nuclear material and installed high-security vault doors and locks and 
access control systems. According to the Technical Survey Team, these 
measures reduce the risk of theft. The project team also developed an 
inventory strategy that reduced the time it takes to inventory items and 
encouraged the facility to place nuclear material that it seldom uses in 
sealed containers. According to the Team, these secuiity improvements 
are consistent with the guidelines issued by the program. 
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Figure It Blocks Used to Protect Plutonium at the Mayak Production Association 
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Figure 2: Ruselan Navy Site 49 



Source; Rusdan Federation Navy. 


At six of the eight remaining sites, the Technicid Survey Team’s reports 
indicated that activities rmdertaken to install security systems had 
achieved little or no risk reduction so far, while at the two remaining sites, 
it was too soon to tell if the systems were reducing risk. At two of the six 
sites (the Petersburg Nuclear Physics Institute and the Bochvar Institute), 
the systems that were installed did not meet the criteria for reducing risk 
because they were instaUed at the perimeter of the sites rather than close 
to the material. DOE’s project teams are currently taking actions to correct 
rite problems. At two other sites — Sarov (also known tis Arzamas-16, the 
priraaiy nuclear weapons design laboratory in Russia) and EJektrostal (a 
MINATOM facility that fabricates reactor fuel rods of highly enriched 
uranimn for the Russian Navy)— project teams did not have sufficient 
access to buildings to install systems in accordance with the guidelines. At 
Sarov, the project team gave Sarov personnel security system components 
to install in some of the buildings where the project team did not have 
physical access. However, according to the Technical Survey Team, while 
incremental improvements to security have occurred at Sarov, the risk of 
nuclear material thefi remains high. At Elektrostal, DOE project teams 
were limited to providing security improvements only for low enriched 
uranium, which poses a low risk of proliferation if stolen. Because of the 
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project team’s lack of access to buildings with lughly enriched uranium, 
the program has decided not to enter into any new contracts at the site 
until access issues are resolved. At Toinsk-7, die team did not verify the 
type of material it was protecting and installed systems around material 
that, according to the Technical Survey Team, presented little proliferation 
risk. At the Lytkarino Research Institute of Scientific Instruments, the 
strengthened doors installed as part of the site’s rapid upgrades were 
ineffective, and according to the Team, needed to be replaced. 

Ill order to observe how the nuclear security systems are rediicii^? the risk 
of theft in Russia, we visited nine nuclear sites in Russia where DOE 
installed systems. During our visits, we toured buildings where the 
installation of nuclear security ^sterns was complete as well as buildings 
where work was ongoing or had not been started. We also discussed how 
the nuclear security systems were working with the Russian site officials 
and U.S. project team members who accompanied us on the lours. We saw 
site personnel demonstrate how they use the security systems, and we 
observed the multiple systems designed to detect or delay an outsider or 
employee attempting to steal material. The officials at the sites that we 
visited also showed us nuclear material storage rooms as well as rooms 
where employees work with the material. We observed the following 
systems and concluded that they were reducing risk: 

• Storage vaults equipped with strengthened doors, locks, video surveillance 
systems, and alarms that can detect and delay thieves as they attempt to 
steal nuclear material. 

• Central alarm stations where guards monitored the video surveillance 
systems. The guards were equipped with commimications equipment to 
respond to alarms. 

• Nuclear material containers equipped with computerized bar codes and 
tamper-resistant seals that allow site personnel to perfoim quick 
inventories of the material and determine whether containers were 
tampered with. 

• Access and exit procedures that ensme that only authorized personnel are 
allowed into ai eas with nuclear mateiials. 

• Nuclear material portal monitors that scan people and vehicles entering 
and leaving facilities to ensure that they have not taken nuclear material 
from stoi'age locations. 

However, at three sites, we also observed some problems that appeared to 
decrease the effectiveness of the new systems. For example, one site left a 
gate to its centi^ storage facility open and unattended dming the day. 

(See fig. 3.) According to a sate official, the gate is left open to allow 
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employees to enter and leave the facility without having to use tlie 
combination locks on the gate. When the gate is open, the only other 
controlled access point is at the perimeter of the site. At another site that 
we toured, the guards did not respond to metal detectors that were set oil 
when we entered the site, nuclear material portal monitors were not 
working, and alarm systems had exposed cabling that could allow an 
adversary to cut the cable and disable the alarm easily. At the third site, 
DOE had provided heavy metal containers that could be boiled to the floor 
to make it more difficult for an individual to gain access to the material 
But some of the containers were enrpty, and instead, the site stored 
materia] in old containers that did not offer as ranch protection. In 
addition, this site did not have access controls, such as metal detectors or 
nuclear material portal monitors at locations where nuclear material is 
st ored, and the guards did not check the identification of people entering 
the storage areas. More infonnation on the sites that we visited can be 
found in appendix HI. 
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DOE Is Not Installing 
Systems in Many Buildings 
Because of Access 
Problems 



As of February 2001, DOE was not installing systems in 104 buildings 
because the U.S. project teams did not have physical access to the 
buildings. These buildings, mostly located at Russian nuclear weapons 
laboratories, contain hundreds of metric tons of nuclear material. 
According to DOE officials, physical access is needed to (1) confirm the 
type of material to be protected, (2) design systems that provide adequate 
security for the material to be protected, (3) ensure that equipment is 
installed properly, and (4) ensure that the sites operate the systems 
properly and use equipment for the intended purpose. MINATOM is 
reluctant to grant DOE project teams physical access to the buildings 
because of Russian national security concerns and Russian laws on the 
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protection of state secrets. For example, rather than allow project teams 
into buildings where they can determine what security systems are 
needed, some sites have allowed the project teams only to view the site 
perimeters. Consequently, die project teams do not obtain enou^ 
infoimation on the buildings— for example, inTonnation on the type of 
material and how easy it would be to convert the material into a nuclear 
weapon— which determines the type of security systems that DOE would 
instaU, Because it lacked physical access, in September 1999, DOE 
suspended new work at six of the nuclear weapons laboratories — Sarov, 
Snezhinsk (also known as Chelyabinsk-70), and the four nuclear weapons 
assembly and disassembly sites.’ Table 2 shows the status of DOE’s 
physical access to buildings by program sector. 


Table 2: Number of Buildings Where Russia Has Not Granted Physical Access lo U.S. Project Teems 


Russian civiuan sites 

Russian naval 
nuclear fuel sites 

Russian nuclear 


Total number of buildinas 

69 

36 




Number of buildings where teams have 
Dhvsical access 

78 

36 


34 


Number of buildings where teams do not 
have Dhvsical access 

11 

0 




Percentage of buildings where teams do 
not have Dhvsical access 

12% 

0% 


73% 

41% 


Source; DOE. 


In Januaiy 2000, DOE issued new guidance to project teams on access to 
sites. Under the new guidance, physical access is still the preferred means 
to identify nuclear material that needs protection and to design and install 
security systems. However, if the Russian site officials do not grant 
physical access to the project teajn, DOE officials may pursue alternative 
means of providing assurances if the alternatives are acceptable to site 
officials and DOE approves of the alternative. According to the guidance, 
alternative means of providing assurances may include a combination of 
photographs and videot 2 q)es of areas before and after the installation of 
security systems, a visual inspection by a single member of the project 
team, and written certifications by site directors. Once DOE approves the 
alternate means foi- providing assurances, it is incorpoiated into the 
access provisions that become part of Uie contract with the site for 
installing security systems. According to a DOE official, DOE pays only for 


to -A DOE oCBcial, work uiwler contrcictn with the sihJs prior to September 1999 
continues, but no new a>iitracts haw been signed 
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DOE Does Not Have a 
Mechanism to Assess the 
Systems’ Operational 
Effectiveness 


work performed under the contract once it receives the assiu'ances 
obtained as stipulated in the access provisions of the contract. DOE 
officials are currently testing this approach in pilot programs with Sarov 
and Snezliinsk for work at sensitive buildings at the sites but it has not yet 
reached any such agre^ents imder the new access guidance. 

DOE has also reached a draft agreement with MINATOM to provide 
program personnel wiOi greater access to sensitive MINATOM sites. This 
agreement is undergoing interagency review in the executive branch. 
According to DOE, while some of Ihe more sensitive areas at MINATOM’s 
nuclear facilities may remain inaccessible to program personnel, this 
agreement will allow the program to further expand its work once it is 
concluded. 


DOE has not established a means to systematically ineasiire the 
effectiveness of the security systems that it has installed at Russian 
nuclear sites. The Technical Survey Team’s and our observations provide 
only a sn^>shot of how effectively the installed systems are reducing the 
risk of nuclear material theft in Russia- The new security systems’ ability 
to reduce the risk of theft also depends on whether the site personnel 
operate the systems on a continuing basis; follow administrative 
procedures associated with controlling access to material; niaintain 
systems such as alarms, sensors, and television surveillance cameras; and 
test equipment and procedures periodically. 

In 1907, DOE asked Lawrence Livermore National Laboratory to develop 
measures to determine the systems’ effectiveness. Lawrence Livennore 
ultimately developed a measiuement system that looked at 30 elements 
that make up an effective security system, such as access controls, 
intrusion detection, (he testing of electronic security ruid alarm systems, 
and the functioning of the guard forces. The measurement system was 
designed to provide a baseline to measure progress; identify weaknesses 
in installed systems; and monitor, on a continuing basis, the functioning of 
the systems. However, according to a DOE official, this measurement 
system was not adopted because it was too complex and time-intensive to 
implement. 

DOE is currently collecting from individual sites infonnation that would 
be useful in measuring (he new systems’ effectiveness. Project tesuns make 
visits to sites and observe systems that have been installed. At certain 
sites, DOE has contracts with the Russian sites to collect information on 
the functioning of equipment such as nuclear material portal monitoi-s, 
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which can indicate how often tlie system has been operating and whether 
any problems have caused it to maKunction or be turned off. In addition, 
before installing security systems, DOE and Russian site officials conduct 
vulnerability assessments, which assess the probability of the existing 
nuclear seciuity systems at the sites to prevent nuclear material theft. 
DOE officials also conduct joint visits to the sites with Gosatomnadzor 
(GAN) — the Federal Nuclear Radiation Safety Authority — and MINATOM 
officials to observe informal fimctional testing of such systems as alarms, 
and sensors and to discuss the operations of the systems with site 
personnrf. 


DOE Is Providing 
Long-Term Assistance 
to Operate and 
Maintain the Security 
Systems 


DOE is providing sites in Russia with assistance to operate and maintain 
the new security systems after they are installed. DOE also has projects 
under way with MINATOM and GAN to develop nuclear material secuilly 
regulations and enforcement, establish nuclear material security training 
centers, and install security improvements for trains and trucks that 
transport nuclear material between and within sites. While DOE has made 
progress on these projecte, DOE does not expect to complete them before 
2020. The Department initially planned to assist each site for up to 3 years 
after the installation of the security systems, but It currently anticipates 
that some sites will require assistance for longer periods because of poor 
economic conditions, while other sites may require less assistance. 


DOE Is Assisting Sites 
With the Operation and 
Maintenance of the New 
Security Systems 


DOE is assisting Russian sites with the long-term operations and 
maintenance of new security systems after the complete systems are 
installed. DOE refers to this as operational assistance-, it includes the 
following: 

Warranties, maintenance, and spare parts that provide the sites with the 
ability to repair and rQ)lace system elements. 

Training of site personnel on how to operate and maintain equipment. 
Writing of procedures that ir^uct site personnel on how to control 
access to nuclear material, track nuclear material inventories and transfers 
made among buildings, and otherwise operate the installed systems. 

According to DOE officials, operational assistance is necessary because 
the Russian sites where DOE helped install nuclear security systems lack 
the financial resources, adequately trained staff, and the knowledge of 
procedures to c^ei*^ and ixuuntain the systems effectively. For example, 
many of the sites cannot afford the wananties, parts, or technical support 
necessary to ensure that the new systems ai e fully operational. At six of 
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the nine sites we visited, Russian officials staled that without assistai\ce, 
operating the systems would be difficult. Russian and DOE officials said 
that while sites would still attempt to operate the equipment if assistance 
were no longer available, the level of operation and maintenance would be 
reduced, Leaving material more vulnerable to theft. 

In addition to providing operational assistance for sites with completed 
security systems, DOE oHlcials are modifying the design and installation 
of security systems at sites where work is ongoing to minimize the amount 
of operational assistance that these sites will require once their systems 
are complete. For example, project teams are designing systems that use 
equipment produced in Russia rather than foreign-made equipment 
because Russian equipment may be easier for the sites to service and 
replacement parts may be more readily available. In addition, when 
designing security systems, project teams are considering how the sites 
will be able to integrate ll»e systems into the sites’ activities, for example, 
by considering how' many people enter and exit die sites each day when 
deciding where to place nuclear material portal monitors. 


DOE Is Assisting Russian In addition to operational assistance to sites, DOE is assisting Russia with 
Agencies That Regulate developing regulations and enforcement activities for nuclear material 
and Enforce Nuclear security, developing a national inventory of nuclear material, training 

Security personnel on nuclear material security, and improving the security of 

nuclear material while in transit. The two primary recipients of this 
assistance, which DOE refers to as national ifi£rastmctur6 assistance, are 
MINATOM and GAN. DOE is assisting both organizations with writing 
regulations and developing inspection systems for sites under their 
control. Currently, about half the necessary nuclear material security 
regulations have been developed, and DOE anticipates it will be several 
more years before all the necessary regulations are in place and adopted. 
Additionally, DOE is supporting GAN’s inspection and enforcement role by 
training GAN inspectois on how to carry out their responsibilities, 
providing equipment that the inspectors use to take measurements of the 
nuclear material when they go to sites, and conducting joint site visits with 
DOE project, temns to ensure that Ihe inspectors understand their roles 
and responsibilities. 

DOE is providing MINATOM with assi^ance to develop a national nuclear 
material inventory, which is required under Russia’s new regulations. This 
requirement is an important element in strengthening nuclear materijd 
security in Russia. By requiring sites to make inventoiy information 
available to a national database on a periodic basis, the Russian 
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government can improve ite ability to track the location, type, and quantity 
of material at its nuclear facilities and detect possible thefts. Ciurently, 20 
percent of the sites with weapons-iisable nuclear* material in Russia are 
reporting inventory information to the national database, and DOE 
officials expect that it will be at least 3 more years before all sites are 
reporting some level of data. 

In addition to regulatory and enforcement activities, DOE is also 
supporting tlte development of nuclear material trainii^ centers in Russia. 
For example, DOE is supporting two centers that train persoimel on how 
to operate and maintain the systems. The Russian Methodological Training 
Center specializes in mjuerial control and accounting training, and the 
Interdepartmental fecial Training Center specializes in physical 
protection training. DOE is also supporting a 2*year graduate program in 
nuclear ntaterial security at the Moscow Engineering Physics Institute for 
site managers and nuclear seciirity officials. 

DOE is also pFOvi(fing physical protection systems for the trucks and rail 
cars used in transporting nuclear material. The trucks and rail cars can 
handle large bulletproof containers equipped with security locks used to 
carry nuclear material while in transit. The containers are difficult to steal 
because they are heavy and require cranes for loading on and off the 
trucks and rail cars. DOE is also supporting other national efforts, such as 
the provision of materials to be used at sites to calibrate equipment. 


Need for Operational DOE plans to assist every site to ensure the long-term operation of nuclear 

Assistance Will Vary security systems after their installation. DOE has limited information on 

Among Sites in Russia much assistance each site requires because it has not conducted a 

programwide asses^nent of the cost of operating and maintaining the 
systems and the sites’ ability to cover these costs. Furthermore, DOE only 
recently began providing completed sites with operation^ assistance and 
has limited e3q>erience in gauging how much assistance the.se sites or 
others wDl need and for how long. 

DOE officials iruiially estimated that sites would require operational 
assistance for up to 3 years after the new security systems’ installation. 
However, on the basis of the experience at the sites whei*e the installation 
of securily systems is complete, DOE officials now^ anticipate that some 
sites will require assistance for longer periods of time. This shift to 
support the systems for a longer period than originally anticipated is due 
to several factors, indudii^ (1) the poor economic conditions at some 
sites, (2) the sites’ need for technical assistance to operate some of the 
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installed equipment, and (3) the low priority that some sites attach to 
nuclear material security. 

To determine the Muount and type of assistance that is needed, DOE 
officials are surveying six of the completed civilian sites with regard to 
dieir need for spare parts, warranties, procedures, training, and 
operational funding. On the basis of the results of the survey and 
discussions with the sites, DOE will determine what type of assistairce the 
sites need to ensure tliat the systems are properly operated. However, 

DOE officials have not surveyed other sites to determine what their 
current security system costs are and whether they have the financial and 
techiucal resources to maintain tlie newly improved systems. Some of 
these sites where DOE is still installing systems are larger and in better 
financial condition than the six sites in the study. Because larger sites may 
have more resources and greater potential to generate revenue, the level of 
assistance will differ from that required at smaller sites with more limited 
resources and income potential. 


DOE Faces 
Challenges in Meeting 
Program Cost 
Estimates and Time 
Frames 


DOE estimates that it will complete the Material Protection, Control, and 
Accotmting program in 2020 at a total cost of about $2.2 billion. However, 
DOE officials said that the cost estimate and time frame are uncertain 
because DOE faces challenges in unplementing the program. For ex^iple, 
DOE’S initiative to consolidate the number of buildings and sites that 
contain nuclear material could reduce the cost of completing the program, 
but the initiative is encountering obstacles because MINATOM has not 
identified which buildings and sites it plans to close. 


DOE Estimates That It Will 
Spend $2.2 Billion Through 
2020 to Complete the 
Program 


DOE estimated in 1996 that it would spend $400 million through fiscal year 
2002 to finish instailing the nuclear material sectuity systems. Since 1095, 
the scope of the Material Protection, Control, and Accounting program has 
expanded. In response to our March 2000 recommendation to develop a 
new cost estimate and time frame for completing all the elements of the 
expanded program, the Department now estimates that it will complete 
the installation of security systems in 2011 and continue to provide 
assistance through 2020 at a total cost of .$2.2 billion. 
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The 1995 esiiniate included the cost to install upgrades at buildings in 
Russia and other newly independent states of the former Soviet Union.^ 
The current estimate includes the following: 

$823. 1 million to complete the installation of nuclear material security 
systems in 288 buildings in Russia by fiscal year 2011.’* This includes $74.9 
miDion to complete Navy sites by fiscal year 2004, $212.7 million to 
complete civilian sites by fiscal 2008, and $535.5 million to complete the 
nuclear weapons laboratories by fiscal 2011. 

$71 1.8 million to support the long-term operation and maintenance of the 
systems through fiscal year 2020, including operational assistance to sites 
as well as assistance to die federal agencies that regulate and enforce 
nuclear material security. 

$387.2 million through fiscal year 2010 on an initiative to reduce the 
number of buildings and sites that contain nuclear material by 
consolidating Russia’s nuclear material into fewer buildings and 
converting some of the material into a form that cannot be used for 
weapons. 

$241.3 millirm through fiscal year 2020 for program management, which 
includes the cost of the program’s financial management system, 
compliance with export controls, contract management, travel 
coordination, administrative and secretarial support, and the Technical 
Sun'ey Team. 

The difference between the 1995 estimate and the current estimate is 
based on changes in DOE’s assumptions about the scope of the nuclear 
material security problem in Russia, in particular, a threefold increase in 
the number of buildings in Russia where DOE Is installing security 
systems. In addition, DOE officials’ initial assumption that Russia would 
reach a level of economic stability by 2000 to support the long-term 


*The other newly independent state^i where DOE inHtailed nuclear security systems iiichide 
Belarus, Georgia, Kazakstan, Latvia, Lithuania, Ukraine, and Uzbekistan. In 1999, DOE 
completed the installation of the :^tems in these countries and transferred funding for 
sustaining tlie systems to DOE’s Office of International Safeguards, The $2.2 billion 
estimate covas the costa of the program in Russia only. In a<ldition, the $2.2 billion does 
nt)t inclmle the $474.8 million estimated cost for seauiiy systems at 42 Russian Navy 
nuclear weapor» stwage sites, discussed in appendix I, or $228.9 million for International 
Emergency Co(^>eratiOT — apre^ram, funded together witli nuclear material security 
assistance to Russia, that assists oUxer comitiicjs in cases of nuchiur accidents or smua^a 
incidents. 

“since DOE issued die cost and time frame estimate in July 2000, it has reduce<l tl«‘ numt)er 
of buildings neetUng security sgratems by 36. 
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operation and maintenance of flie security systems did not materialize. 
DOE officials found that the economic decline culminating in the August 
1908 collapse of the Russian economy adversely affected the ability of 
Russian sites to commit the necessary resources to fully sustain the 
secmity systems. Similarly, DOE officials found that Russia needs 
assistance beyond installing security systems, such as assistance with 
developing nuclear security regulations and enforcement capabilities. 
Consequently, DOE ofScials now assume that Russia will achieve the 
economic and political stabUlty to operate and maintain the nuclear 
material security systems by 2015 and that DOE will gradually phase out 
assistance from 2015 through 2020. Finally, the limited access to sensitive 
buildings that MINATOM has given to DOE’s project teams has caused 
delays in the plan to complete the installation of security systems by fiscal 
year 2003. 

In developing (he time frames for completing the program by 2020, DOE 
officials took into account several factors that limit how quickly It would 
be able to install security systems. In particular, DOE's time frame 
estimates take into account Russia’s short construction season due to 
weather conditions, the sites’ ability to provide the personnel to install the 
systems, and the time needed to negotiate access to sensitive sites. DOE 
officials also assumed that Bie portion of the Department’s budget devoted 
to improving security at the 40 nuclear sites would increase horn about 
$118 million in the Dscal year 2001 budget to $155 mlDion in the Dscal 2005 
budget”' According to a DOE official, if the program’s funding were to 
remain at ciurent levels, it will take at least 4 additional years to install 
security systems at Russian sites (from 20H to 2016). Figme 4 sliows 
DOE’S yearly spending estimates for Oscai years 2001 through 2020. 


Information on DOE’s expenditures tlirougii fiscal year 2000 cmi he found in appenax IV. 
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Figure 4: DOE’s Cost Estimate to Complete the Material Protection, Control, and Accounting Program, Fiscal Years 2001*20 

1S0 Dollars In millions 




2001 2002 2003 

Years 

□ Long-term operational and irifrastructgre assistance 
_ I Material consolidation and conversion 
Security system installation 
I Program management 


2010 2011 2012 2013 2014 201S 2016 2017 2018 2019 


doe's Cost Estimate and 
Time Frame Are Uncertain 


DOE officials expressed uncertainty about the cost estimate and lime 
frame for completing the program because of a number of issues, 
including the lack of access to sensitive sites and DOE’s limited 
experience in some types of assistance that it is providing. 


DOE officials said that the greatest uncertainty in the cost estimate and 
time frame for completing the installation of security systems stems from 
the lack of access to sensitive sites, in particular, the nuclear weapons 
laboratories. In contrast, DOE officials have the most confidence in the 
cost estimates for sites where its project teams have good access for 
designing and installing the systems, such as most civilian and Russian 
Na^’y sites. The lack of access creates uncertainty because project teams 
do not know how numy buildings at the nuclear weapons laboratories 
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require security systems or when they wiU be able to start and complete 
Ihe installation of security systems. The number of buildings is a mqjor 
factor in the cost of improving security at a site because each building 
requires (hat the project team design and install a unique security system. 
Some of the nuclear we^x)ns laboratories may have more buildings llimt 
DOE officials have assimted, and others may have fewer. 

DOE officials are also uncertain of the cost estimate for installing security 
systems because project teams have less experience in installing and 
developing cost estimates for security systems at the large and complex 
buildings in the nuclear weapons laboratories that enrich uranium or 
reprocess phitoniiuu for use in weapons. Although DOE has installed 
security syslents for buildings where Russian civilimi sites work with 
nuclear material, the buildings where the weapons laboratories work with 
nuclear material are much larger. Therefore, DOE cannot assume that the 
cost of installing security systems at buildings in the weapons laboratories 
is about the same as it is at civilian sites. 

Another sowce of uncertainty in the program’s cost estimate for 
completing the program stems from DOE’s limited experience in providing 
operational assistance to sites and assistance to Russia’s regulatory and 
enforcement agencies. On the basis of its limited experience in providing a 
handful of small completed civilian sites with operational assistance, DOE 
officials used generic assumptions about how much assistance it would 
provide at each site after installing nuclear security systems rather than 
developing individual estimates for each of the sites. At most sites, DOE 
officials anticipate that the Department will provide operational 
assistance, at gradually declining levels, through 2020. Similarly, DOE 
officials regard their assistance to Rassia’s nuclear regulatory and 
enforcement agencies as a long-term effort to continue through 2020, but 
DOE has not yet completely detennined what the assistance will consist of 
beyond its plans for the next few years. 

DOE plans to update its cost estimate and time frame for completing the 
program annually. DOE officials said that they would develop more 
confidence in their estimates as they gain more experience in the areas 
where (here is currently more uncertainty. For example, DOE officials 
expect to complete the installation of security systems at two sensitive 
uranium-processing sites where project teams have physical access in 
fiscal year 2001. After completing these two sites, DOE will have a better 
basis to estimate the costs of installing systems at large processing 
btiildings in the nuclear weapons laboratories. Similaily, DOE is just 
beginning to implement a pilot project to negotiate alternatives to physical 
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access at sensitive buildings at two nuclear weapons laboratories. The 
outcome of the pilot project will help DOE oIDcials make better 
assumptions about the process of gaining access to buildings in the rest of 
the nuclear weapons laboratories. 

DOE is in the process of developing for the program a strategic plan that 
ties together the program's goals, priorities, and strategies for reducing the 
risk of theft in Russia with the program’s costs and time frames for 
completing Ute program. Such a plan could provide DOE managers with 
guidance as they adjust the implementation of the program to take into 
accoimt changes in time frames for installing systems and the amount of 
access DOE project learns may have to buildings. According to a DOE 
official, the plan, when completed in April 2001, will tie together the cost 
estimate and time frame for completing the program with a revised version 
of the Guidelines for Material Protection, Control, and Accounting 
Upgrades at Russian Facilities which, among other things, sets out the 
program’s goals, priorities, and strategies for installirrg security systeirrs 
(hat reduce the risk of theft at Russian sites. 


Material Consolidation and 
Conversion, if Successful, 
Could Reduce Program 
Costs and the Number of 
Buildings That Contain 
Nuclear Material 


Under the Material Consolidation and Conversion initiative, one of DOE’s 
strategies for completing the program is to reduce the mmiber of braidings 
and sites that contain nuclear material and need security systems. DOE's 
cost estimate and time frame for completing the program sets a goal of 
closing 60 birildirrgs and live sites by 2010. Under the initiative, the 
reduction wotdd take place by consolidating mtclear irraterial into fewer 
buUdlngs and sites and converting 24 metric tons of highly enriched 
luanium, or about 3 percent of the esUmated 603 metric tons of weapons- 
usahle nuclear material in Russia, into low enriched uraniimr that cannot 
be used for weapons.” DOE estimates that the Material Consolidation and 
Conversion iiritiative wiU cost ,$387.2 mUlion through fiscal year 2010. 


If DOE is successful in implementing the initiative, the overall cost of the 
program could decrease because fewer buildings and sites would need 
nuclear material security systems. The potential cost savings of the 
initiative depends in large part on the complete removal of material from 
buildir^s or sites. In such cases, DOE would avoid the cost of installing 


According to DOE, about Uirati-quarteiu of the material to lie convertnl will be uranium 
enriched to S,S percent In the lsotO]ie 11235. DOE offlcliils told an that by converting this 
material, risk will be redoeed for iiiaterinf that is some of the most atUactive to theft in 
Kusi$ia. 
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security systems or, if the systems are already installed, providing 
assistance for their operation and maintenance. In addition, the initiative 
would completely eliminate the risk of theft at the buildings and sites that 
no longer contain nuclear material However, the initialive has had limited 
success since Its inception in 1999. In particular, the Material 
Consolidation and Conversion initiative has not resulted in the complete 
removal of weapons-tisable nuclear material from any buildings or sites.” 
Furthermore, DOE faces a number of obstacles to implementing the 
initiative, in particular, MINATOM’s reluctance to identify which sites and 
buildings will clc^. 

DOE is working with MINATOM to develop a plan for the Material 
Consolidation and Conversion initiative that identUles which buildings and 
sites will no longer contain nuclear material. In May 2000, MINATOM 
presented DOE with a draft of the plan that envisioned closing 60 
buildings and converting about 27 metric tons of material, but the draft did 
not identify which buildings would close. According to DOE officials, 
MINATOM wants a separate arrangement on the initiative before it 
provides DOE with information on what buildings and sites will close, but 
the United States has temporarily suspended negotiations on such an 
arrangement because of U.S. policy concerns about Russia’s nuclear 
cooperation with Iran. In the meantime, without infonnation on which 
buildings and sites will close, DOE risks installing nuclear security 
systems at buildings or sites that will contain nuclear material for only a 
short period of time. If this happens, DOE would spend funds to install 
seciutty systems at buildings that will not ultimately need them. 

Another obstacle to the Material Consolidation and Conversion initiative is 
the reluctance of sites in Russia to give up their nuclear matcriaL The sites 
are reluctant because they may have an ongoing need for the material and 
because personnel at the sites may lose special status and benefits that 
come with working with nuclear material such as extra vacation, early 
retirement, and higher pay. For example, DOE and MINATOM agreed in 

1999 to the goal of removing all the nuclear material from two buildings at 
ffie Lytkarino Research Institute of Scientific Instruments by the end of 

2000 by converting the site’s highly enriched lu-anium to low enriched 


^h’he progrtmi has had more success at removing materials from buildings at sites tliat are 
not in the initiative. DOE has helpeii Russian facilities consolidate materials into fewer 
buildings at the .State Resear ch Institute, Scientific Inilustrial Association; the Instituh' of 
Hlysics and Power Engineentig; Dinltrovgmd; Novosibirsk; and several of the Russian 
Navy’s nuclear fuel storage sites. 
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uraiiiiim. However, both of the buildings still contained nuclear material 
when we visited Ihe site in October 2000, and site officials told us that they 
do not plan to provide material for conversion under the initiative for the 
next 2 to 3 years. We also met with officials at the State Research Institute, 
Scientific Industrial Association (also known as Luch) — one of the two 
sites that is converting liighiy enriched uranium to low enriched uranium. 
Tliese officials toid us that they are encountering difficulties in obtaining 
highly enriched uranium for conversion because Russian sites believe they 
will receive more money and support from DOE by retaining their 
weapons-iiaable nuclear material. 

As of December 2000, the initiative resulted in the convereion of about 1.6 
metric tons of higlily enriched uranium. DOE officials have also 
successfully negotiated verilication measures with both of the sites that 
are converting the material to provide assurances that the sites actu^ly 
convert highly enriched uranium to low enriched uranium that cannot be 
used for weapons, Howe\'er, DOE’s initiative has not yet resulted in the 
closure of any buildings or sites; therefore, DOE officials are not sure of 
the extent to which the initiative will result in an overall cost savings to 
the program. Furthermore, while material conversion is reducing the 
proliferation risk for the material converted to low enriched uranium, it is 
not reducing the risk of theft at the buildings and sites that are 
contributing the highly enriched uranium because those buildings and 
sites still contain weapons-usable nuclear material and still require nuclear 
security systems. Given the lack of progress in dosing buildings and sites, 
DOE officials said that they are reevaluating whether to continue with 
material conversion. DOE officials said that the initiative’s primary goal is 
to reduce the risk of nudear material theft and that they favor continuing 
the material conversion even if it does not result in the closure of any 
buildings or sites because the risk of theft for the material that is 
converted would still be eliminated. 


Conclusion improving the security of 192 metric tons of weapoas-iisable 

nuclear material in Russia by installing modem security systems that 
detect, delay, and respond to attempts to steal nudear material. These 
systems, while not as stringent as those installed in the United States, are 
designed to reduce the risk of nuclear material theft at Russian sites. While 
Russia and the United States have worked cooperatively to reduce the ilsk 
of theft in Russia, Russian officials’ concerns about divulging national 
security information continue to impede DOE’s efforts to install systems 
for several himdred metric tons of nucleai- material at sensitive Russian 
sites. Continued progress in reducing the risk of nucleai' material theft in 
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Eiissia Iiinges on DOE’s ability to gain access to Russia’s sensitive sites 
and reach agreement with MINATOM to reduce the number of sites and 
buildings where nuclear material is located. Achieving these two goals 
would improve security for large amounts of nuclear material and reduce 
program costs. Regarding the systems that are already installed, DOE 
currently does not have a means to periodically monitor the systems to 
ensure that they are operating properly on a continuing basis. Such a 
mechamsm would provide DOE officials with increased confidence that 
the security systems are reducing the risk of nuclear material theft. 

The fact that DOE is developing a strategic plan that ties together the 
program’s goals, priorities, and strategies tor reducing the risk of theft in 
Russia with die cost and time frames estimate is a positive step forward. 
Such a plan will provide DOE managers with guidance as they a4j ust the 
implementation of the program to take into accoimt the changes in the 
time frames for installing systems and the amotmt of access Uiat DOE 
project teams may have to buildings. We believe that the plan developed 
by DOE should provide an estimate of how much sustainability assistance 
is required on the basis of an analysis of the costs to operate and maintain 
the systems and the sites’ ability to cover these costs. In addition, the plan 
should provide options for completing the program on the basis of the 
progress made on gaining access to sensitive sites and the closure of 
buildings and sites. 


Recommendations for 
Executive Action 


In order to assist DOE in its mission of promoting nuclear nonproliferation 
and reducing the danger from weapons of mass destruction, we 
recommend that the Administrator of the National Nuclear Security 
Adnunistration 


• develop a system, in cooperation with the Russian government, to 
monitor, on a long-term basis, the security systems installed at the Russian 
sites to ensure that they continue to detect, delay, and respond to attempts 
to steal nuclear material and 

• include in the strategic plan being developed by DOE (1) an estimate of 
how much sustainability assistance is required on the basis of an emalysis 
of the costs to operate and maintain the systems and the sites’ ability to 
cover these costs and (2) options for completing the program on the bfisis 
of the progress made in gaining access to sensitive sites and on the closure 
of buildings and sites. 
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Agency CoitirnGHtS ^ commenting on a di'^t of oiir report, DOE geneiaDy agreed with our 

1 -rt t , . findings and concurred with our recommendadoiis. 

and Our Evaluation 

In its conunents, DOE stated that in addition to the amount of nuclear 
material that received the completed and partially completed security 
systems cited in the report, the program has work under way on an 
additional 130 metric tons of nuclear n\aterial. We incorporated this fact 
into the report where appn^riate. DOE also stated that it has work under 
way to improve security at 42 nuclear weapon sites that contain about 260 
metric tons of material. As discussed in our report, the scope of our work 
includes DOE's assistance to improve the security of weapons-usable 
material controlled by Ru^ia’s civilian authorities, nuclear weapons 
laboratories, and the naval nuclear fuel storage facilities. Appendix I 
discusses the status of DOE’s nuclear weapons security work, and we have 
added the fact that the 42 sites contain about 260 metric tons of nuclear 
materia] into s^pendix I where appropriate. 

DOE also noted in its comments that it has recently reached a draft 
agreement with MINATOM to provide DOE personnel with greater access 
to sensiUve MINATOM sites. This agreement is undergoing interagency 
review with the executive branch. According to the Department, while 
some of the more sensitive areas at MINATOM’s nuclear sites may remain 
Inaccessible to program personnel, this agreement will allow the program 
to expand its work once it is concluded. We incorporated this information 
into the report where appropriate. 


The scope of our review includes DOE’s assistance to improve the security 
of weapons-usable nuclear materia] controlled by Russia’s civilian 
authorities, nuclear weapons laboratories, and Navy nuclear fuel storage 
faculties. We reviewed DOE’s program to (i) install nuclear security 
systems at sites; (2) assist sit^ with the long-term operation of the 
installed systems; (3) support the development of regulations and the 
enforcement of nuclear material security, nuclear material security 
training centers, and security improvements to trains and trucks used to 
transport nuclear material between and within sites; and (4) reduce the 
number of buildings and sites that contain nuclear material through 
consolidation and conversimi. 

To meet our objectives, we analyzed DOE’s program documents, including 
the Technical Survey Team’s assessments of the status of nuclear security 
efforts at sites and their compliance with DOE’s guidance. At the nine sites 
we visited in Rus^a, we observed nuclear security systems and spoke with 
Russian officials rei^onsible for worldng with DOE project teams to install 


Scope and 
Methodology 
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and operate the systems. We also met with MINATOM and GAN officials to 
discuss the overall status of cooperation to improve nuclear material 
security in Russia. In addition, we met with DOE project teams to discuss 
their eiSorts to improve nuclear material security. We analyzed information 
from DOE on the number of buildings where the installation of nuclear 
material security systems is complete, the mmiber where systems are 
currently being installed, and the number of buildings where work has yet 
to be initiated. We met with DOE officials in charge of managing tlie 
program to discuss DOE’S policy on access to sensitive Russian sites and 
how DOE measures the effectiveness of the nuclear security systems. 

We analyzed DOE’s assistance to sites to support the operation of the 
nuclear material security systems and assistance to the federal agencies 
that regulate and enforce nuclear security by reviewing program 
documents, meeting with DOE officials, and discussing the need for long- 
term support with Russian officials. We analyzed DOE’s cost estimate and 
time frame for completing the program, including the estimate for 
completing the installation of nuclear security systems and helping sites 
operate the systems after their installation. We met with DOE oiHeials to 
discuss the methodology for developing the cost estimate and time frame 
and their assumptions about key factors influencing the estimate. We 
reviewed the status of the Material Consolidation and Conversion 
initiative by analyzing DOE docmnents; meeting with DOE officials 
responsible for the initiative; and discussing the initiath-e with MINATOM, 
GAN, and Russian site officials. We obtained the program’s budget, 
obligation, and expenditure data through fiscal year 2000 from DOE. We 
did not Independently veiify the quality or accuracy of the financial data 
that program managers and laboratory personnel provided us with, but we 
compared the data with DOE’s Program Management Information System 
and fmmd that it matched the data that DOE provided us with. 

We interviewed officials from DOE’s Office of International Materials 
Protection and Emergency Cooperation and from the national 
laboratories, including Brookhaven, Lawrence Livermore, Los Alamos, 

Oak Ridge, Pacific Northwest, and Sandia We conducted om‘ review from 
April 2000 through Februaty 2001 in accordance with generally accepted 
government auditing standards. 

As agreed with your office, imless you pubhcly announce its contents 
earlier, we plan no further distribution of this report untU 30 days after the 
date of this letter. At that time, we will send copies of this report to the 
Honorable Spencer Abraham, Secretary of Energy; the Honorable Colin L. 
Powell, Secretary of State; the Honorable Donald H. Rumsfeld, Secretaiy 


Pase 30 


GAO-01-312 Security of Russia’s Nuclear Material 



58 


of Defense; the Honorable Mitchell E. Daniels, Director, Office of 
Management and Budget; and interested congressional committees. We 
wDI make copies available to others on request. 

If you have any questicms concerning this report, we can be reached at 
(202) 512-3841 and (202) 612-4128, respectively. Mtyor contribulore to ibis 
report indude Gene Aloise, F. James Shafer, Charles Bolton, Joseph Cook, 
and Julie Hirshen. 


5 

(Ms.) Gary Jones 
Director, Natural Resources 
iuid Environment 

Harold J. Johnson 
Director, International Affairs 
and Trade 
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Appendix I: DOE’s Program to Install 
Security Systems at Russian Navy Nuclear 
Weapons Sites 


In 1999, at the request of the Russian Navy, the Department of Energy 
(DOE) began installing security systen^s to protect the Russian Navy’s 
nuclear weapons. This work is being done under the Department’s 
Material Protection, Control, and Accounting program. U.S. officials are 
concerned about the security of nuclear weapons in Russia. Although 
tiiere have been no known incidences, concerns exist that a Russian 
nuclear warhead could be lost or stolen. Under the program, DOE is 
installii^ security components, such as fences, strengthened vault doors, 
sensors for the fences and doors, access control sj^tems, strengthened 
guard towers, video surveillance equipment, and radio communication 
equipment for the response forces for 42 Russian naval sites where 
nuclear weapons are stored. According to DOE, the 42 sites contain about 
260 metric Cons of nuclear material. DOE officials estimate that this work 
will cost about $474.8 million — $336.8 million for the Installation of 
secimty systems at the 42 sites by the end of fiscal year 2004, and $138.0 
million for long-term operational assistance for the 42 sites through fiscal 
2020 . 

As of January 2001, DOE has begun installing the systems at 41 of the 42 
sites. DOE installs the systems in two phases. During the first phase, DOE 
(1) installs security components that are intended to quickly improve the 
sites’ ability to protect their weapons, such as fences, vehicle barriers, 
strengthened doors, and mechanical locks, (2) bricks up windows at ’ 
storage buildings, and (3) strengthens the guard towers on site. In phase 
two, DOE installs addition^ components, such as communication 
systems, interior and exterior detection and assessment systems, and 
access-delay systems which provide greater protection for the weapons. 
As of January 2001, DOE had completed the first phase of security 
improvements at 19 sites and the second phase improvements at 1 site. 

The ]^ssian Navy has provided the project teams with limited access to 
the sites. According to a DOE official, project team members have been 
granted physical access to seven sites. For the other sites where DOE has 
done work, the Russian Navy has allowed team members to view the sites 
fi-om a distance, for example, allowing them to drive by it, park at the site 
to view it, or walk up to the site’s perimeter. DOE obtains confirmation 
that the equipment has been inst^ed and is being used as intended 
through photographs of the site after the work is complete, dming site 
visits by project team pei-sonnel, and through written certification by the 
Russian Navy. 

The cost of the first phase of security improvements is approximately 
$475,000 for each site, while the cost forthe more comprehensive 
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Apyendix I: DOE’s Prutywa to Tttutail Security 
Systems at Russian N«vy Nuclear Weapons 
Sites 


uniprovemoits is estiniated to be about $8 million per site. In its cost 
^timate for the Russian Navy’s nuclear weapons sites, DOE officials also 
anticipate that each site will require about $300,000 per year in long-term 
operational assistance after Uie systems are installed, with the amount 
required diminisliing over lime. DOE, however, does not know how many 
years of long-term operational assistance will be required. While DOE 
estimates that it will complete the installation of security sji^tems at the 42 
known sites by the end of2(X}4, the Ru^ian Navy has indicated that it 
would also like improved security systems installed at other locations, 
which could expand the program further. As of January 2001, however, the 
Navy had not specifically identified additional sites. 
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Appendix II; Status of Installed Security 
Systems in Russia 



Site 



Joint Institute of Nuclear Research, Dubna 





Feb. 1998 

Moscow institute of Theoretical and Experimental Physics 

3 

Feb. 1998 



Feb. 1998 

Beloyarsk Nuclear Power Plant 

3 

May 1996 

Sverdlovsk Branch of Scientific and Desiqn Institute of Power Tedinrtoov 

6 

May 1998 

Khtopin Radium Institute 

4 

May 1998 

Petersburg Nuclear Physics Institute 

4 

May 1996 


Moscow Engineering Physics Institute 4 


Krylov Shipbuilding institute 

3 

Nov. 1998 



Sept. 1999 

Navy Site 34 

2 

Sept 2000 

Navy Refueling Ship PM'12 

2 

Sept. 2000 

Navy Refueling Ship PM'63 

2 

Sept. 1999 


2 


Ice Breaker Fleet, Imandra 

2 

Sept. 1999 


Sourc»: OOE 
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Appendix 11: Status of Installed Security 

Systems in Russia 

Table 4; installed Systems at Individual Buildings at Sites 

Site 


Program sector 

Total number of 

Number of buildings 
with completed or 
partially comj^eted 

Institute of Physics and Power Engineering, Obninsk 

Civilian research 

12 

8 

Lytkarino 


Civilian research 

3 

2 

Novosibirsk 


Civilian research 

3 

2 

Elektrostal 


Civilian research 

11 

2 

Bochvar 


Civilian research 

8 

0 

Dmitrovgrad 


Civilian research 

10 

5 

Luch 


Civilian research 

6 

4 

Kurchatov Institute 


Naval fue! 

13 

6 

Sergiev Posad 


Naval fuel 

3 

1 

Site 32 


Naval fuel 

2 

2 

Site 86 


Naval fuel 

2 

1 

Sarov (Arzamas-ie) 


Nuclear weapons 

40 

5 

Snezhinsk (Chetvabfnsk-70} 


Nuclear weapons 

21 

7 

Ozersk (Mayak) 


Nuclear weapons 

18 

1 

Seversk (Tomsk- 7) 


Nuclear weapons 

20 

9 

Zhelenznogorsk (Krasnoyarsk-26) 


Nuclear weapons 

6 

3 

Zelenoqorsk {Krasnoyarsk-45) 


Nuclear weapons 

5 

2 

Novouralsk (Sverdlovsk-44) 


Nuclear weapons 

5 

5 

Avangard 


Nuclear weapons 

3 

0 

Zarechnyy (Penza-19) 


Nuclear weapons 

3 

0 

Trekhgorny (aatoust-36) 


Nuclear weapons 

3 

0 

Lesnoy (Sverdiovsk-45) 


Nuclear weapons 

3 

0 


Source; DOE. 
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Appendix III: Profile of Nuclear Sites in 
Russia Visited by GAO 

Northern Fleet 
Storage Facility 
(Site 49) 

Northern fleet Storage FaciUty (Site 49) is located within the Russian 
Federaticm Naval Base at Severomorsk, about 9 miles northeast; of 
Murmansk on the Kola Peninsula. Site 49 is the primary land-based storage 
fecility for reactor fud assemblies used by the Russian Northern Fleet 
naval vessels and holds tens of inetiic tons of vreapons-i^able nuclear 
materials. DOE helped install nuclear security systems and provided 
assistance to expand the storage bunker for the reactor fuel assemblies, 
which allowed the Northern Fleet to consolidate all of its fresh nuclear 
fuel at the site. DOE began work to improve the nuclear security at Site 49 
in May 1996 and completed the installation of security systems in 
September 1999. 

Krylov Shipbuilding 
Research Institute 

The Kiylov Shipbuilding Instttnte Is located in St. Petersburg and employs 
over 3,000 scientists and support staPf. The Institute's nuclear facility has a 
research reactor and three critical assemblies containing hundreds of 
kUograms of weapons-usable nuclear material. DOE began installing 
physical protection and materia] control and accounting systems at the 
site in April 1997 and completed the work in November 1998. 

The Kurchatov 
Institute 

The Kurchatov Institute is located in Moscow, about 10 miles from the 
Kremlin. Founded in 1943 as the Soviet Union's first nuclear weapons 
research site, the Institute is an independent labor^ry under the direct 
authority of the Russian government. The Institute’s research activities 
include the desi^ and development of nuclear reactors for the Russian 
Navy, for the Russian icebreaker fleet, and for space applications. The 
Institute operates 6 research reactors and 14 critical assemblies, and has 
three storage lacilities containing several metric tons of nuclear material. 
DOE began installing secmity systems at the Institute in August 1994. 

Petersburg Nuclear 
Physics Institute 

The Petersburg Nuclear Physics Institute is located in the town of 

Gatchina, about 30 miles south of St. Petersburg. The Institute is operated 
by the Russian Academy of Sciences and has one operating nuclear 
research reactor, one reactor under construction, one critical assembly, 
and a vault to store reactor fuel with hundreds of kilograms of nuclear 
material. DOE installed the new security systems at the site from Febraary 
1996 to 1998. 
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An>endix III; Profile ofNacletu- Sites: in 
Russia Visited b}' GAO 


Institute of Physics 
and Power 
Engineering 

r' — — . 

The Institute of Physics and Power Engineering is oi^rated by Russia’s 
Ministry of Atomic Ener^ and is located in the city of Obninsk, about 66 
miles southwest of Moscow. The Institute is involved in the research £md 
development of nuclear power reactors and employs about 5,000 people. 
The Institute possesses several metric tons of weapons-usable nuclear 
material. DOE b^an installing security systems at the Institute in 
vSepteniber 1994 and is installing nuclear security systems in 11 buildings 
as well as in the central alarm staUon. DOE’s project team also worked 
with the site to reduce the number of buildings that contain weapons- 
usable nuclear material from 22 to 7. 

A. A. Bochvar All- 
Russian Scientific 
Research Institute of 
Inorganic Materials 

'Die A,A. Bochvar All-Russian Scientific Research Institute of Inorganic 
Materials is locked in northwest Moscow and is adjacent to the Kurchatcrv 
Institute. The Bochvar Institute was established in 1945 and conducted 
researdi for the Soviet Union’s nuclear weapons program. The Institute, 
operated by Russia’s Ministry of Atomic Energy, currently conducts 
research on nuclear fuel, including mixed-oxide fuel in support of Russia’s 
plutonium disposition program, and employs about 1,300 people. Bochvar 
has se\’eral htmdred kilograms of weapons-usable nudear material on site. 
DOE began w'ork at Bochvar in December 1907 but was limited by the site 
to installing material control and accounting systems until 1999, when the 
site agreed that DOE could begin installing physical protection systems. 

State Research 
Institute, Scientific 
Industrial Association 

The State Research Institute, Scientific Industrial Association (also known 
as Luch) is located about 22 miles south of Moscow, Luch is operated by 
Russia’s Ministry of Atomic Energy and is involved in developing space 
and mobile reactors, induding the TOPAZ reactor used in Russian 
satellites. DOE started w'ork at Luch in late 1995 and is installing nuclear 
security systems in five buildings containing nudear material and in a 
central alarm station. Luch, which has several metric tons of weapons- 
usable nuclear material on site, has consolidated the number of building 
where the rnmerial is located from 28 to 4. DOE is also contracting with 
Luch to convert highly enriched ui'anium to low enriched uranium under 
the Material Protection Control and Accounting program’s Material 
Consolidation and Conversion initiative. 
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Appendix III: Prufile of Nuclear Sites in 
Russia Visited by GAO 


Lytkarino Research 
Institute of Scientific 
Instruments 


The Lytkarino Research Institute of Scientific Instruments is located about 
31 miles southeast of Moscow and is operated by the Ministry of Atomic 
Energy. Tiie Institute is the primary organization in Russia for radiation 
resistance testing of materials, electronics, and electronic systems. DOE 
has worked with the Institute since September 1997 to install nuclear 
security systems in three buildings, including two containing nuclear 
materials and one central alarm station. The Institute contains hundreds of 
kilograms of weapons-usable material and participates in the program’s 
Material Consolidation and Conversion initiative. 


Moscow Engineering 
Physics Institute 


The Moscow Engineering Physics Institute is a large university located in 
southeast Moscow. The Institute specializes in nuclear physics research 
and training and operates a research reactor using highly enriched 
uranium. The Institute has a small quantity of weapons-usable nuclear 
material on site. DOE worked with tiie Institute to install physical 
protection and material control and accounting systems in three buildings 
containing nuclear material and a central alarm station. DOE also 
supported the development of a graduate degree progr^i in nuclear 
material security at the Institute. DOE began installing security systems at 
the site in February 1996 and completed the work in June 1998. 
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Appendix IV: DOE’s Expenditures on Nuclear 
Material Security in Russia Through Fiscal 
Year 2000 


Fi-om fiscal year 1993 through fiscal 2000, DOE spent $557.9 million on the 
Material Protection, Cortfrol, and Accoimting program in Russia. As figure 
6 shows, DOE spent $a5i.8 million, or 63 percent of the $557.9 million, on 
installing nuclear security systems at Russia’s civilian sites, nuclear 
weapons laboratx^ries, Navy nuclear fuel sites, and Navy nuclear weapons 
sites. DOE spent the remainder of the $557.9 million on operational and 
national infrastnicture assistance, the Material Consolidation and 
Conversion initiative, and program management. 
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Appendix IV: DOE's Expenditures on Nnclear 
Material SecoiiO’ in Bossia Through Fiscal 
Year 2000 


Figure 5: Breakdown of the $SS7.9 Million Spent on Nuclear Material Security, by 
Program Sector, Through Fiscal Year 2000 


Program management 
$65.2 million 

3 . 6 % 

Material conversion 
and consolidation 
$20.0 million 


Weapons laboratories 
$134.9 mifiion 


Civilian sites 
$131 .3 million 


9 . 8 % 

Navy nuclear fuel sites 
$54.5 million 

5 . 6 % 

Navy nuclear 
weapons sites 
$31.1 miliion 

Operational and national 
infrastructure assistance 
$120.9 million 



I Installaiion ol nuclear matariai security systems 

I ih>ar elements of ffie program 

Note: The total does not ecual 100 percent because of rounding. 

Source; DOE, 

For fiscal year 2000, DOE received an ^propriation of $150 million for the 
program. The amount available for nuclear security assistance to Russia 
was reduced to $140.5 million by 
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Appendix IV: DOE’s Expeiiditures on Nuclear 
Bfaterial Secniit^ in Russia Throned* Fiscal 
Year 2000 


• a general reduction of about $4.8 million to reduce the amount that DOE 
national laboratory personnel spend on travel and the number of national 
laboratory personnel on temporary assignment to the Washington, D.C., 
metropolitan area; 

• a rescission of about $0.6 inillion as part of an onmlbus appropriations act; 

• a reprogramming of about $3 million to allow DOE to hire more federal 
managers for the program; and 

• DOE’S allocation of $1.2 million for International Emergency Cooperation, 
a related program that is included in tiie 20-year plan for completing the 
Material Protection, Control, and Accounting program but that is a 
separate program for assisting other countries in cases of nuclear 
accidents, nuclear smuggUng, or terrorist incidents. 

DOE also had a carryover of $85.5 million from fiscal year 1999, which 
brought the program’s total fiscal year 2000 budget to $226 million. As of 
September 30, 2000, DOE had spent $138.7 million of its fiscal year 2000 
budget, and it carried over $87.3 million into the program’s fiscal 2001 
budget. DOE'S national laboratories obligated $59.4 million of the $87.3 
million as of the end of fiscal year 2000. DOE had plans for the national 
laboratories to use the remaining $27.9 million to implement specific 
nuclear security projects, but the laboratories had not yet obligated these 
fiinds as of the end of the fiscal year. 
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Appendix V: Comments From the 
Department of Energy 


Department of Energy 

NaDoAftl Nudear SdcurHy Administration 
Washington, DC 30SSS 

FEB 33 200) 


Ms. Gary I.. Jones 
Direcior 

Naiutal Resoimtcs and Environment 
Generul Accounting Office 
Washington, DC 20348 

Dear Ms. .loncs; 

The National Nuclear Security Administration, and speci ficaUs the Office of 
Defense Nuclear Nonprohfcraiion has reviewed the General Accounting Office 

draft report. OAO-Ol-3l2.enliUed •‘NUCLEAR NONPROLIFERATION: 

Security of Russia’s Nuclear Materia! Improving; Further Enhancements Noedod," 
This office and the Office of the Assisiani Deputy Administrator ibr Inlemational 
Materials Protection and Emergency Cooperation appreciates the opportunity to 
have reviewed the druA report. Ourccumnents are altached. 


Sincerely, 

Kenneth E. Baker 

Acting Deputy Administrator for 

Defense Nuclear Nonproliferation 

Attachment 

cc: DOE Audit Liaison 

NNSA Executive SiafTOircctw 


•«'' »» »* cr r»cyOM pa r*f 
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Appendix T: Cumments From t&e Department 
of Energy 


Commenti on 
GAO Draft Repnrt 

‘NUCLEAR NONPROLIFERATION: 
Seenrhy of Rustia’i Nnckor Material Improving; 
Further EnbancemeDts Needed 
(GAO-Ol-312)- 


DOE appreciates the oppanuni^ id review the draft General AccountiDg Ofiice (GAO) repoit, 
'l^uclear Nonproliferattoo: Security of Russia's Nuclear Material Improving; Further 
Enhancements Needed." As dieCAOnotes,a substantial amount— 192 metric lona— of 
proliftratioo aicracttve tnalenal haa received security upgrades through the Material Protection 
Control and Accounting Program (MPC&A). We agree with your judgement thatthia figure is 
direct threat reduction acdvi^ that serve* US national seeurity objectives. We also agreo with 
GAO that critical worit rentaifts and DOE has work underway on an additional 130 metric tons of 
cnaterial. We would appreciate your rdoeDce to this fact, In addition, DOE has work well 
underway ai^nd conaideiabk resources spent on-42 nuclear weapons sites bousing about 260 
metric tons of nuclear material. When tlK work representing these figures (1 30 plus 260 meDic 
cons) is complete, the Progtam will have secured about 67% of the material in Russia believed to 
require security upgrades. Again, we think it appropriate to reference this information. 

Allow me to share with you my iboughts on two additional topics raised in the repent As noted 
by (he GAO, one of the largest obstecles to program ioiplemeatalioD has been securing 
appropriate access to sensitive MioAtom focilities. I am pleased to report that last week the 
MPC&A program reached a draft agreement with MinAtom that represents a breakthrough on 
ttiis contentious issue. Upon completion of intetageocy review, the program will sign an access 
agreement providing MPC&A personnel with greater access to more sensitive MinAtom 
facilities than any U.S. nonproliferation program. Some of the most sensitive parts of these 
facilities in the future may remain for security reasons largely inaccessible to program personnel, 
but resolution of the access problem will create major opportunities for further expansion of the 
program’s work. Because &e access issue has hem of such high interest to senior officials 
throughout the executive and legislative branches, you may want to add in your final report a 
sentence containing the fact oflhe recent progress made on access. 

1 also wanted to comment briefly on the references throughout (he report on the work of our 
Technical Survey Team. As noted in (he report, the survey team provides the program’s senior 
management wito comprehensive, inrkpeodenl and technical analyses of all of the MPC&A 
projects. I am under the impression tbal die GAO cxamineis apparently found the survey team’s 
work invaluable, as I believe it to be. To ray knowledge few, if any, U.S. Government 
nonproliferation programs maintain wd support teams like our Teclmical Survey Team. They 
are an important program management tool. 
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Appendix V: Cumianits From die fieparcuient 
i>f Energs' 


An audit of a program as complex aa MPC&A » a time consuming process that at times can 
become controversial and even coiuentious. Such was not the case during this study. The GAO 
personnel who reviewed the MPCAA program were highly profossiwial. dedicated and 
thoroughly competent. Th^ solicited and listened to our input on the program but came to their 
own conclusions. Their approach to Ibis woric is of value to program management 

Recommendatlona 

We recommend that the Secretary ef Energy 
Recommendation I. 

Develop a syaero, in coi^icTation with the Russians, to monitor on a long term basis the 
security systems tnslalled at the Russian sites to ensure that they continue Co detect, delay, 
and respond to attempts to steal nuclear material. 

Management Position 

Concur 

As discussed in the report, the U S. and the Russians havebegunjoint visits to monitor 
the success of die systems installed and ihe mainuiinability of the systems. Additionally, 
Che program is devdt^g a programmalic architecture that will integrate all of the 
monitoring efforts. 

Recommendation 2 . 

Include in the strategic plan oodw developmeni by DOE ( 1) an estimate of how much 
sustainabilily assistance is requited based on an analysis of the costs to operate and 
maintain the ^wtems and sites’ ability to cover these costs; and (2) options for completing 
the prograta based on progress made on gaining access to sensitive sites and the closure 
of buildings and sites. 

Management Position 

Concur 

The program strai^lc plan been in development since December 2000. We 
anticipate publication of the siratcgic plan durhig Ihe month of April 2001. As GAO 
recommends, we have be«i the process of incorporating requirements for sustain^ili^, 
costs estunates of operations and luainlenaDce of systems, and the exit strategy. 
Additionally, as stated in die general comments, upon completion ofinteiagaicy review, 
the program will sign an access agreement providing MPC^ personnel with greater 
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Appendix V: Cumments From the Department 
ofEiiergy 


access to sensitive MioAtom facilities. Some ofthe moat sensitive parts of these facilities 
in the future may remain, for security reasons, largely inaccessible to program personnel, 
but resolution ofthe access problem will create major opportunities for further expansion 
of the proem’s worlc. 
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United States General Accounting Office 
Washington, DC 20548 


May 3, 2001 

The Honorable John W. Warner 
Chairman 

Committee on Aimed Services 
United States Senate 

The Honorable Pat Roberts 
Clialrman, Subcommittee on 
Emerging Threats and Capabilities 
Committee on Aimed Services 
United States Senate 

In September 1998, the United States and Russia embarked on an 
ambitious nonproliferation program, known as the Nuclear Cities Initiative 
(NCI), to create sustainable Job opportunities for weapons scientists in 
Russia's closed nuclear cities and to help Russia accelerate the downsizing 
of its nucle^ weapons complex. Ten of these cities formed the core of the 
former Soviet Union’s nuclear weapons complex. Many are located in 
geographically remote locations and were so secret that they did not 
appeal- on any publicly available maps until 1992. Behind their walls, 
thousands of scientists and engineers worked on the design, assembly, and 
production of the Soviet nuclear arsenal. These Russian cities remain 
high^secuiity areas, and access to them is limited. Russia’s Ministry of 
Atomic Enetgy (MINATOM) manages the nuclear facilities that are located 
within the cities. MINATOM estimates that about 760,000 people live in 
the nuclear cities, including ttie family members of the nuclear workers as 
well as teachei-s and various support personnel. Approximately 122,000 
inhabitants are employed in key nuclear enterprises. 

The Russian govermnent has announced its intention to reduce the size of 
its nuclear weapons complex and asked for U.S. assistance in this 
endeavor. A critical component of this effort includes finding new 
employment opportunities for weapons scientists, engineers, technicians, 
and support staff w-ho will lose their jobs from the complex’s downsizing. 
The U.S. government has also been concerned that Russian weapons 
scientists in need of money m^ sell sensitive information to countries or 
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terrorist groups trying to develop weapons of mass destruction, NCI, 
which is being implemented by the Department of Energy (DOE) and its 
national laboratories,' seeks to assist Russia in downsizing its weapons 
complex by employing weapons scientists and other residents of the cities 
in nonmilitary scientific or commercial activities. NCI works in 
coryunction with another DOE program— the Initiatives for Proliferation 
Prevention (IPP) which also seeks to employ weapons scientists and is 
hnplemented throughout all of Russia, including several nucleai* cities, as 
well as Ukraine, Belarus, and Kazakhstan. 

In ear ly 1999, we issued a report addressing both programs, identified a 
number of management weaknesses, and recommended several corrective 
actions.' Regarding NCI, we pointed out that the program faced 
impediments to success, including restrictions on access to the cities and 
poor prospects for foreign investment. We recommended that NCI not 
expand beyond three pilot cities in Russia— Sarov, Snezhinsk, and 
Zheleznogorsk— imtil DOE had demonstrated that its efforts were 
achieving the program’s objectives of creating jobs for weapons scientists. 
Currently, the program is operating in these cities, plus Avangai’d— a 

nuclear weapons assembly/disassembly facility located in Sarov. This 

report discusses the (1) costs to implement NCI, including the amoimt of 
program funds spent in the United States and Russia, as well as plamied 
expenditures; (2) impact of the Department’s NCI projects; and 13) status 
of the European Nuclear Cities Initiative (ENCl). 

To develop this infonnation, we obtained cost data from DOE’s 
headquaiters and the national laboratories. We reviewed all of DOE’s NCI 
projects to determine tlieir impact on meeting the program’s goals and 
objectives. We also met with MINATOM officials in Russia and vusited the 
closed nudeai- city of Sarov. In addition, we met with, among others, 
officials of Italy s Ministiy of Foreign Affairs who aie major proponents of 
the proposed ENCI. 


The Department manages the iaigest laboratoiy system of its kind in the world The 
mission of DOE’s 23 laboratories has evolved. Oi^inally created to design and builti 
atoniie boinlis. these laboratories have since exjianded to conduct researcili in many 
dLsciplines — from high.energy pliysics to artvaneed computing. 

■.See Nm-Mir NonpmU/emtimi; Concerns With DOS's EJJmts to Reduce the Risks Rosed- 
by Russia’s Ummithyeii Weajjons Stjimtists (fiAOL.'HCED.^itSi, Feb. 19, 1999). 
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Results in Brief 


From fiscal year 1999 through December 2000, the expenditures for the 
Nuclear CiUes Initiative totaled about $15.9 miUion. Of that amoimt, about 
$1 1.2 raUlion (or 70 percent) had been spent in the United States, and 
about $4.7 million (or 30 percent) had been spent for projects and 
activities in Russia. The U.S. national laboratories’ costs to implement the 
program represented the bulk of the funds spent in the United States for 
such items as overhead, labor, equipment, and travel. Department of 
Energy officials told us that these expenditures, although significant, Avere 
part of startup costs for the program. These officials told us that 
laboratory costs will be reduced and that the laboratories’ role will 
diminish as commercial investors develop business contacts in the nuclear 
cities as a result of the program. Officials from Russia’s Ministry of 
Atomic Energy told us that they are dissatisfied with the amount of 
program funds that have been spent in Russia and that, if the Depmtment is 
serious about creating jobs for Russian weapons scientists, more funds 
must be spent in Russia. Expenditures for Russia included contracts with 
Russian organizations to buy computeiB and other equipment, a small 
business bank loan progiam, and vaiious community development 
projects. In response to direction provided in a conference report on its 
fiscal yeai- 2001 appropriations, the Department of Energy stated that its 
goal b to spend at least 51 percent of its program funds for fiscal year 2001 
in Russia. Regarding planned expenditures, the Department has not 
developed (1) a plan that addresses future program costs and (2) a time 
frame with quantifiable performance measures to determine how 
effectively the progrant is meeting its goals and when and if the program 
should expand beyond the three nuclear cities. This report recommends 
tliat the Department develop a plan with clearly defined goals that serves 
as a basis for determining the program’s future scope and direction and 
strengthen its effoits to reduce national laboratoiy costs in order to place 
more program funds in Russia. 

During its fust 2 years, the Nuclear Cities Initiative has funded 26 projects 
that have had limited success in meeting the program's principal 
objectives — creating jobs for weapons scientists and helping to downsize 
Russia’s weq>ons complex. Many of the projects were not carefully 
reviewed for their commercial potential, as the Department wanted to 
implement the program quickly and engage the Russians. According to the 
Deparunent, the projects are employing about 370 people, including many 
weapor^ scientists who are working piinrarily on a part-time basis thi'ough 
research prejects sponsored by the U.S. national laboratories. However, 
according to Russian officials, most of the scientists receiving program 
funds continue to work on Russia’s weapons of mass destruction program 
and are also receirfng a s^ry paid for by the Russian goveiTunent One 
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project has helped create commercial space in several buildings previously 
used for nuclear weapons assembly work in the city of Sarov. About one- 
half of the projects are not designed to create jobs for weapons scientists 
and instead focus on, among other things, such activiti^ as the delivery of 
medical equipment and school exchange programs. While Department 
officials told us that these projects are needed to make the nuclear cities 
more attractive to business investment, Russian officials have criticized 
them because they do not create jobs for weapons scientists. 

Furthermore, none of the industry officials we spoke with said that they 
would more likely invest in the nuclear cities because of municipal and 
social improvements. The Department has two programs — the Nuclear 
Cities Initiative and the Initiatives for Proliferation Prevention — operating 
in Russia’s nuclear cities th^ share a common imderlying goal and, in 
some cases, the same types of projects. The operation of these two very 
similar programs in Russia’s nuclear cities has caused duplication of 
effort. This report contains a recommendation that the Department 
evaluate all of the Nuclear Cities Initiative projects, particularly 
commimity development activities, and eliminate those that do not meet 
the program’s basic objectives of creating jobs and assisting with the 
downsizing of Russia’s nuclear weapons complex. The report also 
recommends that the Depaitment determine whether the Nuclear Cities 
Initiative and the Initiatives for Proliferation Prevention should be 
consolidated into one effort in order to achieve potential cost savings and 
other efficiencies. 

The European Nuclear Cities Initiative is a proposed progi-am that is being 
supported by the Italian Ministry of Foreign Affaim. The European 
pro^am is expected to be smaller in scope than the U.S. Nuclear Cities 
Initiative and to differ in some respects from the U.S. progi’am. For 
example, the Eiu-opean Nuclear Cities Initiative is expected to (1) target 
older scientists, who ai’e considered to pose a greater pi-oliferation risk 
than yoimger Russian scientists; (2) initially be limited to two Russian 
nuclear cities; and (3) emphasize enviromnental and energy-efficiency 
projects. Furthermore, officials responsible for developing the European 
Nucleai- Cities Initiative told us that their program will not focus on 
establishing si^tainable commercial businesses in the cities. Instead, the 
European program plans to fund projects that utilize weapons scientists’ 
skills to help develop environmental and energy-efficiency-related 
technologies that can be used by European companies. The funding for 
the European Nuclear Cities Initiative has not yet been deteimined, but 
Italian officii ^timated that $50 million would be needed over the next 
5 yeais to implement the program. 
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We presented a draft of this report to the Department for comment, and it 
concurred with our recommendations. The Department also provided 
tecimical clarifications, which we incojporated where appropriate. 


Background President Gore and the former Prime Minister of 

Russia issued a joint statement noting that nuclear disarmament is 
a^ociated with several socioeconomic factors, including the problem of 
finding worthwhile civilian-sector employment for Russian personnel 
formerly employed in the nuclear weapons complex. In September 1998, 
both countries s^ed an agreement — the Nuclear Cities Initiative — to 
create jobs for people in the nuclear weapons complex. Russian officials 
have identified the need to create 30,000 to 50,000 jobs in its nuclear cities 
over the next several years. Under the terms of the agreement, the United 
States will seek to assist in creating new jobs by 

• sharing its experience in downsizing the U.S. nuclear weapons production 
complex; 

• facilitating the selection of promising commercial projects that will lead to 
employment opportunities for workers; 

• developing entrepreneurial skills for displaced workers, including training 
in how to write business plans; 

• facilitating the search for potential investors, market analysis, and 
marketing for products and services; and 

• facilitating access to existing investment mechanisms, including 
investnrent funds. 

NCI is limited to working in the municipal ai-eas of each city. Beyond 
these areas aie various secret nuclear institutes or technical ar eas. DOE’s 
strategy is to encourage investment in conunercial enterprises in the 
municipal areas of the cities thus shrinking, over time, the size of the 
restricted areas in accordance with the plans of the Russian government. 
DOE officials believe that if commercial efforts are successful, not only 
will those employed in weapons manufacturing remain in the dty but so 
will their relatives ^d friends and there will be less i*eason for w'eapons 
scientists, technicians, and engineers to leave the area. Figure 1 shows the 
location of Russia’s 10 nuclear cities, and appendix I provides additional 
information drout each city. 
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Figure 1 ; Russia’s Nuclear 



The day-to-day management of NCI resides within DOE’s Office of Defense 
Nuclear Nonproliferation, Nation^ Nuclear Security Administration DOE 
^d Its naUonal laboratories have long-standing relaUonships with 
MINATOM and several closed cities as well as experience in the 
downsizing of the U.S. weapons complex. The NCI program is managed 
by an office director widi a headquartem staff of seven employees who 
provide technical, budget, and procurement support DOE headquarters is 
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responsible for, among other things, setting overall program policy, 
providing oversight and guidance for the national laboratories, and’ 
allocating program funds. DOE has tasked the national laboratories to 
play a mjyor role in the program. 

DOE, under the same general authority under which it operates the NCI 
program, also operates the Initiatives for Proliferation Prevention 
program. ' IPP seeks to employ weapons scientists in several countries of 
the former Soriet Union, including Russia and some of its nuclear cities. 
According to DOE, IPP is designed to conunercialize technologies that 
utilize the expertise of the scientists who work at the various nuclear 
weapons institutes. Although the IPP program focuses on employing 
nuclear weapons scientists, it also has a component that seeks to employ 
scientists in the former Soviet Union’s chemical and biological weapons 
institutes. In our 1999 report, we reconunended that the Secretary of 
Ener^ take steps to maximize the impact of IPFs fimding and improve 
oversight of the program. Specifically, we recommended, among other 
aings, that the Secretary (1) reexamine the role and costs of the national 
laboratories’ involvement with a view toward maximizing the amount of 
prograni funds going to the former Soviet Union, and (2) eliminate those 
IPP projects that did not have commercial potential. DOE subsequently 
implemented our recommendations. 


ine v.b. government has supported oilier programs that have directed 
money to scientists working in the closed cities. For example, since 1994 
the U.S. Departments of State and Defense have spent over $40 million on 
scientific rese^h projects in which one or more of the weapons institutes 
m barov, bnezhinsk, or Zheleznogorsk have participated* These projects 
are administered under the auspices of the State Department’s 
InteiMtional Science and Technology Center progi-am. The Center was 
established by international agreement in November 1992 as a 
nonproliferation progi-am to provide peaceful research opportunities for 
capons scientists and engineers in countries of the former Soviet Union 
The saentists working with the Center conduct research and development 


See42 U.S.C. 6817Ca), 42U.S.C. 7112(10), and 42 U.S.C. (>813(9). DOE's fiscal year 2001 
expendltur« (or both programs are autlioilzed tinder separate provisions of the National 
Defense .toUionzation Act for Fiscal fear 2001 and are sublect to different renuirements 
and restrictions under this and otlier authorization acts. 

other mshtntcs thronghout Russia and other countries of the former .Soviet Union also 
partK.ipate in some oi these projects. 
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NCI Program 
Expenditures 


m a vanety of scientiflc fields, such as environmental remediation and 

me U.S govet^ent has also undertaken efforts in the nuclear cities 
toou^ me U.S Civilian Research and Development Foundation. 
ch^Sw ^ f 1995. the Foundation is a nonprofit 

chimtable orgamzation designed to promote scientiflc and technical 
collaboration between the United States and the countries of the former 
^viet Union. From October 1996 through December 2000, the 
Fo^dation awarded 19 grants totaling about $275,000 to support projects 
m Sarov and Snezhinsk. The Foundation receives funding from the 
Department of State, the National Science Foundation, the National 
Institutes of Health, the Department of Defense, and several private 
organizations. 

1999 December 2000, NCI’s expendituies totaled 

^out $1 d. 9 million. Of that amount, about $11.2 million (or 70 percent') 
had been spent in the United States by the national laboratories and DOE’S 
headquaitere, and about $ 4.7 million (or 30 percent) had been spent for 
projects and activities in Russia as shown in figure 2. The U S national 
laboratories’ costs to implement the program for such items as overhead 
lAor, f^mpment, and travel represented the bulk of the funds spent in the 
I ruted States. DOE officials told us that these expenditures were 
significant but were pait of the program’s start up costs. These officials 
told us that laboratory costs wiU be i-educed and that the laboratories’ role 
will dimimsh as commercial investors develop business contacts in the 
nuclear cities as a result of the program. The expenditures for Russia 
included contiacts with Russian organizations to buy computers and other 
equipment, a small business bank loan program, and various community 
development projects. MINATOM officials told us ffiat they were 
dissatisfied with the amount of program funds that had been spent in their 
countiy. In re^onse to direction provided in a conference report on its 
fiscal year 2001 ^propiiations, DOE stated in its progrsan guidance that 
its goal is to spend at least 51 percent of fiscal year 2001 progiam funds in 
Russia. 
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U.S. National Laboratories’ 
Expenditures Comprise 
M^ority of U.S. Program 
Costs to Date 


3% 

DOE headquarters 


— National Laboratories 

Source: GAO'S presentation of data based on Infornation provided by DOE, 

Of the $ 1 1.2 mUBon that was spent in the United States for the program, 
the national laboratories’ expenditures made up $10.7 million, or about 
96 percent of that amount DOE’s headquarters’ expenditures, totaling 

remainder of the program fimds spent in the 
United States. DOE s headquarters' expenditures covered, among other 
thi^, obtaining studies related to Russia's defense conversion activides 
and es^hshing a IVebsite for the program. Regarding the laboratories' 
expenditure in the United States, these costs were incurred primarily to 
™ NCI projects and activiUes. According to 

DOE officials, the laboratories’ expenditures represent program startup 
costs. They noted that the program has taken longer to start up because of 
die economic problems facing Russia and the barriera involved in trying to 
start new businesses and related activities in the nuclear cities. Figure 3 
shOTs a break^of the rational laboratories' costs in the United States as 
of December 2000, and appendix II provides more details about the NCI 
program s cumulative expenditures. 
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TMalinnSiIrTK 'j!*'®"®' Laboratories' Expenditures In the United States 

Totaling $1 0.7 Million as of December 2000 



Note 2: Travel Includes travel of U.S. personnel vwthin the United States and Russia. 
Source; QAO’s presentation of data based on information provided by DOE, 


As indicated in figure 3, 75 percent of the funds spent by the laboratories 
were for overhead and labor costs. Overhead costs comprised the greatest 
percentage of costs (about 41 percent) and were charged for various 
activities, such as contract/procurement support and other activities 
related to the program's implementation. For example, some laboratories 
charge an overhead fee for administering travel services for both U.S, and 
Russian officials. The next highest cost was for labor — 34 percent. Tlie 
laboratories have assigned a principal investigator to manage each NCI 
project. The principal investigators from Ihe laboratories told us that they 
spent from 6 to 76 percent of their time on monitoring NCI projects. 
Additionally, they told us they spent most of this time diuiiig die early 
sU^es of the project to establish contacts with their Russian counterparts 
and to help develop contracts with Russian organizations in the nuclear 
cities. the l^vu'e shows, the remaining 25 percent of the U.S. 
expenditures included travel (airfare and per diem) of laboratoiy 
personnel within the United States and to Russia; costs to purchase 
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materials and services for the program, such as U.S.-based consultants; 
and other miscellaneous costs, such as training, videoconferences, and 
translation service. 

DOE officials told us that they were concerned about the amount of funds 
spent by the laboratories to administer the program— particularly, the 
oveihead costs. However, these officials beUeve that the laboratories play 
an important role in the start up of the NCI program. Some DOE officials, 
including the program director, stated that laboratory costs would be 
reduced over time as businesses invest their own capital in the nuclear 
cities. However, the program director was not sure when the laboratories’ 
role in the program would be reduced. 

DOE has taken some steps to reduce laboi-atory costs as shown in the 
followii^ examples: 

One laboratory official from the Savannah River Site told us that, in 
general, overhead for contracts at his site is about 37 percent of the total 
cost of NCI-related contracts. He subsequently negotiated with DOE an 
11-percent overhead rate in fiscal year 2000 for Russian-related programs 
to include NCI-related contracts. He said this was done to increase the 
junount of fimds going to Russia. 

Some of the NCI projects are being managed directly by DOE's 
headquarters in an effort to limit national laboratories’ overhead 
expenditures. 

DOE recently took over from a national laboratory the mmragement of a 
U.S. finn that is responsible for monitoring the day-to-day operations of 
International Development Centera." NCI program funds were used to pay 
the laboratory for this supervisory function. According to DOE and 
laboratory officials, DOE’s headquarters assumed this responsibility to 
reduce the laboratory’s costs. 


Thirty Percent of NCI As of December 2000, NCI progranr expenditures for projects and 

Program Funds Spent for activities in Russia totaled $4.7 million, or 30 percent of the $16.9 million 

Activities in Russia spent by the NCI program. As figure 4 shows, the largest category of 

expenditiu-es (about 68 percent) was for contracts. The contracts were 


centers are funded by the NCI pnrgram and operate in two of the nuclear cities. 
They provide local business owners with training and ciounseling on prei)aring business 
plans anfi finding sources of capital and work to attract foreign investors to tiie cities. 
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ffied to establish, among other things, the Sarov Open Computing Center 
The Center was established in 1099 with NCI funds to help Russian 
scientisis develop commercial skiDs. According to Center’s officials, a 
portion of these funds was used to supplement the salaries of the Russian 
scientists. In addition, some of these funds were used to (1) finance the 
European Bank for Reconstruction and Development’s (EBRD) activities 
to establish a small business bank loan program in the cities and 
(21 support various community development activities. The materials 
purebred by DOE and the national laboratories for use in Russia 
comprised 36 percent of the expenditures and included such things as 
medical equipment, computers, and payments to Russian 
consultantsArainers. The remaining expenditures (about 6 percent of the 
total) were for Russian personnel traveling to the United States. 

’’'“Bram Expenttlturas In Russia Totaling $4.7 Million as 



J^ATOM officials told us that they were dissadsfled with the amount of 
NU funds that had been spent in Russia. The First Deputy Minister of 
J^ATOM told us that Russia should have received about 65 percent of 
the fun^ programmed for NCI, as it was his understanding that DOE had 
planned to spend that percentage of progiam funds in Russia. He 
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doe’s Lack of 
Standardized Reporting 
Procedures Affected Its 
Ability to Monitor NCI’s 
Expenditures 


quesUoned why Russia had not received the amount he had expected and 
wanted to Imow what happened to these funds. The Firet Deputy Minister 
noted lhat Russia needs help in creating about 1,500 Jobs per year in 
Ihe miclear atlcs and Uiat DOS’s funding for the program has been 
msufflcient to meet this goal. He concluded that when MINATOM officials 
review NCI s progre^ to date, the picture is not optimistic. In his opinion, 
the lack of progress in the program increases the negative views of the 
program held by various Russian government officials who aUege that the 
program is a way for the United States to gain access to weapons data in 
Kussxa s nuclear cities. 


The Coi^ress and DOE have set goals for increasing the amount of NCI 
prog^ funds spent in Russia. An October 2000 conference report on 
UOh s appropriations for fiscal yeai- 2001 stated that the conferees were 
concerned about the amount of funding for Russian assistance programs 
that ren^n m the United States for DOE contractors and laboratories 
rather than going to the fadlWes in Russia. The conferees diiected that 
not more than 49 percent of NCI program ftmding be spent in the United 
States in fiscal year 2001. The conferees expect DOE to continue to 
increase the level of funding (beyond 51 percent) for Russia in each 
subs^uenty^ but did not establish a ceiling for the amount of tods that 
should ultimately be ^nt in Russia. DOE’S NCI Program Guidance 
issued in January 2001, noted that, in order to meet the spending target 
establahed by the conference report, U.S. project managers will spend or 
coinmlt at least 6c percent of the funds for each project in Russia. DOE 
officials said they expect overall program expenditures to reach the 
congression^ target of 61 percent if 65 percent of each NCI-project’s funds 
are spent in Russia. 

DOE did not have systematic financial management procedures in place 
foi reportmg and tracking NCPs program expenditures. DOE’s Initial 
linanad giudance for the program, which was issued in May 1990, only 
noted th^ an accounting procedure overeeen by an experienced budget 
and fisc^ official wiU include regular monthly reports by the laboratories 
on individual NCI projects. ’The guidance was silent on the Issue of 
^eeffle reporting requirements, including how expenditures for U.S, and 
Russian achwties shoto be identified. Although the national laboratories 
were generally providing cost information on a monthly basis, a DOE 
budget official told us that this information lacked consistency and 
tmiformity. As a result, the budget official was not confident that the cost 

mfonnation was accurately depicting the breakout of expenditures 

between L.S. and Russian activities. For example, in May 2000, DOE 
developed a breakout of the costs and concluded that 66 percent of the 
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fuirfs had ^ spent in the United States and 3B percent had been spent 
m However, the analysis of Russian expenditures included the 

funds that were obUgated* as well as actual expenditures. According to 
one DOE offlcial, this analysis overstated expenditures in Russia 


Some national laboratory oiBcials told us that the lack of standardized 
reporting guidance made it difficult to determine how to account for 
program expenditures in the United Slates and Russia or what to include 
m these cost categories. During the course of our review — and, in part as 
a result of our work— DOE established a standardized monthly and 
^ailerly financial report for the NCI program. In January 2001, DOE’s 
NCI budget official distributed guidance dhecting aU of the national 
laboratones to report NCI project costs by using a standard format for 
idenfifymg ettpenditores. Furthermore, in its January 2001 program 
guidance, DOE defined how funds were to be categorized 


Expraitures in Russia include the costs of Russian officials traveling to 
the United States, contract payments to Russian organizations, payments 
to Russian consultants and trainers in Russia, and equipment and 
matenals bought in the United States for Russia or equipment and material 
bought in Russia 

E^enditures in the United States include U.S, labor, U.S. travel to Russia 
^ laboratoiy overhead, p^ients to U.S. consultants and trainers in 
Russia, payments to all interpreters and/or translator services and 
^ulpnient and materials bought in Ihe United States for use in the United 


DOE Has limited 
Oversight Over 
Laboratories’ Expenditures 


According to DOE program officials, Uie Department has exercised limited 
oreraght over the naUonal laboratories' use of NCI program funds. Initial 
DOE program guidance for the NCI program, dated May 1899, did not 

address financial management procediu-es for fimds disbmsed 
by DOE to the naUonal laboratories and bnstead relied on existing 
reporting mechanisms between DOE and the laboratories. According to 
DOE officials, once funds are transferred to a laboratory, they can be 
r^rected by the laboratory from one project to another. One national 
laiioratoiy redirected approximately .$130,000 from two projects dealing 
with fiber optics and telecommunications to another project. The NCI 


An oWigi^n ocaus when a definite commitment has been made or a legal liability is 
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progr^ director was not made aware of this transfer until the laboratory 
requested additional funding from DOE to replenish these projects’ 
funding. On the basis of these e5q>eriences, in January 2001, DOE 
established new guidance stating that the NCI program director must 
approve the reallocation of funds to other projects. 


DOE Has Not Developed a 
Cost Estimate or Time 
Frame for the Program’s 
Future Scope and 
Direction 


DOE has not developed a plan, including projected future costs, to gauge 
the extent to which NCI is meeting its program goals to determine when 
and under what circumstances it would be appropriate to expand the 
program beyond the three pilot nuclear cities. In 1999, DOE officials 
believed the total funding level for NCI could reach $600 million over a 
5-year period. However, the Director of the Na program told us that 
because the program had not received expected funding levels during its 
first yeai’s of operation, he is uncertain about future program costs and 
time frames. DOE’s former Assistant Deputy Administrator for Arms 
Control and Nonproliferation told us that each of the pilot cities is 
expected to receive funding for severd years and that the Depaitment 
needs to develop an “end point” when assistance is completed for each 
city. NCI is focusing its initial efforts in these three cities plus a weapons 
assembly plant that is located at Avangard (in the city of Sarov). ’ 


DOE has worked jointly with MINATOM and the nuclear cities to develop 
strategic plans for each pilot city, which include lists of jointly developed 
project proposals. However, DOE has not developed perforniMice targets 
that map out its specific contributions to this downsizing effort over time. 
DOE has stated that key measurements include the number of civilian jobs 
created, businesses established or expanded, investment in the closed 
citi^, training for Russians, and percentage of fimds spent in Russia. 

While these performance measures are appropriate in a general sense, 
DOE has not indicated what it hopes to specifically accomplish in these 
areas over what period of lime. Without such targets, it is difficult to 
deteraiine whether or not the program is on track to meet its long-term 
objectives. The deputy director of Ihe NCI program told us that DOE is 
aware of the number of weapons scientists that Russia needs to find jobs 
for in the nuclear cities but there is no mutually agreed upon number of 
scientists that DOE plans to help find jobs for. The NCI program director 
said that DOE would be better able to plan and leverage its own resoiuces 


Accordii^ to DOE, Zarectayy, another weapons assembly facility, is the next logical city 
to be added to tl\e NCI progra^^ However, expanding the program to that city has alwi^ 
been predicated upon congiessionai authorization, available funding, and JtlNATOM’s 
concurrent. 
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doe’s NCI Projects 
Have Had Limited 
Impact 


if it had more information about how MINATOM is budgeting funds for its 
own specific defense conversion projects. 


The NCI program has had limited success during its fli^t 2 years. 
According to DOE, NCFs projects are employing about 370 people, 
including many weapons scientists, primarily on a part-time basis through 
research sponsored by the U.S, national laboratories. One project has 
helped create coitunercial space in several buildings previously used for 
nuclear weapons assembly work in the city of Sarov, About half of the 
NCI projects are not designed to directly lead to employment 
opportimities for weapons scientists, and Russian officials have criticized 
TOE s funding decisions. The Department has two ptogrants— NCI and 
the Imtiatives for ProUferation Prevention— operating in Russia’s nuclear 
cities that have a common goal. Having two such programs has caused 
dupbcation of effort, such as two sets of project review procedures and 
several similar types of projects. 


Most of the Work Created 
by NCI Projects for 
Weapons Scientists Is Part- 
Time Contract Research 
for National Laboratories 


Accoi-ding to DOE, NCI’s projects have generated employment for about 
370 people, including weapons scientists, in the nuclear cities. About 
40 percent of the work has been generated through the Open Computing 
Center in Sarov. The purpose of the computing center is to help scientists, 
maffiematiaans, and software engineers develop self-sustaining civilian 
activities, including conunercial and contract research.* The computing 
center s director told us that the part-time employees were also working at 
me weapons design institute in Sarov on weapons-related activities and 
are receiving salaries from the institute. The employees are working on 
contract research for the Los Alamos National Laboratory. This work 
includes several areas of research such as (1) computing and system 
»ftware development, (2) computer modeling for the oil and gas industry 
(3) computer modeling for the strength of materials related to molecular ' 
dynamics, and (4) bioniolecular modeling. According to a Los Alamos 
official, while the laboratory has not benefited directly from the research 
It lias helped enhance the computer-related skills of the center’s 
employees and is making them more attractive to Western businesses. 


CfUttr was established in 1999 with support from the NCI program 
i,i Ji a se<.unty problem that arose when a Western computer manufacturer sold 16 

igh-specd computers to Russia in violation of U.S. export control laws. MINATOM agreed 
to ciis^cmbie the compuleis and move them from the TOUEF hstitutc In Sarov to the 

f'aanciai support for the center from DOE through 
A'; ,1 Lajmct Qmtroh: Sttks of High Petfbmiaiice Computers to Rgosio 's 

A uclfa) netipoiLn Labointone-i (OAOr''i'-rsSL\D-97-128). 
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The center’s director said he hopes that the center will become 
self-suffldent within 7 years. DOE officials Itave estimated that, with 
successful marketing to commercial businesses, the center will be able to 
employ more than 600 people by 200-5. As of December 31, 2000, the NCI 
progrant had spent about $1.2 million on computers, site preparation, 
contracts with the employees of the center, and other expenses. The 
center has had some success in atti-acting business investment. For 
example, an international bank has contracted with the center to develop 
electronic banking software on a pilot basis. The bank may contract with 
the center for additional work if the pilot project proves successful. The 
bmk official responsible for this project said he is optimistic that the bank 
will be able to develop future work for the scientists. The program also 
introduced progranuners at the Open Computing Center to an engineering 
software company in the United States that was looking for people to help 
develop software to analyze fluid dynamics in automobile engines and 
turbines. The software company worked with NCI and national laboratory 
staff on a pilot project to test, the skills of programmers from the center. 
The NCI program allocated $40,000 to pay the salaries of four Russian 
scientists working on nonalefense-related test problems as well as for the 
national laboratory’s expenses. In early 2001, the software company 
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One NCI Project Has 
Helped Open Commercial 
Space at Russian Weapons 
Facilities 


According to IX)E, one of the most successful projects involves the 
conversion of weapons assembly buUdrngs at Avai^ard into production 
space for commercial ventures, including the proposed establishment of 
la^ey dialysis manufacturing facility. DOE has helped faciUtate the 
relatio^ip l^een a Western business and Avangard and has allocate! 
about $1.6 million to support this effort. For example, DOE said it has 


hosted the scientists in the United States for training As a result of the 
traming, a commercial contract was signed on March 30, 2001. 


Figure 6: OHIce Building In Which sZToSCTSSJcSSjrS 
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About One-Half of the NCI 
Projects Are Not Designed 
to Provide Jobs for 
Weapons Scientists 


^ent several hundred thousand dollars to make commercid space 
available to potential Western businesses. In August 2000, the Secretary of 
Energy traveled to Sarov to dedicate the newly established commercial 
space as part of a new “technopark.” In addition, the NCI program has 
continued to help Avangard, MINATOM, and the Western company work 
together to develop a sustainable commercial relationship. The Western 
company has been looking for a business partner to help it enter into new 
promising markets, such as Russia. Avangard has manufactured dialysis 
machines for several years, and the Western company is hoping to take 
advantage of those skills while expanding into Russia and parts of Europe. 
According to DOE, Avangard would devote the m^ority of its initial 
efforts to manufacture disposable products that are used for various 
dialysis treatments. 

The NCI program plans to use the remainir^ project funding to help 
prepare the buildings for producing the dialysis components, but those 
funds have not yet been spent. DOE has also allocated $1.25 million ftom 
the Initiatives for Proliferation Prevention program to support production 
development at the site. In January 2001, an official of the Western 
company said that he optimistic about starting production by the end 

of the year. He expected his company to begin installing manufactuiing 
equipment diuing the summer of 2001. If the project progresses as 
planned, the company expects to employ about 150 Avangard weapons 
assembly employees on a full-time basis. The official said that the number 
of employees could grow to 1,000 overtime. 


About one-half of the NCI projects have been established to fund a vaiiety 
of activities in the nuclear cities. These projects include infrastructure 
improvements, cooperation with the European Bank for Reconstruction 
and Development to provide small business loans that are available to city 
residents, business training, ntarketing, and feasibility studies. In addition, 
these projects include community development efforts, such as youth 
exchange programs and health care services. According to DOE, while 
these projects may increase the potential for job creation in the closed 
cities, they <u'e not all designed to directly lead to new jobs for weapons 
scientists. DOE officials believe that coinmunity development projects m-e 
needed to improve the economic and social conditior^ in the cities in 
order to make them more attractive to commercial investors. However, 
MINATOM and weapons ir^titute officios have criticized DOE’s decision 
to fund comntunily development activities and small business loans, 
claiming ffiat they do not lead directly to employment opportunities or 
provide sustainable jobs for wefqjons scientists. 
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DOE has allocated about $1 million through December 2000 to a dozen 
^parate a(^ties that fall into the categoiy of community development 
The activities include school exchange programs, Sister Cities exchange 
programs, and health care services. According to DOE, community 
development activities are needed to bolster the cities’ ability to provide 
self-sufficient services, develop municipal capabilities and strengthen 
atizen and entrepreneurial networks, and build political and economic 
ties. In addition, DOE officials told us that community development 
^tmUes are needed to help make the cities more attractive to potential 
Western investors. However, none of the industry officials whom we 
tmked to during the comae of our audit indicated that they would be more 
likely to mvest in the nuclear cities because of municipal and social 
Improvements. 

MINATOM officials have stated in the past that while these activities may 
be worthwhile, they do not support them as i>art of the NCI program 
because they will not create Jobs. In the May 2000 Joint Steering 
Committee meeting,’ a MINATOM official stated that Job creation was the 
pmnaiy goal of the NCI program and the 1998 NCI govermnent-to- 
govei-nraent agreement. He noted that MINATOM beUeved that only 
acUvffies that create real Jobs should be included under the NCI agreement 
and that conununity development activities, should they continue, need to 
be covered by a separate agreement. According to DOE officials the 
community development component of NCI was considered by the former 
DOE Assistant Secretaiy responsible for the program to be a vital activity. 

A July 1999 House Appropriations Committee report accompanying the 
Energy and Water Development Appropriations Bill, 2000, raised concerns 
about DOE’S expertise in implementing the NCI program. The report 
stated that DOE sltould work with other federal agencies that are 
implementing similar programs in Russia As a result, DOE has attempted 
to include other agencies in the program’s implementation. For example, 
DOE’S community development activities have worked in tandem with 
other U.S. government agencies. The U.S. Agency for International 
Development has granted about $387,000 to a U.S. nongovernmental 
organization to carry out conununity health care projects in Sarov and 
Snezhinsk. NCI has also given a grant to this organization to implement 


l^e U.S./Hussian Joint Steering Ooinmittee, -which is made up of senior officials from U S 
^ Russian agencies, oversees the NCI pingram. The Steering Committee meets twice a 
year to review recent activities and map our future strategies and priorities. 
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the community health care project in Snezhinsk. These projects are not 
intended to directly support work by weapons scientists or engineers but 
to improve the level of health care service in the cities. 

One of the NCI program’s other mi\jor projects has been to enter into a 
cooperative arrangement with EBRD to extend the bank’s Russia Small 
Business Fund to the nuclear cities. DOE beUeves that the loan programs 
are important to divemify the economies of the cities, althoi^ the loans 
are not necessarily assisting weapons scientists. The Department awarded 
$1.5 million to EBRD in February 2000 for the bank to set up the programs. 
As of December 2000, the bank had spent over $438,000 of the $1.5 million 
on salaries for its own staff consiUtants, to train new loan officers in the 
cities, and to cover operating expenses. According to the bank, as of 
February 2001, it had made about 280 loans to businesses in the cities. 

DOE routinely receives information on the loan program, but that 
information does not provide details about the bacl^round of the loan 
recipients. However, according to information from EBRD on loans made 
in Snezhinsk, the i^ecipients ai'e typically not current employees of the 
weapons institutes and the loans are not necessarily used to start new 
businesses. Furtheimore, the businesses that receive loans are mostly in 
the retail frading sector, such as clothing and household goods stores. 
Some MINATOM officials told us that they question the value of the loan 
programs, noting that the loans are not going to the typ^ of businesses 
that are ^propriate for highly educated weapons scientists. Officials from 
the weapons institute in Sarov told us that they did not request the loan 
program and objected to DOE’s using NCI funds to start it because it does 
not play a role in resti-ucturing the workforce. (See app. Ill for more 
details about the loan program.) 

about one-thiid, of the NCI projects we reviewed are designed to 
NCI Projects Are Designed de%'elop sustainable commercial ventures. To date, only one of these has 
to Develop Sustainable success in creating jobs; it involves a small company started in 

Commercial Ventures Snezhinsk to market and service bar-code technology and other automated 

devices that are used to identify and inventoiy property. The Russian 
coinpmiy was formed in February 2000 by six former weapons institute 
employees. According to a national laboratoiy official, these employees 
left the imtitute to fonn the company. The NCI program allocated 
$395,000 to the project in fiscal yeai-s 1999 and 2000. According to a 
national laboratory officii, the Russian company has used tiie funds to 
pay for office space, equipment, and salaries. It also used NCI funds to 
enter into one contract to roceive training and has entered into agreements 
to distribute and seivice bar-code and auto-identification technologies 
manufactured by three U.S. companies. 
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DOE has canceled several NCI projects that were intended to create jobs 
for weapons scientists for a variety of reasons. According to DOE, many 
projects were designed to “jump-start” the program with the expectation 
that not all would evolve into l^e-scale jobs creation projects. 
Furthermore, several of these projects were subsequently determined to 
not be viable, have run into difficulties, and have either been canceled or 
stalled. For example, the program funded one project in Zheleznogorek to 
expand the capacity for recycling huninescent tubes that contain mercury. 
DOE allocated $250,000 to this project but spent only $2,000. The national 
laboratory official responsible for overseeir^ the project said that 
MINATOM was not willing to bring the recycling technology out of the 
restricted part of the city. Because access restrictions prevented DOE 
from working to expand the recyclir^ capacity within the secure area of 
the institute, the Department canceled the project. 

DOE fimded another project to determine the viability of producing canola 
oil in the Zheleznogorsk region. The oil can be used for cooking mid 
animal feed and can be used industrially to make lubricmits, fuels, and 
soaps. Initial work under the project would have been to determine 
whether or not the crop could be successftilly grown in the area. 

According to the national laboratory official r^ponsible for overseeing the 
project., DOE and officials from the weapons institute in Zheleznogorsk 
were interested in the idea, but the city’s mayor was not The national 
laboratory official told us that the mayor was more interested in 
promoting the production of barley for livestock that could also be used to 
make beer and vodka to bring in tax revenues for the city. The national 
laboratory official was denied access to the city when she tried to promote 
the project DOE allocated $302,000 to the project and spent about 
$1 14,000 before canceling it. 

Other NCI projects have been canceled or delayed due to a lack of Russian 
support and cooperation. For example, in the case of one approved 
project, Russian officials liave not provided DOE with business and 
marketing plans and other financial infonnation, churning that the 
information is proprietary or includes ti-ade secrets. According to DOE 
officials, NCI projects would more likely succeed if Russia demonsti'ated 
its support by contributing fimds to the projects. 

The most successful commerci^ effort we observed in the nuclear cities 
involved a mqjor U.S. computer company that employs former weapons 
scientists in Sai’ov. This effort, which began about 7 years ago, has been 
imdertaken without U.S. goveinment assistance and now employs about 
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100 scientists. This comnierci^ venture is discussed in more detail in 
appendix IV. 

NCI PrOgr^tl Faces in addition to the lack of Russian support for some projects, there are 

Numerous Impediments to numerous other reasons for the limited initial success of the NCI program. 

Success These include poor economic conditions in Russia, the remote location 

and restricted status of the nuclear cities, the lack of an entrepreneurial 
culture among weapons scientists, and the inadequacy of the NCI 
program’s project selection process. As we reported in November 2000, 
Internationa aid efforts have had difficulty in promoting economic growth 
in Russia. The coimtry appears to be a long way from having a 
competitive market econon^, and iis transition over the past decade has 
been more difficult than expected."' DOE faces even greater problems in 
trying to promote economic development in the nuclear cities. The cities 
are geographically and econonucally remote. Although the cities have a 
skilled and well-educ£U:ed workforce, those residents have depended upon 
government support for their livelihood and do not generally have 
experience in business or enti'epreneurial ventures. 

According to DOE and industry officials, access to tire nuclear cities has 
been a major impediment. The Russian govermnent requires that all 
visitors apply for an access permit at least 45 days before arriving but does 
not always grant those requests. DOE provided us with a list of 25 
instances since 1999 in which the Ru^ian govermnent denied requests 
from DOE headquarters staff, national laboratory staff, U.S. embassy 
personnel, and Members of Congress for acce^ to one or more of the 
three cities. (See ^p. V for more detail.) Complications over a request for 
access even led to the cancellation of a scheduled Joint Steering 
Committee meeting in November 2000, which tire NCI progrmn director 
considered a m^or setback to the program. A MINATOM official told us 
that the acc^ problem is greatly exaggerated, further noting that 
“hundreds” of officials have visited Russia on behalf of the NCI program. 
The MINATOM official also told us that access would be even better as 
more NCI funds reach the nucleai- cities. 

Notwithstanding liie views of MINATOM officials, industry officials told us 
tiral the difficulties in obtaining access were a detriment to doii^ business 
in the nuclear cities. Several industry representatives told us that the 


See FowignAfisintamv: IntemolioTial E^mfs to Aid Ruasia 's Tmris^ition Hm>e Had 
Mixed Reanlts ((jAO- 0 1-8, Nov. 1, 2000). 
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45-day waitir^ period would cause serious problems for their commercial 
ventures in the cities. The EBRD officii responsible for managlr^ the 
loan programs also told us that access problems are impedirnent to 
doing busaness. Because of access problems, EBRD consultants have had 
to bring people outside of the cities for training. The official also told us 
that difficulties with access would make it harder to oversee the loans. 

NCI’s Projects Were Not The success of NCI projects has also been limited by the program’s failure 

Adequately Screened to rigorously screen projects before approving them. In May 1999, DOE 

issued a program plan that included a project selection and approval 
process. NCI program staff were to screen project propo.sals to determine 
their suitability with respect to the program's objectives by using a list of 
criteria developed by the Joint Steering Committee. The criteria included 
such factors as the number, cost, and sustainability of created jobs, the 
involvement of industry, and whether the project could enhance Russian 
weapons technology. The process then c^ed for proposals to be 
reviewed by (1) one or more of three types of working groups;" (2) a 
technical committee comprising government and nongovernment officials; 
aitd (3) other U.S. government agencies and offices within DOE with an 
interest in aid to Russia. 

DOE and national laboratory officials have told us, however, that the 
implementation of the project approval process to date has been 
inconsistent and “ad-hoc." DOE officials told us that the program did not 
have documentation to show how approved prqjects had moved through 
the review process. According to the NCI program director, projects were 
approved for funding without a comprehensive review process in order to 
implement the program quickly and engage the Ruslans. In addition, 
although projects are reviewed by DOE and MINATOM through tlie 
workings of the Joint Steering C-ommittee, MINATOM officials have not 
supported several of the nwyor NCI projects, including the EBRD small 
business loan programs and the community development projects because 
they did not directly lead to sustainable jobs for weapons scientists. 
According to DOE officials, DOE and MINATOM have differing views 
about what the NCI program should be funding. MINATOM believes that 
only projects that lead directly to jobs creation should be funded while 


DOE eiwiaoned three types of working groups: citj’ working groups that focus on 
activities paiticularto indwiilual cities, functional working groups that focus on functioirai 
areas (such tis business training) relevant to more than one of the cities, aiid task groups 
that concentrate on prqiects. 
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DOE has asserted that many different activities~in addition lo jobs 
creation — need to be addressed as part of the program. 

In the National Defense Authorization Act for Fiscal Year 2001, the 
Cor^ress directed that DOE establish and implement project review 
procedures for the NCI program before DOE would be allowed to obligate 
or expend all of its fiscal year 2001 appropriation. The act specified that 
the procedures shall ensure that any scientific, technical, or commercial 
NCI project (1) will not enhance Russia’s military or weapons of mass 
destruction cs^abilities; (2) will not result in the inadvertent transfer or 
utilization of products or activities imder such prcyect for military 
purposes; (3) will be commercially viable within 3 years; and (4) will be 
carried out in coii||unction with an appropriate commercial, industrial, or 
nonprofit entity as partner. In response, in January 2001, DOE issued new 
giudance for the NQ program that includes ntore detail on the project 
selection and approval process. For example, the guidelines spell out the 
process by which DOE will review projects — internally and with 
interagency assistance— for any military application. The review process 
is also supposed to confirm that scientific, technical, and commercial 
projects will have a partner and that they are conunercially viable. It is too 
early to tell how closely DOE wiU adhere to this project-^proval process. 
In addition, the new guidance stales that DOE wifi give preference, to the 
extent possible, to those projects with the strongest prospects for eai-ly 
commercial viability and those in which start-up costs are shared with 
other U.S. govermnent agencies, Russian partners, and/or private entities. 

Duplication HhS Occurred The Nuclear Cities Initndive and the IPP program share a common 
in the Operation of DOE’s underlying goal — to employ Russia’s weapons scientists in nonmilitmy 

Two Programs in Russia’s Unlike the IPP progi-am, NCI has a community development 

Nuclear Cities component that is desired to create conditions necessary for attracting 

investment in the nucleai* cities. The operation of these two similar 
progranis in Russia’s nuclear cities has led to some duplication of effort, 
such as two sets of project review procedures and several similar types of 
projects. 

Both the IPP program and NCI operate in and provide funds to Russia’s 
nuclear cities. Since 1994, DOE has spent over $13 million on about 100 
IPP projects in five nuclear cities, including the three nuclear cities 
participating in the NCI progi-am — Sarov, Snezhinsk, and Zheleznogorsk. 
According to IPFs Deputy Director, several of the projects have fimded 
the development of promising technologies, such as prosthetic devices 
and medical implants, nuclear waste clean up technology, and portable 
monitoring devices to detect nuclear material. He told us that these 
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prey eels might be commercialized in the next few years. One U.S. national 
laboratory official told ns th^ there was not a clear distinction between 
the two programs, and other laboratory officials noted that some projects 
have been proposed for funding under both programs, shifted ftom one 
program to miother, or have received flmding from both programs. For 
example, in the case of the kidney dialysis equipment project, NCI has 
funded infrastructure improvements, and IPP has funded a small planning 
effort and also plans to fund some activities related to the manufacture of 
disposable products. 

Both the NCI and IPP programs reside within DOE’s Office of Defense 
Nuclear Nonproliferation, National Nuclear Security Administration. In 
addition, the programs have acijoining offices and share staff to perform 
budget, travel, and secretarial fimctions. The Directors of the NCI and IPP 
program told us that, in their opinion, there was nothing wrong with some 
overlap in projects or in .sharing administrative fimctions. The IPP 
program director told us that although he did not believe that the two 
programs were duplicsfttve, there is potential for duplication to occur 
because both have a common approach for creating jobs in the nuclear 
cities. 

Some of the failures of the NCI commercial development projects nu^ 
have been aveaded if DOE had a common project approval process and 
had incorporated some of ffie elements of the IPP project selection 
process from the outset of the program. In 1999, we recommended that 
DOE eliminate those IPP projects that did not have conunercial potential. 
Subsequently, DOE implemented our recommendation and strengthened 
its project selection process. IPP requires that all proposed projects have 
an industry partner to help ensui e the commercial viability of each 
project. The IPP program has also relied on the U.S. Industry Coalition’- to 
help evaluate and develop commercial projects. In contrast, the NCI 
program has not established a similar relationship with the Coalition or 
any other industiy group nor has it required an industry partner for its 
projects. On Mardi 21, 2001, DOE solicited the Coalition’s support in 
disseminating information among its members about the Nuclear Cities 
Initiative. 


"'I'he U.S. IndusOy CoaUtuMi, ln<L, is a nonprofit as-sociation ofTJ.S. companies and 
universities dedicated to the imnproliferation of weajions of mass destruction through the 
commei-dalizatian of technologies for peaceful puri)oses. The council receives funding 
from DOE to carry out Its responsibilities with respect to tlie IFF program. 
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Most of NCI’s initial commercial development projects would not likely 
have been approved under the IPP program’s more rigorous approval 
process. This is because unlike the IPP program, the NCI program did not 
require that projects have industry partners or demonstrate commercial 
viability imtil January 2001, when program guidance on the subject was 
issued. In addition, the program has only recently begun to develop a 
more systematic process, as IPP has, for obtaining the views of business or 
industry experts on the commercial viability of projects. According to the 
Deputy Director of the NCI program, DOE is now developing a contract 
with a consulting firm that will review proposed projects for commercial 
viability. 

In addition, the NCI program has recently adopted practices established 
imder the IPP progiam regarding the funding of projects. In January 2001, 
the NCI progrjun required that 65 percent of all project fimds be spent in 
Russia. The guidance is similar to a congressional restriction on the IPP 
program, which mandates that no more than 35 percent of IPP funds may 
be obligated or spent by the national laboratories to cany out or provide 
oversight of any progrmn activities. Moreover, the IPP program has 
allocated ftinds to the national laboratories accompanied by approval 
letter’s that specify the exact amount of fimding to be allocated (and spent) 
at the laboratories and in Russia, A similar approval letter procedure has 
only recently been adopted for the NCI program. 

Although the programs have many similarities, the level of access to the 
nuclear cities granted to DOE officiate is strikingly different, depending on 
which program they are i-epresenting. For example, officials of the 
miclear city of Snezhinsk do not allow DOE and national laboratory 
officials access to the restricted weapons institutes under NCI. This 
restriction has impeded the implementation of a few NCI projects. For 
example, a U.S. national laboratoiy official told us that he was not granted 
access to visit a weapons institute in Snezhinsk to observe the equipment 
being considered for use in an NCI project related to the development of 
fiber optics. As a result, this project h^ been canceled. However, the 
same U.S. official was allowed access to observe this same equipment 
2 yeai s earlier when he visited the site under an IPP-sponsored visit. 
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European Nuclear 
Cities Initiative 
Focuses on 
Employing Scientists 
in Russia’s Nuclear 
Cities 


The European Nuclear Initiative, a proposed program that is being 
supported by the Italic Ministry of Foreign Affairs, is designed to create 
jobs in Russia’s nuclear cities. This proposal is expected to be snialier in 
scope than DOE’s NCI, but officials re^nsible for the effort told us that 
ENCI should complement and support the U.S. program. We foimd some 
significant differences between the two programs. For example, ENCI is 
expected to (1) target older weapons scientists who are considered to 
pose a greater proliferation risk than younger scientists who could be 
more easily assimilated into the Russian economy; (2) start in two nuclear 
cities; and (3) emphasize environmental and eneigy-effidency projects. 
Furthermore, officials responsible for ENCI told us that it will not 
emphasize establishing sustainable commercial ventures in the cities. 
Instead, ENCI proposes to fimd projecte that utilize Russian we^ons 
scientists’ skills to help develop environmental and energy-related 
technologies that can be used by European compmiies. 


The ENCI proposal is expected to complement DOE’s program. It has 
been developed and promoted primaiil^ by an Italian nongovernmental 
organization known as the Landau Network-Centro Volta^" and by the 
Italian National Agency for New Teclmology, Energy and Enviromnent. It 
has received support from the Italian Ministry of Foreign Affairs. 
Accoi-ding to a Landau Network-Centro Volta official, ENCI shares the 
same basic nonproliferation objectives as DOE’s program but will be 
significantly smaller in scope and size. Furthermore, the Eui-opean 
proposal has developed an overall approach and set of proposed activities 
that differ from the DOE program in several ways. For example, ENCI 
plans to focus on environmental cleanup and energy-efficiency technology 
projects that Landau officials believe tap into the strengths of the weapons 
scientists in tlte two nuclear cities. Italian officials do not believe that the 
cities possess sufficient commercial potential to develop sustainable 
business enterprises in the foreseeable future. As a result, they believe 
that it makes more sense to develop projects that employ nuclear city 
weapons scientists as contractor to provide technical assistance to help 
solve environmental and energy problems in Europe. They also believe 
that over time, it might be possible to attract Western business partners to 
enter into commercial relationships with the city if the initial projects 
prove successful. 


The Landau Network-Centro Voita seeks to promote scientific cooperation with 
institutions and researchers fi-oin the fonner Soviet Union, Eastern Europe, and Asia. 
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Program Funding Levels According to officials from Italy and the European Commission,'* ENCI 

Are Uncertain win start in two cities— Sarov and Snezlunsk. However, funding for ENCI 

is uncertain. Italian officials estimated that $50 million will be needed to 
implement the program over the next 5 years from various donors, 
including individual countries as well as the Eun^an Commission. An 
Italian Ministry of Foreign Affairs offidai told us that Italy is considering 
funding one project in 2001 at a cost of between $600,000 and $800,000. 

A European Commission offidai told us that funding levels would 
probably be modest because some member states do not perceive that 
unemployed Kussian wesqions scientists pose a serious proliferation 
threat He noted that many European countries were more concerned 
about the threat posed by nuclear materials in Russia and are more 
inclined to fund progiains that would ensui'e greater accountability and 
control over these nraterials. Furthermore, this offidai said tliat member 
states of the European Commission want more details about the ENCI 
proposal before they are willing to niake a decision about funding for the 
program, 

In December 2000, tlie Italian Ministry of Foreign Affairs— in collaboration 
with the Landau Network-Centro Volta and the Italian National Agency for 
New Technology, Energy and the Enviromnent' — prepared a list of 34 
projects proposed by representatives from Sarov and Snezhinsk. These 
projects are focused on innovative technologies and energy and 
environmental issues. Some of these proposed projects are designed to 

• develop environmental centers in Sarov and Snezhinsk, 

• develop renewable energy sources, 

• investigate advanced technological components for fuel cells, and 

• create energy-effidency centers in Sarov and Snezhinsk, 

The projects are expected to last from 1 to 3 years with costs ranging from 
about $69,000 to over $1.8 million. Each proposed project assumes that 
Russia wiD fund part of the prcyect. Job creation estimates are included in 
each project proposal and range from 20 to 50 per project. These projects 
will be submitted to European Conmiission members for review and are 
expected to be discussed at an April 2001 ENCI working group meeting. 


“ The European Comnus^cm is an oi^anizafion that, among other things, manages foreign 
assistance programs for its 16 ineiiiber states. 
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It^an oMcdais told us th^ they hope that the Commission would provide 
funding for some of these projects after the meeting takes place. 

DOE and Russian Officials doe officials believe that ENCI will support the goals of the Nuclear Cities 

Express Support for ENCI initiative, doe’s NCI program director said that it is important to increase 
other countries’ participation in this effort and beUeves that both 
programs can work together in the nuclear cities. Although the director 
noted that the programs have different strategies for creatingjobs for 
weapons scientists, he believes that both are complementary. 

The U.S. government and the European Commission have started to 
coordinate their assistance efforts in the nuclear cities. In June 2000, the 
State Department and DOE joinUy sent a letter to the Commission 
encouraging initiatives that (i) complement efforts to promote nuclear 
nonproliferation, (2) help downsize Russia's nuclear weapons complex, 
and (3) enhance scientific and technical cooperation with .scientists in the 
closed nuclear cities. The Departments noted that in December 1999, 
several U.S. goverranent representatives participated in an international 
forum to discuss ENCI. EiNCl was viewed as potentiaDy augmenting 
ongoing U.S. and c^er international activities, including the Initiatives for 
Proliferation Prevention pitogram and the International Science and 
Technology Center’s activities focused on the nuclear cities. 

MINATOM officials told us they would welcome assistance through ENCI. 
They stated that the effort to employ weapons scientists in the nuclear 
cities is a great challenge and b€lie\'e that ENCI can contribute to 
accelerating the pace of Russia’s downsizing effort. In a July 2000 letter 
addressed to the European Cormnission, MINATOM’s firat deputy minister 
stated that Russia supports the efforts of the Commission to help find jobs 
for weapons scientists. He noted that Russia was ready to begin taking 
steps to pave the way so that ENCI could begin working in the nuclear 
cities. 


Conclusions doe’s effort to help Russia create sustainable commerci?d Jobs for its 

weapor^ scientists and help downsize its nuclear weapons complex is 
clearly in our national security interests. It also poses a daimting 
challenge. The nuclear cities ai'e geographically and economically 
isolated, access is restricted for secmlty reasons, and weapons scientists 
ai’e not accustomed to working for commercial businesses. Thus, Western 
businesses are reluctant to invest in the nuclem- cities. However, the 
successful collaboratifm of a m^or U.S, computer firm in the Russian 
nuclear city of Smov, without U.S. government assistance, is an example 
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of what can be accomplished over time if the sWDs of Russia’s weapons 
scientists are properly matched with the needs of business. 

Although DOE has had some modest successes with helping Russia create 
jobs for its weapons scientists and downsize its nuclear weapons complex, 
we believe that DOE needs to rethink its strategy, A disproportionate 
percentage of program funds is being spent in the United States— about 
70 percent— most of which are going to the U.S. national laboratories 
instead of to Russia. This is also a major irritant to Russian officials who 
told us that if DOE is serious about creating jobs in the nuclear cities, a 
larger percentage of program fimds should be spent in Russia. A 
conference report on DOE’s fiscal year 2001 appropriations has directed 
that no more than 49 percent of Nuclear Cities Initiative funds be spent in 
the United States and DOE has incorporated this goal into its program 
guidance. DOE will have to more effectively monitor and control program 
spending to meet this goal. We are encouraged that one U.S. national 
laboratory has negotiated lower overhead rates in order to put more 
resources in Russia and that DOE has taken steps, as a result of our- 
review', to systematically track U.S. and Russian program expenditures. 
However, DOE has not developed the quantifiable program goals and 
milestones that aie needed to track progress and make decisions about 
future program expansion to other nuclear cities and the level of resomces 
needed to continue the progran^. 


About one-half of the NCI projects are not designed to create businesses 
or lead to sustainable employment but rather focus on infrasti'uctitre, 
communis development, and other activities. In our view, DOE needs to 
concentrate its limited program funding on those activities that will most 
realistically lead to sustainable employment for weapons scientists. 
Attempting to change the social fabric of the nuclear cities through 
coinnmnity development projects, thereby making the cities more 
attiactive to potential investors, may not be a realistic or affordable goal. 
Furthermore, industry representatives told us tliat the outcome of these 
types of projects would have little impact on a company’s decision to 
invest in the nuclear cities. Indeed, MINATOM and weapons institute 
officials fi'om Saiov have questioned the value of community development 
projects because they do not create sustainable jobs in the nucleai- cities. 

While we believe that the above changes are necessary to improve the 
implementation of NCI, in our view, a moie fundamentsd question needs to 
be addr^sed by DOE. Does the Department need two separate programs 
operating in Russia’s nucleai’ cities with the same underlying goals micl, in 
some cases, the same types of projects? The IPP progi-ara and NCI share a 
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common goal — the CTnploymenl of Russian weapons scientists in 
altemadve, nonmilitaiy scientific or commercial activities. Combining the 
two programs could alleviate many of the concerns we have with the 
implementation of NCL For example, the IPP program already has 
established limhs on the mnoimt of funds to be spent in the United States 
and Russia as well as a lengthened project review and selection process 
that focuses on the commercialization of projects and Jobs creation. 
Furthermore, efficiencies might be gained by combining the administrative 
structures of both programs, particulariy given that the overhead rates at 
most national laboratories are relatively high. While we are encouraged 
that DOE has already taken some steps to reduce laboratoiy costs, there 
m^ be additional oj^rtunities for cost savings in this area. Ultimately, 
the success of DOE's efforts to create jobs for Russia’s weapons scientists 
depends on industry’s willingness to invest in the nuclear cities and 
elsewhere throughout Russia We believe that there is a limit to what U.S. 
government assistance can do in this regard. It is instructive to note that 
the proposed ENCI limits and targets its assistance because of the 
difficulty involved in creating sustainable commercial businesses in the 
nuclear cities. We also believe that this is an appropriate time for the 
Department to take a closer look at the opemtions of both Its programs 
and detenniiie how they could work more efficiently and effectively as 
part of a more consolidated effort. This determination should include an 
analysis of what c^ianges in both programs’ authorizing legislation would 
be required. 


R6COrniTl6nda.tioriS for recommend that the Administrator, National Nuclear Security 
T-1 j.* A .c- Adniinistrmion, improve efforts targeted at the nuclear cities by 

Executive Action 

• evaluating all of the ongoing NCI projects, particularly those that focus on 
community development activities, and eliminate thc^e that do not 
support doe’s stated objectives of creating jobs in the nuclear cities and 
downsizing the Russian nuclear weapons complex; 

• establishing quantifiable goals and milestones for jobs creation and 
downsizing the weapcms complex that will more clear ly gauge progress in 
the nuclear' cities and use this information to help assess future program 
expansion plans and potential costs; and 

• strengthening efforts to reduce national laboratories’ costs to implement 
the progranr in an effort to place more NCI hinds in Russia. 

In addition, the Nuclear Cities Initiatiw and the Initiatives for Proliferation 
Prevention program share a common goal and, in many are 
implementing similar types of projects. In order to maximize limited 
program resources, we also reconunend that the Administrator 
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determine wither the two programs should be consolidated into one 
effort — including a determination of what ch^ges in authorizing 
legislation would be necessary — with a view toward achieving potential 
cost savings and other programmatic and administrative efficiencies. 


We provided the Department of Energy with copies of a draft of this report 
for review and comment DOE’s written comments are presented in 
^pendix Vn. DOE concurred with our recommendations and provided 
technical comments that were incorporated in the report as appropriate. 
DOE provided additional comments on the followii^ issues: (1) job 
creation and complex downsizing, (2) econontic diversification, (3) the 
similarities betw'een NCI and the IPP program, and (4) program metrics 
and project re\dew. 

DOE noted th£d: our report focused on job creation as the primary measure 
of NCI success or as the metric for individual activities. In DOE's view, 
this reflects an inadequate appreciation of the goals of the program. The 
program’s goal is not simply funding the employment of weapons 
scientists but also downsizing Russia’s weapons complex through 
economic diversification. The outcome of this approach, DOE contends, 
is sustainable alternative nemwe^ons jobs that ultimately move scientists 
out of the we^ns facilities. We recognize that Congress has identified 
the objectives of the NCI program as being both job creation and 
downsizing Russia’s nuclear weapons complex. Although this repoit 
focuses more on Jc^ creation, we have identified, whei'e ^pi-opriate, the 
downsizing of Russia’s weapons complex as another objective of the 
program We have focused on the job creation objective for a number of 
reasons. First, it is highlighted in the government-to-govei*mnent 
agreement between the United States and Russia which states that the 
purpose of the NCI program is to create a framework for coopei’ation in 
facilitating civilian production that will provide new Jobs for displaced 
workers in the nuclear cities. Second, the Russian officials we met with 
told us that they are Jud^g the NCT program by one standard—the 
creation of sustainable Jobs. ’These Russian officials have criticized 
community development projects because these projects do not lead 
directly to enq>loyment opportunities or provide sustainable jobs for 
weapons scientists. In addition, the industry representatives we talked to 
said that the outcomes of the community development projects would 
have little impact on their company’s decision to invest in the nucleai’ 
cities. We continue to believe that DOE needs to concentrate its limited 
program funding on iiic^ projects that will most realistically lead to 
sustainable employment for weapons scientists. 
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Regarding economic diversification, DOE stated that MINATOM wouid 
prefer that funding be provided directly for m^or projects through a top 
down approach that reflects central planning. According to DOE, 
successful economic diversification efforts in the United States have 
occurred based on active partnerships among government, industry, and 
the community, which support entrepreneurship and “growth from 
below”— a goal endorsed by the NCI program. In our view, DOE’s premise 
that economic diversification approaches in Russia can be modeled after 
U.S. experiences m^ be misleading. The economies and sodal and 
political structures of the two countries are not comparable. As we noted 
in our report (1) international aid efforts have had difficulty promoting 
economic growth in Russia, (2) the country appears to be a long way from 
having a competitive market econonty, and (3) Russia’s transition 
experience over the past decade has been more difficult than expected. 
Regardless of the approach that is taken to stimulate economic 
development in the nuclear cities, we continue to believe that DOE faces a 
daunting chaUenge in meeting the ambitious goals of the NCI program. We 
also continue to question, as we did in our 1990 report, whether DOE 
possesses the expertise needed to develop market-based economies in a 
formerly closed society. 

DOE also noted that our discussion of duplication between NCI and IPP 
reflects an incomplete undeistanding of the differing, but complementary, 
goals of the progr am. DOE noted that IPP is an older progr am that 
focrises on the commercialization of technology inside the weapons 
institutes of the mrclear cities, while NCI focrrses orrly in the municipal 
areas of the nuclear cities. In DOE’s view, it is not surprising that program 
managers at the national laboratories might seek funding for the same 
proposed activity ft om NCI and IPP. Accordirrg to DOE, scientists ail over 
the world try to maxrntize their chances of receiving grants by applying to 
multiple sources, and sirch activity does not make NCI and IPP duplicative 
or autorrratic candidates for administrative corrsolidation. While we 
recognize that differences exist in the implementation of both programs, 
both programs share a cormnon underlying goal— the employment of 
Rrissian weapons scientists in sustainable, alternative, nonmilitaiy 
scientific or commercial activities. Therefore, we continue to question 
whether DOE needs two separate programs with two sets of similar 
project review procedures funding numerous similai- types of projects in 
the nuclear cities. As noted in the report, we found that some NCI projects 
have (1) been proposed for funding under both programs, (2) shifted from 
one pro^am to another, or (3) received funding from both programs. 
Combining the two programs could also alleviate many of the concerns we 
have with NCI’s implementation such as strengthening the project. 
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selection and review process. Furthermore, we continue to believe that 
efficiencies mi^t be gained by combining both programs. 

Finally, DOE noted that the Nuclear Cities Initiative is less than 2-1/2 years 
old and that project review processes and program metrics need time to 
mature and be fully implemented. DOE stated that new project review 
procedures have been instituted to ensure effective coordination and that 
the program’s performance is being measured. While we recognize in the 
report that new procedures have recently been put into place, it is unclear 
to us why it took DOE over 2 years to develop and implement these 
procedures when similar procedures already existed imder the IPP 
program. As noted in the report, some of the failures of the NCI 
commercial development projects might have been avoided if DOE had a 
common project approval process and had incoiporated some of the 
elements of the IPP project selection process from the outset of the 
program. Concerning NCI’s program metric, we recognize in the report 
that DOE has perform^ce measures, but we continue to believe that these 
measure® require greater specificity. For example, without specific 
targets, such as the number of scientists that DOE plans to help find jobs 
for, it is difficult to determine whether the program is on track to meets its 
long-term objectives. DOE has concun ed with our recommendation to 
establish quantifiable milestones that will more clearly gauge the NCI 
program’s progress in the nuclear cities. 


To determine the amoimt of NCI program ftmds spent in the United States 
and Russia, we obtained datafi om DOE’s headquarters and the U.S. 
national laboratories. Our task was complicated because DOE and the 
national laboi atories were not systematically rtacklng these types of data. 
As a result, we developed, in cooperation with DOE’s Nuclear Cities 
Initiative budget officer, a standardized format and agreed-upon 
definitions for capturing this information for each laboratoiy by various 
cost components, such as salary and benefits, overhead, and travel. The 
fonnat also was used to help identify program expenditures in the United 
States and Russia. We reviewed the data submissions from the 
laboratories to ensure that the program expenditures were grouped by the 
appropriate expenditure categories. We had numerous discussions with 
DOE and severe national laboratories’ financial officers to ensure that the 
data were consistent and confonned with agreed-upon definitions of what 
comprised U.S. and Russian co^s. In cooperation with the NCI progi'am 
office, we reviewed all of the cost data submitted by the national 
laboratories to ensure that expenditures were consistently categorized. In 
several instances, we worked directly with national laboratory program 


Pa«e3» 


GAO-01-425) Nuclear Nniiproliferatiou 




112 


and finance oEficials to clarify and/or supplement cost data they had 
provided us with. 


To assess the NCI-projects and their impact, we reviewed all of the 
projects that had been implemented by DOE. We developed a list of 
prctjects from information provided by DOE and the U.S. national 
laboratories. We made some judgments in order to arrive at a final list of 
projects to review. For example, we excluded activities involving the 
development of strategic plans, workshops, and other support activities 
because, while these efforts support the program, we did not consider 
them to be projects in Iheir own right. In addition, we decided to consider 
ail of the community development activities as one project because those 
activities involved relatively small expenditures of funds. The NCI 
progrant staff concurred with these and other judgments we made about 
the projects. (See ^p. VI fora list of projects reviewed.) 

To assess the impact of the NCI projects, we used, whenever possible, the 
infonnation contained in DOE’s NCI database to determine the extent to 
which each project focused on critical nonproliferation oiijectives, such as 
the number of weapons scientists engaged In the project and its potential 
commercialization benefits. However, we found that the database did not 
always contain current information. We also met or spoke with the 
principal investigator for each project or a repiesentative who was 
familiar with the project. We discussed how projects were meeting these 
objectives and what role the investigator played in meeting these 
objectives. We met or spoke with officials from the following national 
laboratories to discuss NO projects: Argonne National Laboratoiy, Oak 
Ridge National Laboratory, Pacific Northwest National Laboratory, Sandia 
National Laboratory, Lawrence Livermore National Laboratory, Los 
Alamos National Laboratory, National Energy Technology Laboratory, 
Westinghouse Savannah River Company, and the Kansas City Plant. We 
also met with representatives from DOE to discuss those projects that 
were being managed by DOE’s headquaiters. During the course of our 
work, we also met with or had discussions with officials from the 
Department of Commerce, the Department of State, the U.S. Agency for 
Iiiternational Development, the U.S. Industry Coalition, Inc., the U.S. 
Civilian Research and Development Foundation, and the European Bank 
for Reconstruction and Development. 

In several instances, we contacted industry officials to follow up on the 
status of commercialization acthities and obtahi their views about trying 
to start businesses in the nuclear cities. For example, we discussed 
selected projects and related conmiercial activities with officials from 
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ADAPCO, Fresenius Medical Care, Credit Suisse First Boston (Europe), 
Motorola, Oracle, Intel Corporation, and Delphi Automotive Systems. We 
toured the All-Russian Scientific Research Institute of Experimental 
Physics (VNHEF) Software Technology Laboratory in Sarov, which is the 
company that a Western firm contracts with for software development. 

We visited Russia in September 2000 to meet with MINATOM officials in 
Moscow, including the first deputy minister. We traveled to Sarov to meet 
with representatives from VNUEP and Avangard, the weapons assembly 
facihty that is located in Sarov. During our visit to Sarov, we asked to visit 
the Avangard facility, but our request was denied. While in Sarov, we 
visited the Open Computing Center and met with numerous weapons 
scientists who were working there. We also visited the Analytical Center 
for Nonproliferation (one of the projects) and VNREF Conversla, the 
organization that seeks to develop commercial ventures in the city. We 
also met with the deputy mayor of Sarov to learn more about the 
economic and social conditions in that city. We also met with 
representatives from the nuclear city of Snezhinsk dining oui- visit to 
Moscow. 

To obto infoimation about the status of the European Nuclear Cities 
Initiative, we visited Rome, Italy, and Brussels, Belgimn, in January 2001. 
While in Rome, we met with officials from Italy’s Ministry of Foreign 
Affairs, the Landau Network-Centro Volta, and the Italian National Agency 
for New Technology, Energy and the Envlromnent. In Brussels, we met 
with representatives from the European Commission’s Security Policy and 
External Relations Directorate. We conducted oui’ work from August 2000 
through April 2001 in accordance with generally accepted government 
auditing standards. 

As agieed with your offices, unless you publicly announce its contents 
earlier, we plan no fiuther distribution of this report until 30 days after the 
date of this letter. At that time, we will send copies of tliis report to the 
Honorable Spencer Abraham, Secretary of Energy; John A Gordon, 
Administrator, National Nuclear Seciuity Administration, the Honorable 
Mitchell E. Daniels, Director, Office of Management and Budget; and 
interested congressional committees. We will make copies available to 
others upon request. 


Pages? 


GAO-01-43& Nuclear Nonproliferatloi 



114 


If you have any Questions concerning this report, I can be reached at 
(202) S12-3841. Miyor contributors to this report include Gene Aloise, 
Boss Campbell, Glen Levis, and Joseph 0. McBride. 

5 


(Ms.) Gary Jones 
Director, Natural Resources 
and Environment 
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Appendix I: Role of Russia’s Nuclear Cities in 
Weapons Design and Development 


This appendix provides information on Russia’s nuclei- cities and their 
role in developing nuclear weapons. 


Table 1: Role of Russia’s Nuclear Cities In Weapons Design and Development 

Name 

Nuclear role 

Sarov” 

Nuclear weapons design and assembly, plutonium storaae 

Zarechnyy 

Nuclear weapons assembly and disassembly, plutonium and highly 
enriched uranium storage 

Novouralsk 

Urwiium enrichment, highly enriched urwiium storage and blending 

Lesnoy 

Nuclear weapons assembly and disassembly, plutonium storage 

Ozersk 

Mayak Fuel Storage Site: fuel fabrication, mixed oxide fuel, plutonium 
production reactors, reprocessing, waste management 

Snezhinsk 

Nuclear weapons design, plutonium and highly enriched uranium 
storaae 

Trekhgornyy 

Nuclear weapons assemWy and disassembiy, plutonium and highly 
enriched uranium storaae 

Seversk 

Uranium enrichment and reprocessing, plutonium production reactors, 
waste management 

Zheleznogorsk 

Reprocessing, plutonium production reactors, waste management 

Zelenoflorsk 

Fuel fabrication (military), uranium enrichment 


"Avangafd. a weapons asaembly and disassembly facility, is located in Sarov. 


Source; Department of Energy, 
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Appendix II: NCI’s Cumulative Expenditures 
as of December 2000 


This appendix presents detailed information about the cumulative costs 
incurred, as of December 2000, by the national laboratories and the 
Department of Enei^s headquarters, to implement the Nuclear Cities 
Initiative program. 

Table 2: NCi's Cutnulatlve Expenditures by OOE and National Laboratories as of December 2000 

~ Material 

purchased 

In the Material 


Oraanizations 

Labor* 

Travel* 

United 

States* 

purchased 
for Russia* 

Other 

costs* 

Overhead* 

Total 

Percentage 

ANL 

$107,409 

$19,031 

$23,461 

$0 

$81 

$40,716 

$192,698 


BNL 

40.000 

9.500 

1.700 

0 

14.500 

46.200 

111.900 


KCP 

7.323 

11.595 

19.145 

0 

0 

30,215 

68,278 


LANL 

560.756 

246.160 

52.298 

1.794.965 

69.545 

599.367 



LLNL 

1.273.729 

446.027 

34.811 

646.117 

231.721 

2.023.487 

4.707.892 


NETL 

0 

27.660 

285.680 




313.360 


ORNL 


223.900 

21.200 


0 




PNNL 





14.200 




SNL 

WSRC 




0 

171,747 

68.900 

22.250 

327.100 
79 061 

872.700 

6 

DOE HQ 

Total 

0 

$3,617,312 




■nntra 

KiKUKUai 

1. 462.018 

$15,966,086 

9 

98" 


Legend: 


ANL = Argorme NrtionaJ Labwalory 

BNL = Brookhaven Nsbonal Laboratory 

DOE HQ * Depaitnem o( Energy^ headquartare 
KCP « Kansas City Rant 

LANL = Los Alamos Nation^ L^Mralory 

LLNL = Lawrence Ltvormore National Laboratory 
NET! = National Energy Tectmology Laboratory 
ORNL = Oak Ridge National Laboratory 
PNNL = Pacific Northwest NaHon«^ Laboratory 

SNL = Sm^ia National Laboratories 

WSRC = Westinghouse Savannah River Company 

Note; This latte provides informatk)n on total expenditures associated with the NCI program through 
December 31, 2000. TNstaUe breaks out costs differently than figures 3 and 4 in the report. For 
example. Oils taWe cont^res travel costs and does not break these costs out by expenditures in 
the Urrited States or Russia. Furthermore, all overhead charges for labor, travel, contracts, and 
materials purchased are combined as one figure for each organization. 


Page 40 


GAO-OI-42S) Nuclear Nnnproliferatiou 



117 


Appendix II; NCI’s Cumolative Expenditures 
as of Deeentber 2000 


Indudes^aries. wages, fringe benefits, and pensions that are directly chargeable to the NCI 
program. DOE's headquarters employees' salaries are not charged directly to the program but are 
u^ed through DCK's Office of Nwtproliferatlon and National Security’s program direction account. 
DOE estimated that salaries and expenses f« headquarters employees, including contractao 

assigned to the NCI program tolatedSf, 245.322 forfiscal year 2000. 


‘Includes both travel and per diem costs-^oreign and domestic— (rf laboratory officials and travel of 
Rician officials to die United Stales. DOE's headquarters' travel costs are funded through DOE's 
Office of Nonprdiferation and National Security’s program direction account and totaled S106 330 in 
fiscal year 2000. 


Includes directly applicabte purchase orders, contracts (both foreign and domestic), and consulting 


” Includes the costs of certain centr^ized services, such as document translaftm, 
translat^yinterprelers, in-counliy support, videoconferences, training, publications, and the costs of 


•Includes charg^ for organizational overhead, general and administrative expenses, and service 
asse^ments. Overhead costs are also allocated for processing travel arrangements for both U S 
and Russian personnel 

‘Less than 1 percent. 


“Total does not equal 100 percent because of rounding. 
Source; QAO's presentaUon of data from DOE. 
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Appendix III: DOE’s Small Business Loan 
Program in Russia’s Nuclear Cities 


In February 2000, DOE granted $1.5 million to the European Bank for 
Reconstmction and Development (EBRD) to establish sraall-loan 
programs in the three nuclear cities. EBRD is using local branches of 
Sberbank, which is the largest commercial bank in Russia, to implement 
the loan program in the cities. As of the end of December 2000, EBRD had 
spent about $440,000 of the $1.5 mUUon. About 74 percent of those 
expenditures paid for the salaries of the EBRD employees who set up the 
loan programs and act as consultants. The remaining expenditures were 
used to train and employ 10 new loan officers hired from within the cities, 
train other potential loan officers, and cover standard operatir^ expenses, 
such as office rent, communications, and travel. 

EBRD requested NCI funds to cover the administrative costs of the loan 
programs for the first 18 months of operation. Thereafter, the expectation 
is that the programs will be self-sustaining on the basis of the proceeds 
from loan repayments. According to the EBRD represerUative r^ponsible 
for ovenseeing the loan programs, the bank is likely to request an 
extension from DOE if it has not spent the $1.5 million by the end of the 
18-month period. 

The new loan departments in the Sberbank blanches may boiTow from 
EBRD’s existing $^100 million Russian Small Business Fund. While EBRD 
has not set aside loan capital spedfic^y for the three cities, business 
owners in Sarov, Snezhinsk, and Zheleznogorsk ai-e now able to work with 
local loan officers to compete with other Russian businesses for micro 
loans (up to $80,000) and sinall loans (up to $125,000) from EBRD. 
Applicant can receive both a micro and smdl loan at the same time. 

As of the end of February 2001, EBRD l\ad issued 279 loans totaling over 
$1,080,000. Nearly dl of the loans were micro loans, and the average size 
was $3,879. EBRD reported that none of the loans were in arrears more 
than 30 days. The EBRD representative responsible for the progrmn has 
projected that the level of loan activity will increase from about 30 loans 
per month in late 2000 to 130 per month by Jime 2002. If that level of 
activity is reached, the bank estimates that it will have issued over 1,600 
loans totaling about $9 million by Jiuie 2002. The representative also told 
us in February 2001 that she expected a total of 18 loan officers to be 
employed in the cities in the near future. 

DOE does not have good infonnation on whether loan recipients were 
former weapons institute employees. Wliat the Department has learned 
about the loan recipients in Snezhinsk — which it believes is representative 
of the three cities — suggests that most of the loans have gone to small 
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Appendix ni: DOS's Small Business Loan 
Progront in Rnssia's Nuclear Citfes 


retiiil and wholesale businesses, including food and household goods 
merchants. Information supplied by EBRD for loans in Snezhinsk through 
July 2000 showed that about one-third of the recipients were former 
institute engineers, physicists, or computer specialists, including some 
who left the institute in the early 1990s. According to the EBRD 
representative, the bank does not target loans to specific types of 
businesses, nor is EBRD concerned about placing limits on who is 
employed in the businesses that receive loans. The bank is interested in 
helping to create a soimd economy in the cities that will include 
businesses that might employ spouses or children of weapons scientists 
and not just weapons sdentisU themselves. As EBRD has sufficient loan 
fimds, it does not see any reason to ration these fimds to a spedfle group 
while denying access to others, given that any economic activity in the 
cities is a benefit The representative also said that EBRD probably would 
not have gone into Sarov, Snezhinsk, or Zheleznogorsk without NCI 
support. 


A foimei NCI staff person who was responsible for overseeing the grant to 
EBRD wrote that because virtually all inhabitants of the cities are 
employees of the institutes or dependents of employees, loans to small 
retail businesses are helping to foster entrepreneurial skills antong 
Institute employees or their dependents. In addition, the loan programs 
are helping to diversify the economy of the cities. Russian officials were 
critical of the loan program. According to a Deputy Director at VNIIEP, 
there was no coordination with the institute on the dedsion for NCI to ’ 
support the loan program. He also said that the EBRD loans do not play a 
role in restructuring the VNHEF workforce. 

The First Deputy Director of MINATOM told us that in his view, the EBRD 
loan program is inefficient He noted that the loans are small and the 
interest rates high (about 38 percent). The bank loans result in a very fast 
tmnover of capital and do not result in production facilities that create 
self-sustaining enterprises, bi his view, butcher shops and flower shops 
are good, but they do not resolve the fundamental problem of promoting 
self-sufficiency for weapons scientisls. 
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Appendix IV: Successful Commercial 
Venture Established in Sarov Without U.S. 
Government Assistance 


Dm-ir^ the course of our review, we found that a nuyor U.S. computer 
company employs former weapons sciemiste in Sarov and has done so 
without U.S. government assistance. According to the company official 
responsible for the work in Sarov, in the early 1990s, a Russian-speaking 
employee of the company who was familiar with the skills available in the 
miciear citi« pursued the idea of starting an operation in Russia, A 
representative of the U.S. companymet with ofticials from Sarov and 
determined that the company could benefit by taking advantage of the 
scientists' skills in mathematics and attractive salary scale. Over the past 
7 years, the number of former weapons scientists luider conhact to the 
U.S. company has grown from less than 10 to about 100. Although the 
software operation in Sarov is partly owned by the weapons insUtute in 
that city— the All-Russian Scientific Research Institute of Experimental 
Physics— the scientists are no longer employed by the weapons institute. 
When we visited the software operation in September 2000, we were told 
that the employees work full time and that their salaries are up to three 
times what they had been paid at the weapons institute. 

The official who oversees the work in Sarov also told us that other 
technology Anns have expressed an interest in working in the closed cities 
but have not made the commitment. He said that, while his company has 
been very pleased with the productivity of Uie operation in Sarov, it is 
difficult for Western compames to work in Russia because of language 
problems, restricted access, and the lack of a relationship with the Russian 
goverrmient. For example, gaining access to Sarov on a regular basis has 
been difficult for his company, although it has become easier. He believes 
that the NCI program can help Western businesses overcome these 
obstacles by, among other things, keeping channels of communication 
open with MINATOM and nuclear city officials. At the same time, he 
suggested that the program should concentrate its effoifs on projects that 
will play to the strengths of the Russians. For example, he believes that 
projects that attempt to link the research and analytical skills of the 
scientists with the needs of Western compaities will be more likely to 
succeed than projects that attempt to start new commercial ventui’es in 
the closed cities. 
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Appendix V: Denials of Access Requests to 
Three of Russia’s Nuclear Cities 


This appendix presents information on 25 instances since 1999 in which 
the Russian government denied requests for access to nuclear cities made 
by DOE staff and others. According to DOE officials, some requests were 
denied more than once, while a significant number of requests were 
approved at a later date. 


Table 3; Denials of Access Requests to Russia's Nuclear Ciilee 


Proposed departure dates Destination 


Feb. 2001 


Feb, 2001 


Nov. 2000 


Nov. 2000 


Nov. 2000 


Ocl. 2000 


Aug. 2000 
June 2000 


June 2000 


June 2000 


June 2000 


May 2000 
Mar. 2000 


Mar, 2000 
Feb. 2000 
Feb. 2000 
Jan. 2000 


Jan. 2000 
Tiov. 1999~ 


Oct. 1999 


Oct. 1999 


Oct, 1999 


Sept. 1999 


Fail 1999 


Spring 1 999 


Sarov 


Travetef(s) 


Zheleznogorsk 


NCI and national laboratory staff 


Snezhinsk 


Sarov 


NCi and nationat laboratory staff 
Senior DOE managers 


Zheleznogorsk 


Sarov 


Net arid national laboratory staff 
U.S. Embassy official 


Sarov 


Nationat l^oratory staff 


Zheleznogorsk 


NCI aid national laboratory staff. U.S. Embassy staff, and press 
reporter 


Snezhinsk 


Sarov 


NCI and naffona) laboratory staff and a subcontractor 
National laboratotv staff" 


^eleznogofsk 


Representative of American Association for the Advancement of 

Sqenoe 


Zheleznogorsk 


Zheleznogorsk 


NCi and nationa l laboratory staff 

DOE headquarters and national laboratory staff 

r\/%e 1 •_ ,. . T — ^ — .":j 


Zheleznogorsk 


DOE hsadquartere and national laboratory atafi and membors ol the 
^eieznoqorsk Strategic Ranning Team 


Sarov 


NCI and naliotiai laboratory staff and a subcontractor 


Zheleznogorsk 


Zheleznogorsk and Snezhin sk National laboratory staff 
Zheleznogorsk •-* “ — • 


Commandgr-in-Chief ot Strategic Command. DOE senior managam 
NCI ^d national laboratory staff and a subcontractor 


Sarov 


International Devslopment Center WorKing Group members from 
nationat laboratory and its subcontractors 


Zheleznogorsk 


NCI Sarov Working Group members and university professor 


Zheleznogorsk 


NCI and national laboratory staff and press members 


Snezhinsk 


NCI Zhetezrwjgorsk Working Group members 


Snezhinsk 


NCI Snezhinsk Working Group members and private company 
representative 


Sarov 


Nationat iaboratory staff 


Snezhinsk 


U.S- Senator 


_Jj-S^^eniber of House of Representatives 


NOTa Working Groups may include salt from the NCI program, national laboratories, and 
nongovernmental entities, such as Indietry representatives. 

Source: DOE. 
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Appendix VI: 

NCI Projects Reviewed by GAO 


Purpose 

Status 

Location 

Allocated 

funding through Responsible DOE 
December 2000* entity 

Demonstrate programming skills of Opar 
Computing Center staff to potential 
private customer 

1 Active 

Sarov 

$40,000 Argonne 

Develop analytical centers to conduct 
research on nonproliferation issues 

Active 

Sarov/Snezhinsk 

439,100 DOE headquarters 

lmp>}ement numerous community 
development Droiects" 

Active 

Aii three cities 

1 ,077, 1 69 DOE headquarters 

Establish small business loan programs 
through the European Bank for 
Reconstruction and Development 

Active 

All three cities 

1 ,500,000 DOE headquarters 

Attempt to match Western businesses 
with production staff from Avangard 
assembly plant 

Active 

Sarov/Avangard 

100,000 Kansas City Plant 

Prepare public information documents 
and presentations on nuclear cities 

Active 

All three cities 

150,000 Kansas City Plant 

Establish Sarov Open Computinq Center 

Active 

Sarov 


Develop infrastructure for production of 
kidney dialysis eauipment 

Active 

Sarov/Avangard 

1.530,000 Lawrence Livermore 

Modernize fiber optic production to meet 
international standards 

Canceled 

Snezhinsk 

120,000 Lawrence Livermore 

Develop oil well perforators for potenti^ 
commercializaticm 

Active 

Snezhinsk 

167,000 Lawrence Livermore 

Establish Snezhinsk Open Computing 
Center 

Active 

Snezhinsk 

2.621 .500 Lawrence Liveimore 

Upgrade telecommunications service 

Active 

All three cities 

820,000 Lawrence 

Prepare “roadmap” that explores viability 
of fuel cell industry in Russia 

Completed 

Sarov and Snezhinsk 

263,000 National Energy 

Establish self-supporting company for 
barcoding and other automated 
technoloaies 

Active 

Snezhinsk 

395,000 Oak Ridge 

Develop agricultural products from 
canola oil 

Canceled 

Zheleznogorsk 

302,000 Oak Ridge 

Expand the local capacity for recycling 
mercury lamps to meet Russian 
environmental laws 

Canceled 

ZJieleznogorek 

250,000 Oak Ridge 

Assess skills and training needed to 
improve employment opportunities for 
residents 

Completed 

aieleznogorsk 

150,000 Oak Ridge 

Market analysis for a bottle 
manufacturino plant 

Canceled 

Snezhinsk 

200.000 Pacific Northwest 

Establish international Development 
Centers to promote business 
opportunities in cities 

Active 

Snezhinsk/ 

Zheleznogorsk 

2.000,000 Pacific Northwest 

Develop commercial production of 
medical bandaaes 

Active 

Zheleznogorsk 

275,000 Sandia 

Explore feasibility of establishing rare 

Active 

Zheleznogorsk 

300,000 Sandia 
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Appendix Vlr NCI Projects Beviewed by GAO 


Purpose 

Status 

Location 

Aiiocated 
funding through 

Responsible DOE 

earth metals foundry — 

Provide business management training 
to institute ©molovees and citv residents 

Active 

Sarov 

17,850 

Savannah River Site 

Work with U.S. university to dev^op 
Telemedicine Center in Russia 

Active 

Sarov 

269,600 

Savannah River Site 

Provide laparoscopy equipment for 
Telemedicine Center 

Active 

Sarov 

281,300 

Savannah River Site 

Staff from Open Computing Center will 
perform contract research for national 
iaboratorv 

Total aiiocated funding 

Active 

Sarov 

20,000 

$17,626,509 

Savannah River Site 


Note; According to DOE. the fJtocaiad amounts for each project include an esGmate of overhead 
costs. 


“The amount of funds allocated refers to the NO funds designated for each protect, not 
the amount of funds spent. 

‘The community development projects include such activities as school exchange 
programs, health care sen^s. and Sister Cities exchange programs. 
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Appendix VII: Comments From the 
Department of Energy 



DeptrtmAnt of Energy 
NMomI NueiMr Seourtty AdnrinMnrtion 
Washington, DC 205BS 

April 6, 2001 


Ms. Gary L. Jones 
Director 

Natural Rcsoutots uk) Enviroaisaat 
General AccountiBg Office 
Washington, DC 2054» 

Dear Ms. /ones: 


The Natiorwl Nui^ear Secgriiy Adntinigouicn. Ofika of Defense Nuclear 
Nonprolifetatiwi, has reviewed the General Aasounting Office (GAO) draft report, 
QA041M29,e«ifted‘'NiiciesrNonptoilftratiDD; DOB') Eftorta to Assist WauwAS 
ScientisU in ftutaks’sNuelear Cities Pace Challcncas.’’ 


r am pleased that GAO conclwW that “DOB’s effort to help Russia create ntslainahle 
oomsiofotal jobs for ha weapons scieettins and help dovrtisizs its nuclear weapens 
complex b clcady taowoniecialseetirity iottrests.” 1 sdu agree with your oseatmeni 
that the Nuclear CHiae laMalw (NCI) ■'pc«n a dwioting ohalWege’* in iu 
iut^emeoladoa. NQ ODt a uaitgue role in the suitt c^U.S. Oovemmost nonproltferailon 
tHogcwisa^sboukHwreeognlsedfDrhsacbieveincnts. b Is the cniypmgnm working 
widi the Ministiy of Atomic Eoeugy on weapons complex downsieiog aod closure. It 
coa^Iementa, bur thiH Kb duplicate, other pcograms, such as the iTiiliadvei for 

ProltfWatwn Prevenlioiii, the U.S. Civilian iieteareh and Devek^meat Fmndation, attd 
(be buerattknal Scince and Tedinology Center. 

NCJbahcwpro9em,ba»|y««>aiKl*balfycBtsoU, Ithasalresdj BchievedamajoT'. 
impact To dale, NCI has fiwipaitted a Oovemmetit-to-GovewuBent Agre etn eot with 
Russia: developed an effoctTvemeofastsisin for U.S /Ruewan and U.S. bnangency 
ooordintttioo; achieved leal sucoesms in foe cities, sncdi as the Open ComptHing Centers, 
the IntRiialioAal DevefopmeiH Coaars. and foe Avangard Tochnopari; and funded 

prqjects that have foe ptnenial to bacome vebictes for si^ftent and SDstaued job 
cietdon. Recoptumg foe iKt&ubias0icounkred and tbe cost involved ia weapons 
complex dowuiaini in tba U.S, and foe chaitonges «k«) Id Rutiia, the NCI has done a 
credit^ job of maoaging bofo stan-up end implefiMMsion. As foe program matures. 
i»(*a identified Anxi^ seif*««minai;on and bj- GAG wHI conttnue to he 

This office appreetKM the (glpurtuBi^ to have reviewed foe foaft report. Specific 

emnmeats aieattsebed. 


Sinoerely, 




KnuMth E. Bafeer 

Acting Deputy Adminisirtfor fi» 

Defmse Nudear NmiprrdiferailaD 
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Appendix VII: Comments From the 
Department of Energy 


Comments on 
GAO Draft Report 

“NUCLEAR NONWIOLIFERAHON: 
DOE'S Efforts to Assist Weapons Scleidisu in 
Rossia's Nnclear C^ies Face Challenges 
(GAO-01-429)“ 


General Comments 

DOE aM>reciales the opportunity to review the draft OeseraJ Accounting CMftce (GAO) 
repoit, 'Nuclear Nonprolif»ation: DOE’s Efforts to Assist Weapons Scienilsis in Russia's 
Nuclear Cities Face Challenges.’ 

Job CreatliH^ Con^mt Downsizing and Economic Direrdlkation 

The report focuses c« job creatiwi as the jwintHry measure of NCI {wogram success, or os 
the metric of success for individual activities. This reflects an inadequate ^^pret^adon of 
die goals cf the program and the US. experienoe with downsizing its own nuclear 
we^s w^piex. UndltB other US. pre^raros in Russia, die goal of NQ is not simply 
fondiagenqiloymentfrfwtft^ons scientists. Such an ^oach, while useful, is only a 
short-term fix. Bb goal of NCI is auclear iveaptws con^x downsizing through 
ccon^odivttslficatitffl in tti«e dosed cities. The outcome ctfdiis^^ach is 
sustainable alternative non^weapotis jobs, wittun a functioning city economy, that 
ultiraatdy move die setentistt twft of die weapons feeiRtics. 

NCI supp^fortHecreatioRofaTechnc^tnfcat Avaagof^curvingouta 500,000 sqJl. 
location fin* conmiaeutl ^vUies and contnbuting to the irreversibility of downsizing at 
this vreiqwHs esseiliMy/tfiimssembly fadliiy. is an wtamide of an iafra.ilr«ctttre activity 
unique to NCI witil a kaiger-teitti potcKial for econtHiue dive«ificaticc leading to jdj 
creation. 

The inftnstnjcture flwesairy to promote ocooohec diversiffcaikm IncliJdcs interact 
ac«iK,^decoinfflmicaiicjtB tSa^iWRty, biainess tr&i^ and financing, municipal 
governaaGe laii capwitv. AH of these aedvities and fesdlitfcs 

have been effBotively and usefully sBf^rted ty NCI 

^ Inteftational Devafopmeot Center* aOCa), by NO in Sasdunsk ahd 

Zheleznt^stsk. are gpod^exam^Qfprograats that busiftess^cB^ 

cjQ'nBkl^lhemmt^ai^todwfoin^ NahiBttocttinteteddiatfl»seftcaiii« 
are being vsedhadi by castdenisintMested in developing bUt^tuMfses-ted by potetuud 
investors For cian^fe, througli.ttnlnSug on Pw^eetExpi^: software to assist in proposal 
ftmiil«ron,ffie fDC envied Z^t&aifl^srslea&^ntMrsto reabte the eqaivalMit of . 

al7oUUiOBincanvBisi<^yaft^-froia dwResshmOoiVe r iag c at. Becauseof this success, 
MmAtbmhas asied thelDCstto-p!^ aide Jathe admiBistratiOft of its conversion 
programs. 
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Appendix Vll; Comments From the 
Department of Energy 


Tlie GAO report cites MinAtom’s official dissatisfaction with the amount of KCI funds 
spent in Russia, MinAtora, based on its Soviet experience, would prefer that ftinding be 
provided directly to major projects, a tc^ down approach ihk reflects the central planning 
insdtutioaal habit In the United States, economic diversification, where it has be«5 
successftri, has been based on an active partnership among government, industry and the 
community. This approach supports entrepreoeurahip and growth ftom below, which are 
goals the NCI program suj^orts. 

NCI and IPP 

The discussion of duplication between MCI and IPP reflects an incomplete understauding 
of the differing, but coiripionentary, gcals of the two programs. The difference is not 
that NCI lias a coininuniiy ^velopnKiit con^xmeni, NCI is seeking to accelerate the 
reductioo. of the Russia's nuclear we^ns complex - iu physfcal ability to inanul'actufe 
wwpons. The program has ccmverted machine shops aid processing facilities from 
weapons wmk to civilian use, reduced the footprint of one major Russian nuclear 
coiitolex, and l^n high-perfomiance U.S. origin computers from weapous-design work 
and moved than to civilian actividea. This wock makes an important, direct contribution 
to U.S. national security by hdpiog to downsize Russia’s remaining nuclear weapons 
manufacturing infrastructure. 

The proffums also differ iascopc and credwdolc:^. IPP focuses on commercialization 
of technoloK' i^lside the weapons instiwtes. Although narrower ttian NCI in iLs focus on 
techmdogy CD(nin»cklizatic»i, DPR is broader in its focus on areas outside toe Russian 
Federaiioa, aid cm chemical and Wological as weQ as nuclear facilities. NCI lias a 
Ooveitiment'tO'Gomnniwit Apuement that, among other things, specifies that the 
program will carry out Work only in dwiminidpal areas of die dties, prcMects it from 
taxation, and establishes a formal nrfaitonship with Min Atom. 

It is liot sunsiang that program maiagcrs at the nadonaJ laboratories, like scientists 
everywhere, might seek funding for the same projwsed acdvliy from NCI and IH>. 

SciSMists tteworid over try to niaxiriihrefheifchuces of tweiving grants by applying to 
maltipte sbwoes: Such nefivity not in itsdf make NQ and IpP du^cutivc or 

autojftatic candidates for adfiEni^radve And il cerisdidy isn’t under the 

control of the Nca progr^offu^ 'V'^iie there may bo o0MUifoiy for the programs to 
learn from each tMher, this ha.t iiiready occurred to a great extent. 


Prograoi Metrics und Project Review 

NO is a vay new pfo^am, less two and a fittlf years oitk H does riot 8«xi a new 

stra tegy as much as it seeds dre iime to ihaturs and. fully in^einenttlto management 

ptoeexses thac have been ptttfalplace. As iherc^jortiudfreedy acknowledges, both 

throu^its own ^rte.aire!ughthemoclel:crfolberp«)graa»suchasIPP, and torough 
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Appendix Vll; €oinia«its From the 
Department of Energy 


suggestions from GAO, NCI now bu iustituled the necessary laboratory guidance and 
project review procedures to ensure eO'eclive coordination of program activities. 

Moreover, the NCI program plan specifies the metrics tbal are being used to measure 
program performance. Perfiwmanee assessment is a critical component of NCI pogram 
management to ensure program goals are being met. These metrics include; 

• Facility Closure (number of buildings, square footage, etc.) 

• Inftascrucutre Upgraded or Created 

• Jobs Created 

• Businesses Hstablished or Expanded 

• Oediu and Etvestmeot Provided to LocaiBiusinesses 

• External Pinausing and Leveraged Funds 

• Training Courses Provided aad Number of People Tmined 

• Number and Types of Comraetciai Fiitus lavesthig in the Oties 

• Percenuge of Project Funds Spent in Russia 

• Services Provided the International Development Centers 

• Other DeveiopmentPro^wts Attached to ihcCiUcs 

• Russian Monehny and In-KJod Contributions 
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Appendix Vll: ConimeBts Fr<Mu tlie 
I>epartnient of Energy 


RMommaidatiaBa 

We recommend tbet die Adulnistralor, National Nuclear Seenrity Admhiiatratioa 
improve efforts targeted at the nuclear citiei by 

Recotntncuiatian 1. 

Evalti^ingaU ofthe ongoing NCI projccu,paTticuiarly those that focus on 
community development activities, and eliminate those that do not support the 
DqMrtme&t’s stated (dliectives of creating jobs in the nuclear cities and 
downsizing the Russian nuclear weapons compleK; 

Management Position 

Conenr 

Evaluation ofaQ ofthe ongoing NCI projects b appropriate, however aot 
eimply for tim purpoae of dimittedng projects. Evaluation of projcela will be 
for the purpose of eahanciag those projecb that are supporting the program 
goals, and eorrectiug those which are not, reserving the option of eliminating 
those chat cannot be redirected to support the program goals. 

Recommeodadon 2. 

Establishing tpiandfiable goals and milestones for jobs creotion and downsizing 
the weapons coinfdex that will more clearly gauge progress in the nuclear cities 
and use (his information to help assess future program expansion plans and 
potential costs: 

Management Position 

Concur 

A number of quantiflable goals and milestones already exist. The program 
will review and extend these as directed in the recommendation. 
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Appendix VII: Conuwnts From the 
Department of Energy 


ReronimendaHon 3. 

Screngtheniiig efibtts (o reduce national laboratory costs to implement the 
program io an effort to place more NCI funds in Russia; 

Managemeot Position 

Concur 

TheNNSA will work to increase non-governmental and business 
panicipaifOB, thns reducing national laboratory eosts to implement the 
program. Hiis will help to place more NCI funds in Rnuia. 


In addition, the Nuclear Cities Imtiative and the Inittalives for Proliferation Prevention 
program share a commoD goal and in many cases arc unplementing similar types of 
projects. Id order to maxunim limited program reaotucea, we also recommend that the 
Administrator 

Recortuaendation 4. 

Determine wfaedter the two programs should be consolidcOed into one 
effort-including a detemunation of what changes io authorizing legislation would 
be oecessary-w^ a view toward achieving potential cost savings and otiier 
progtanmalic and adminittmtive efRciencies. 

Management Position 

CoBMir 

NNSA wOl review tbe NCI and IPP programs for consolidation with a view 
toward acbfeving potential cost savings and other programnutic and 
administrative efUieiencios. 


(141481) 
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Senator Roberts. General Gordon, in some ways I think perhaps 
if we were a month down the road or mayhe 2 or even 3 months 
down the road, we might he better served with an ability to re- 
spond to some of these questions, and that is a timing issue, that 
obviously you do not have your full team up and running. 

But you have indicated that hopefully that will be done in 2 or 
3 weeks or at least a month. Then the administration is conducting 
a review. They have made a budget request, but that is dependent, 
as I understand it, on the review that they are conducting. There 
may be some flexibility in that regard. 
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You are conducting your own review in regards to the IPP and 
NCI programs. So we have three very time-sensitive considerations 
here. First, to make sure that you have your team up and running; 
second, the review by the administration reflects that any changes 
in the budget request; third, your own review. 

I am not finding fault with this. This is just the way things are 
under the circumstances, but tempis fugit and time marches on in 
how the authorizers and appropriators work around this place. 
While we have a little bit of time, it really is not very much. 

Can you give us a general estimate? I am not trying to pin you 
down. Many of these things, two of them at least, well, all three 
of them really you have no way of speeding that up other than to 
plead your case before the administration. 

But could you comment on these three items in regards to when 
we might be up and running with team Gordon? 

General Gordon. With respect to the administration’s review 
that’s under way, most if not all of the programs have been pre- 
sented to the review panels. So they are beginning to wrestle with 
their decisions — with their recommendation process. I frankly don’t 
know how long it will take to write that up. 

But the process has been very interactive with meetings held 
several days each week, in looking at each of the programs, not just 
DOE programs and NNSA programs, but other programs across 
the government and looking at them comprehensively. The tech- 
nical part of that work is basically wrapping up now in real time. 

Senator Roberts. Are we about a month away, 2 months? I do 
not mean to be picky about this, but we do have an appropriations 
process to get through, and we have to treat the appropriators well. 

General Gordon. I can’t speak for them, but that would certainly 
be the time frame I’m thinking of it. About a month or so is the 
kind of time frame but that’s only an estimate. 

Senator Roberts. If you could relay to the folks in charge that 
the Roberts-Landrieu team was getting a little testy on the issue. 

General Gordon. There’s probably a little of that among the peo- 
ple trying to implement the programs too because we don’t want 
to go down a road or make a major investment or commitment and 
find out we’re a little bit out of sync with the overall approach that 
the administration would have us take in these programs. Should 
we show common interest in them, Mr. Chairman? 

With respect to internal work, we will all want to tie that to the 
new member of the team as soon as the deputy administrator is 
there, and it won’t take very long to do that. 

Senator Roberts. Isn’t that name going to be forthcoming very 
quickly? 

General Gordon. I’m hopeful that it is within 2 weeks or less. 
But, again, we’re just waiting for the announcement to be made by 
the President. 

But what I want to comment on is that while those processes are 
going to take a bit of time, more than any of us would like, we’re 
not standing still, for example, in amending the initiatives we 
talked about, the project review proposals and the recommenda- 
tions that are being made in the NCI report. 

For example, Mr. Baker and his team have already adopted 
those review cycles. So we’re putting those in place as we go. Not 
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waiting for other reviews to take place on the things that we can, 
in fact, do, and we are proceeding. 

We are proceeding at a good pace on many of the programs 
where we know we can and have folks in Russia this day working 
with some of the Navy programs. So we proceed at a good pace on 
those programs. 

Senator Roberts. General, according to the GAO and I think it 
is common knowledge, that any continued progress in reducing the 
risk of theft in regards to the nuclear material in Russia certainly 
depends on our gaining access to the Russian sites. What is the 
status of the department’s effort to gain access to these sites? 

General Gordon. We’ve had some problems in the military side 
of MinAtom, and that’s where we’re attacking the problem now. We 
have had pending agreements with the Russians that are being ne- 
gotiated and working ad hoc as we speak. It has been very difficult. 
We remain hopeful. But it has been difficult. 

Senator Roberts. The GAO found that most of the systems, as 
installed by you, are reducing the risk of theft. That is, I think, ob- 
vious. But we seem to be lacking a mechanism to monitor the effec- 
tiveness of the systems on a long-term basis. This may be a bit pre- 
mature in regards to what we were talking about earlier, but what 
is DOE doing to implement their recommendation to develop a 
monitoring mechanism with the Russians? I emphasize the impor- 
tance of establishing such a system. 

General Gordon. Just an example of trying to get some tech- 
nology to work for us is trying to use some of the ideas that have 
been developed by ourselves and by the International Atomic En- 
ergy Agency to look at remote monitoring of sites. 

Eor example, using certain controlled video systems that would 
give us a report back that, in fact, systems are working, and 
guards are present, we’ve had at least the initial discussions, and 
I’m told by my colleagues that the Russians we are dealing with 
find this a fairly attractive program. 

We may be able to do that truly jointly on this one because they 
would like to do it themselves. But the short answer, Mr. Chair- 
man, is that we are trying to put some technology to work for us 
in these areas. We fundamentally know how to do it as long as we 
can secure appropriate Russian agreement. 

I do take this idea of the sustainability of these programs very 
seriously. It’s just not going to work if we go install the stuff, it 
breaks, and we walk away from it. That’s absolutely critical to 
making this whole program work. 

Senator Roberts. One of the things that is obvious is the at- 
tempt to enable the Russians, help the Russians consolidate their 
material into fewer buildings, and then convert that material into 
forms that cannot be used in any weapon. By consolidation, the 
hope was we might end up spending less money and the Russians 
more. 

But it is my understanding that MinAtom has yet to tell DOE 
which sites and which buildings would be consolidated. Can you 
give us an update on that as to which sites and buildings would 
be consolidated? 

General Gordon. There are efforts being made in that regard 
right now by Mr. Gerard. But I would like to give you a more con- 
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sidered current answer for the record, Mr. Chairman, give you the 
most current. 


Department of Energy, 

National Nuclear Security Administration, 

Office of the Administrator, 
Washington, DC, May 18, 2001. 


Hon. Pat Roberts, 

U.S. Senate, 

Washington, DC. 

Dear Senator Roberts: It was a pleasure to testify before the Senate Armed 
Services Committee’s Emerging Threats and Capabilities Subcommittee on May 15, 
2001. At that time, I took two questions for the record from you. In response to your 
request for more detailed information about how the fiscal year 2001 funding to the 
Fresenius project will be used, documentation from the Lawrence Livermore Na- 
tional] Laboratory on the project indicates that the $3M of Initiatives for Prolifera- 
tion Prevention (IPP) funding will be used to provide facility improvements and 
basic process equipment that will be used in the dialysis joint venture. Fresenius, 
as part of its contribution, will provide the actual process/assembly line equipment. 

The improvements and basic equipment needed by the joint venture are such 
things as water, heating, sanitary, and telecommunications systems, testing sys- 
tems, autoclaves, a quality control laboratory, air-handling systems, sterile steam, 
chilled water, cooling systems, electrical power distribution, upgraded fire protec- 
tion, storage and mixing tanks, material storage, and material receiving functions. 
These are all part of the infrastructure upgrades needed in the Avangard facility 
for the dialysis project, which will be funded in fiscal year 2001. 

In response to your request for an update on site and building consolidation: the 
Department of Energy (DOE)! National Nuclear Security Administration (NNSA) 
has witnessed successful closure of 21 buildings located at several Russian sites and 
has converted more than 2 metric tons of high-enriched uranium (HEU) to low-en- 
riched uranium (LEU). The Russian Ministry of Atomic Energy (MinAtom) has pro- 
posed an aggressive plan calling for the closure of 60 buildings through material 
consolidation and conversion of an additional 27 metric tons of excess weapons-usa- 
ble HEU over the next ten years. According to MinAtom, specific details such as the 
name and location of the buildings planned for closure will become available once 
DOE/NNSA and MinAtom are engaged in negotiations on a bi-lateral material con- 
solidation and conversion (MCC) agreement. The DOE/NNSA is prepared to table 
a draft Agreement as soon as it receives interagency approval to proceed. 

If you should have any additional questions please feel free to contact me or have 
your staff contact Laurie Harrison at (202) 586-7369. 

Sincerely, 


John Gordon. 


Senator Roberts. All right. It took 2 years for DOE to develop 
the NCI program with guidelines that cover such basic manage- 
ment issues as project selection review and approval procedures. 
Some of us feel that time period — well, that that should have been 
done from the outset. Any comments? 

General Gordon. I think I would agree with you, sir. Again, 
what we’ve done in response to these issues, even on that particu- 
lar one and some of the accounting programs, it’s my understand- 
ing that the NNSA was responsive to the GAO even in the initial 
parts of their investigation and began to correct that in real time 
again as opposed to waiting for the their full reports to come out. 

But I must simply agree with you, Mr. Chairman, that if there 
are shortfalls in projects — if projects were not fully thought out at 
the time and if controls were not in place, we need not let that hap- 
pen again. 

Senator Roberts. Where are you in encouraging the Russians in 
regards to cost-sharing? 

General Gordon. That’s a continuing discussion with us in ev- 
erything we do, and I think in most of these areas they have put 
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up at least in kind in all of these projects. So it’s on our list for 
every program we work, sir. 

Senator Roberts. One of the suggestions has been, and we 
looked into this in the last session of Congress and we are probably 
looking at it again very seriously in regards to how the NCI pro- 
gram differs from the IPP program; why there was a need to create 
a separate management structure to implement both? What are the 
differences in these programs? There has been a suggestion by the 
GAO that perhaps these programs could be merged and better 
managed. How do you feel about that? 

General Gordon. As I suggest in my statement, we’re going to 
take a hard look at that as to how to proceed in that area. There 
are differences in the two programs, at least in how they were ini- 
tially conceived, and they’re thought of now. 

Senator Roberts. But the basic goal is the same? 

General Gordon. But the goal of the NCI program, the way we 
now talk about it, is to reduce the floor space, reduce the plants, 
and reduce the operation of the facilities to where the employment 
and other issues are by-products of that that naturally occur; 
where as, the IPP is a little bit more focused on employment itself 
and employment opportunities and commercial opportunities. 

But, as I said, Mr. Chairman, we do intend to take a serious look 
at that. Again, they operate a little bit differently. The IPP does 
operate in some of these cities. They operate in many other loca- 
tions as well. They do not operate under a government-to-govern- 
ment agreement now. 

Again, just to repeat, we will take a very serious look at combin- 
ing these programs and finding out whether we should combine the 
best of the two into one. Whether IPP should become NCI or NCI 
should become IPP or whatever the combinations are, that has yet 
to be determined. But we’re taking that on as a considered look, 
sir. 

Senator Roberts. This is a cooperative program between the 
United States and the Russians. Now you have a pretty good feel 
and a lot of past history in dealing with the Russians. I do not 
think there is any question that the Russians are dissatisfied in 
some respects with both programs, more particularly NCI. What 
are their concerns and are they justified? 

General Gordon. I think some of the concerns are, as you point- 
ed out and as Ms. Jones pointed out in her statement, the program 
has been off to a slow start, and there hasn’t been a lot of money 
flowing into the program. 

On the other hand, some Russians have looked at it differently 
than others. The MinAtom, as itself, is essentially a controlled or- 
ganization, and they would like to have the money up front and 
run their programs. What we believe we should do is operate inside 
the cities, which gives a totally different view and perspective on 
the program, and operate at some of the smaller levels that can 
build infrastructure and can build perspectives on business and ec- 
onomics that are not likely to come from MinAtom themselves. 

Senator Roberts. Let’s get specific and bear with me here. 
MinAtom has sent DOE letters in the past year that have pointed 
out that Russia has only received $3 million out of the entire 
amount allocated. In the most recent letter sent last week. 
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MinAtom states that they believe, “there are other reasons imped- 
ing the implementation of the NCI agreement.” 

I continue, “the most fundamental of those are the unsatisfactory 
funding for the agreed project’s ineffective use of the allocated 
budget funds.” 

They go further by stating, “we continue receiving quite a large 
number of requests for access to the closed cities. Such visits re- 
quire significant funds to finance business trips, drawing resources 
from the project financing in the nuclear cities.” 

“However, mere visits to the closed cities cannot obviously re- 
solve the issues related to a job creation in the nuclear cities.” 

How do you plan to respond to them in regards to these con- 
cerns? 

General Gordon. Mr. Chairman, the requirements — commit- 
ments that Congress has levied and that we’ve accepted obviously, 
first off, to spend no less than 51 percent of the money in Russia, 
will be accomplished, and our goal is actually to be^n spending 
numbers on the order of 65 percent on the projects, if at all pos- 
sible, and I expect to be able to do that. 

I think the numbers, some of their own accounting and, again, 
I don’t want to quibble over the amount too much because I cer- 
tainly agree that the largest percentage of funds were not spent in 
Russia at the outset, but the balance is probably twice that because 
I don’t think they count some of the work that has been done with 
the European bank and some of those other programs. 

But, again, Mr. Chairman, we need to spend more money in Rus- 
sia, if we’re going to do this program, and we need to spend it 
there. 

With respect to access as a whole, I don’t know if there has been 
too much request for access in the past or not, but, again, I don’t 
think we’re going to be able to sustain these programs, and I don’t 
think the business partners are going to play on them very hard 
if we don’t have the degree of access needed. Again, we’re in the 
middle of the discussions for the second or third or forth time, with 
the Russians right now. 

Senator Roberts. Let me — and I’m going to cease and desist 
here so I can turn it over to Senator Landrieu and to Senator Al- 
lard, but this sort of gets to your feeling in regards to what the 
Russians have said and what they will do or may not do. 

I think you are certainly aware last year’s subcommittee estab- 
lished legislation that required the MPC&A program to establish 
an access policy with MinAtom and required the NCI to obtain a 
written agreement. Let me emphasize the words “written agree- 
ment.” Not intent, but “written agreement” with respect to closure 
of some of its nuclear weapons assembly and disassembly facilities. 

Now, some may question that as to where we were so specific, 
and we had to be specific. But in dealing with this program, obvi- 
ously you want to be as open and positive and have common sense, 
if I can use that term, with the Russians as possible. 

But we have a coequal in this business. It is called the House 
of Representatives. When we went to conference, it was very clear 
that they would not agree to continue funding unless we obtained 
a written agreement. You and I have talked about this a little bit 
in terms of Russian intent. Could you shed a little light? 
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It seems to me, we may have to maybe come up with some out- 
of-the-box thinking or some art craft here. I do not think they are 
objecting to the transparency or the access. But I do think in re- 
gards to the written agreement that may pose some problems, and 
yet we think the program certainly merits further consideration. 
Any comment? 

General Gordon. Mr. Chairman, I don’t know quite how to go 
with this, but I will say we have received from the Deputy Min- 
ister, Mr. Ryabev, what I think would be fair to call a commitment 
on his part and his agency’s to begin the efforts to close out these 
facilities on Avangard. It’s his document that’s signed, and it’s writ- 
ten to us. I guess the issue is whether that constitutes agreement 
or not. 

He’s also on record, and we just came across it on a speech that 
Mr. Ryabev gave within the last couple of days to the Duma stating 
the very clear intent of MinAtom, talking to their own legislative 
body about their intent to close these facilities. 

So we have that record. They’re speaking to themselves, this is 
openly available. We have a letter from Mr. Ryabev toward this 
point. I guess at issue is whether that satisfies the term “agree- 
ment” or not. 

I would also tell you we have gone back to Mr. Ryabev in real 
time, if there’s anything that looks more like a formal agreement, 
it’s possible that may prove different. I understand their perspec- 
tive. 

I think, for the reasons that we’ve discussed and Senator 
Landrieu has discussed, that if there is a way creatively to release 
those funds towards that end, that would be a benefit towards 
many of the programs we’re trying to do. 

In particular, where we are now kind of on a cusp with this dial- 
ysis company, they’re ready to go. We think the Russians are ready 
to go. There’s $3 or $4 million standing in the way of being able 
to do that. 

I don’t want to stand it up as one of the only things, but this will 
be a measure of whether this program is going to be able to make 
it or not. If we get a real program in there with this kind of mag- 
nitude with potential to really take over a significant portion of 
this material, the jobs, the work, and the economic benefit that 
comes from that, it offers at least a signal to the other companies 
that are interested that they may actually be able to work in this 
environment. 

Conversely, if it falls apart, it probably sends a signal back to 
business partners equally. 

Senator Roberts. I concur with that statement. 

Senator Landrieu. 

Senator Landrieu. I have an interest in looking to see how we 
can actually work through this because I think this particular pro- 
gram is at a critical juncture here. I thank you. General, in your 
work and want to try to be helpful in making whatever changes are 
necessary to the program. But overall ensuring that the funding is 
there to move ahead with something that I consider and I think the 
chairman does and others a real threat — security risk to the United 
States. 
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Again, to reiterate what I said in my opening statement, this is 
fundamentally a security issue for us. 

I really appreciate your help and support and want to submit for 
the record the letter that you referenced which I have a copy of 
here, Mr. Chairman, that may or may not he considered by some 
as a signed agreement. But it is very specific in what it says in 
terms of being ready to close this facility. 

There are 3,000 to 3,500 jobs at stake at this particular site. So 
I would like to just submit that to the record. 

Senator Roberts. Without objection. 

[The information referred to follows:] 


Translated bv: Alexei Vladimirsky DOE-M. ext. 5886 

RUSSIAN FEDERATION MINISTRY ON ATOMIC ENERGY 

109180, Moscow Phone:233-1718 

Staromonetny 26 Fax: 230-2420 


March 20, 200 1 Ref # B /779 

To: Mr.K.Baker, 

Deputy Administrator for Defense Nuclear Nonproliferation, 

U.S. Department of Energy 


Dear Mr. Baker 


In response to your information on the possibility to render financial help to the RF 
Minatom to convert the Electromechanical Plant “Avangard” in Sarov to civil production, I 
have to inform you of the following. 

RF Minatom intends to stop all nuclear warhead activities at this plant and convert it 
for civil production. Under these circumstances all nuclear arms assembly works have been 
folly discontinued and ail disassembly works are supposed to be terminated in 2001. The 
Ministry has been bearing large expenses related to the conversion of the plant to civil 
production, which include: 

- Manufactiu-ing containers for packaging and transportation of the nuclear mateiials; 

- Removal of such nuclear materials to special vaults; 

- Disassembly of specialized equipment; 

- Decontamination of tile premises; 

- Implementation of security procedures (such as perimeter fence movement, etc .). 

At the present time the expenses for the implementation of the above measures have 
already reached 500 M rubles* and still keep increasing. 

In addition, it is necessary to undertake enormous efforts and find considerable funds 
To ensure jobs for 3,000-3j.0f! specialists presently .employed m the plant in the civil sector of 
economy with the wages corresponding to their skills and experience. Moreover, in the 
framework of converting the plant to civil production, the premises are being redesigned and 
refurbished and the personnel retrained. 

According to our preliminary estimates, no less than $ 50 M is needed for these goals. 


First Deputy Minister 


L.D.Ryabev (signed). 


500 M rubles ~ 17,2 M USD (at the exchange rate of 29 R = 1 USD) [Aiexei Viadimirsky], 
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Senator Landrieu. I also want to submit my other questions for 
the record. I have some for open and some for the closed meeting. 
Just to take my limited time before Senator Allard speaks to say 
how important I think it is to get this funding in a timely manner. 

Because if we do not, it is not going to be there when we go to 
ask for it. This program in the budget has been cut substantially, 
it has been recommended for cuts. The way things are moving 
around here pretty quickly that if we don’t get this money either 
redirected, the money that’s there released and then for next year 
that no matter how much we fix it and no matter how many pri- 
vate partners we may have, we are not going to have the funding 
to carry this out. 

I think it will be a real step backwards for the security of our 
nation. I just want to be on the record saying that. Our whole side, 
according, Mr. Chairman, to our Ranking Member, Senator Levin, 
is very concerned about this. I wanted to express this at this hear- 
ing and commit these for the record. Thank you. 

Senator Roberts. We had a good conversation yesterday with 
Senator Levin on the Senate floor, and his position is precisely that 
as described by the distinguished Senator. 

Senator Allard. 

Senator Allard. Thank you, Mr. Chairman. The GAO identified 
duplication of effort between the Nuclear Cities Initiative and the 
Initiative for Proliferation and Prevention. In the nuclear cities of 
Sarov, Snezhinsk, whatever, and 

Senator Roberts. They have an allergy pill for that if you want 
to take it. [Laughter]. 

Senator Allard. Apparently there’s some other programs and 
you’ve reported those, Ms. Jones. Did GAO examine any of these 
programs for duplication and the possibility of consulting them? I 
think one of them that comes to light is the State Department’s 
International Science and Technology Center Program. 

Ms. Jones. We have recently looked at that ISTC program. Sen- 
ator Allard, but just from the standpoint of looking at the process 
that the program uses to select projects and also the process that 
the program uses to oversee how the science centers are function- 
ing. So we did not look at it from the standpoint of duplication with 
IPP or NCI. 

Senator Allard. Does that possibility exist? 

Ms. Jones. Yes, sir, it does. Certainly they’re going at the same 
kind of bottom line goal which is to keep weapon scientists, also 
scientists that work on chemical and biological projects working. 
They do it from a different standpoint. They basically look at con- 
tract research. They’re not looking for sustainable jobs in the same 
way that the IPP program is looking. 

But, again, we certainly could look at that to see if there is po- 
tential duplication and a way to consolidate all of those kinds of 
nonproliferation activities. 

Senator Allard. I think that would be helpful. I hope at some 
point in time that we can. 

Now, on the Department of Energy’s efforts, one of the issues 
raised again by the GAO report. General Gordon, is whether the 
department should be involved in the area of business develop- 
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ment. They indicated in their report that there is some question as 
to how successful your business development efforts would be. 

I do believe the scientists at DOE are some of the best and the 
brightest in the technical areas, but I’m not so sure about their 
business acumen. 

GAO has noted the successful commercial venture in Sarov was 
done without U.S. Government assistance. The report noted that 
the company representative believed that linking the research and 
analytical skills of the Russian scientists with western companies 
would be more successful in attempting to start up new ventures. 

I wonder if you would comment on the role at DOE in the area 
of nonproliferation security sites and issues and what experience 
does DOE have in creating business from scratch? 

General Gordon. Senator, I think that the programs are basi- 
cally evolving to the way you’ve just suggested and described it 
there. 

What we’re doing with the NCI program now and its proposal for 
this dialysis company is helping provide the basis for them, for the 
company itself to come in and be able to conduct the work in that 
location. We’re trying to provide basically government agreements, 
some seed money that would help move in that direction. 

The whole strength. Senator, of the IPP part of the program is 
exactly that. It’s helping match up the technical side on both sides 
with the business folks on both sides. Through IPP we’re literally 
putting — looking through the economic endeavors by facilitating 
contact by American businesses. So their point is well-taken and 
well-understood, sir. 

Senator Allard. On the European Nuclear Cities Initiative, 
there’s a perception there that the Europeans are less willing to get 
in — consider the scientist as a possibility of serious threat. They’re 
more focused on actual weapons themselves. 

Why do we perceive scientists as a threat and many of our Euro- 
pean allies do not? 

General Gordon. I wouldn’t propose to know why they don’t, but 
the knowledge of how to do some of this stuff is just so important, 
and I think the more we can control, the more that we can keep 
this expertise, from marketing this expertise into other channels is 
to our net benefit. 

Senator Allard. The follow-up question, what kind of effort has 
our European allies done in trying to deal with the security of the 
material? 

General Gordon. I would like to give you an answer for the 
record on that. Senator. I don’t have one. I don’t have an answer 
on the top of my head. Let me give you a for-the-record answer. 

[The information referred to follows:] 

Department of Energy, 

National Nuclear Security Administration, 

Washington, DC, May 18, 2001. 

The Hon. Wayne Allard, 

United States Senate, 

Washington, DC. 

Dear Senator Allard: It was a pleasure to testify before the Senate Armed 
Services Committee’s Emerging Threats and Capabilities Subcommittee Hearing on 
May 15, 2001. At that time, I took a question that you posed “for the record.” I 
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would like to provide you with the following information concerning the level of sup- 
port our European allies have provided in securing Russian nuclear material. 

Although the U.S. has provided the majority of assistance to Russia in securing 
nuclear material, our European allies have made several key contributions. 

• European Union (EU) organizations such as the Joint Research Center 
(JRC) and the Euratom Safe^ards Office (ESO) have worked jointly with 
the Russian Federation (RE) in the areas of training, analytical capabilities, 
and reference materials. 

• Germany and the United Kingdom have provided Material Protection, 
Control, and Accounting (MPC&A) assistance at Mayak facilities such as 
the Isotope Production Reactor Plant and the Isotope Production Plant, and 
at the RT-1 Fuel Reprocessing Plant. These efforts have been conducted 
with the knowledge of the U.S. MPC&A team but totally independent of 
U.S. funded MPC&A activities. 

• The JRC is supporting the establishment of a model plutonium storage 
facility laboratory at the All Russian Scientific Research Institute of Tech- 
nical Physics (VNIITF) located in Snezhinsk for the purpose of developing 
the instrumentation that would be used in such a facility. 

• European Safeguards Directorate (ESD) has purchased over $1M of 
MPC&A equipment for Gosatomnadzor (GAN) to use at power reactors and 
fuel fabrication facilities. This includes tamper indicating devices (TID) and 
video surveillance systems which are used by GAN for all Russian nuclear 
facilities. 

• The German firm, Gesellschaft fur Anlagen and Reaktorsicherheit (GRS), 
provided consulting services and equipment to improve the site perimeter 
and building security systems at Bochvar Institute. 

• Kurchatov Institute in Moscow has worked with the German government 
on physical protection upgrades. 

• The Murmansk Shipping Company in Murmansk is working with the 
British and Norwegian governments on physical protection upgrades and 
has cooperated with the Swedish government on a material accounting sys- 
tem. 

If you should have any additional questions please feel free to contact me or have 
your staff contact Ms. Laurie Harrison at (202) 586-7369. 

Sincerely, 

John Gordon. 

Senator Allard. General Gordon, would you talk a little bit 
about your new guidelines and measurements? GAO noted it took 
2 years to develop and implement the new procedures for the Nu- 
clear Cities Initiative. I guess the question that comes up is why 
did you take that long or why was that length of time required? 

Also DOE, and apparently you’ve concurred with the rec- 
ommendations of the report, hut how long will it take to implement 
those recommendations? 

General Gordon. I expect to move pretty quickly on those. For 
example, the concept — I don’t know the question to the answer why 
it took so long, I really don’t. But, for example, the issue about the 
recommendation, we have a better program review and acceptance 
procedure that involved a multiple process of making sure, for ex- 
ample, economic viability. We have, in fact, already begun to imple- 
ment that. 

The same individual that developed those procedures for the IPP 
program is implementing them now on the Nuclear Cities Initia- 
tive. So we’re not letting any grass grow under our feet on these 
initiatives, sir. 

Senator Allard. Thank you, Mr. Chairman. 

Senator Roberts. General Gordon, there is a great deal of sup- 
port in Congress for the project that we were just talking about, 
the dialysis project; there is a great deal of support for additional 
funds. 
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Senator Landrieu just spoke about that, and I believe that the 
request is around $3 to $4 million. I think, if I am accurate, that 
the suggestion has been made that at least some of that money 
could be transferred from the IPP program. 

But it is my understanding that, I know the IPP program has 
specific criteria that perhaps — that this program could not meet or 
at least that is my understanding of it. 

Can you agree, this is sort of a crossroads project here? Can you 
tell me what specifically that money would be used for in regards 
to this project? Or maybe you would like to get back to me on that? 

General Gordon. I could either give you an answer for the 
record or ask Mr. Baker to comment. 

Senator Roberts. If you could comment and then do both. Sen- 
ator Levin is very supportive of this. I am supportive of it. I think 
with the budget numbers and the request we have, it is important 
that we know what that would be used for. 

General Gordon. Let me say at the outset that our understand- 
ing is exactly that, that there’s about $4 or $41/2 million as the 
total amount. There is an initial thought that about $3 million of 
that could come from IPP. But the requirements and limitations on 
that funding make it, in fact, not available. Mr. Baker. 

STATEMENT OF KENNETH BAKER, ACTING DEPUTY ADMINIS- 
TRATOR FOR NONPROLIFERATION AND NATIONAL SECU- 
RITY 

Mr. Baker. I’m Kenneth Baker, Acting Deputy Administrator for 
Defense Nuclear Nonproliferation. Sir, we tried to work this out 
when Secretary Richardson was still the Secretary of Energy at 
that time. To finish the Kidney Dialysis Project, it would cost us 
$ 41/2 million. We did not have that money in the NCI program. 

A decision was made by the past Director of Nonproliferation and 
National Security to use $1V2 million of NCI money, which we had; 
and $3 million of IPP money to push this over the goal line to get 
this Fresenius project done and put it in the Technical Park. 

We found out after I looked at this when I took over Acting Di- 
rector that there were rules and regulations for IPP that we could 
not meet while trying to use IPP money. 

The first one is the benefit to American firms. The $5-$6 million 
that was provided to Livermore, who was the project manager on 
this particular project, could not be spent until certain IPP project 
requirements were met. 

The $3 million would push it over, but right now we’re trying to 
work out how IPP can finish this off. That was the problem, sir. 

Senator Roberts. You have defined the problem, but you have 
not told me what you are going to spend it on specifically. 

Mr. Baker. The money is for seed money, seed money to go put 
Fresenius into the Technical Park to get it going, to get it up and 
running. This was the money that was promised for the seed 
money, and they would take it over completely after that. That’s 
what the money was used for, to get ground money to get them 
going in the Technical Park. 

Ms. Jones. Mr. Chairman, if I could raise a question on that or 
add a point. 

Senator Roberts. Yes, please. 
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Ms. Jones. During the course of our work, the NCI program has 
provided $1.5 million for this project already. During the course of 
our work, we were told that it had only heen spent several hundred 
thousand dollars. So seed money has already been provided to this 
project. So it’s a little unclear what the additional $3 million would 
be for, based on the work that we’ve done. 

Senator Roberts. It’s very important, and I am going to have a 
comment a little bit later as I get to the second sheet here of the 
GAO report where 70 percent of the NCI fund is spent in the 
United States, 30 percent spent in Russia. It may not be a proper 
question or maybe I do not understand it correctly, but if it were 
$3 million and we still have that ratio, we were not there yet for 
the seed money. There aren’t going to be that many seeds. 

General Gordon. I think the intent is to spend nearly all or all 
of it there, sir. 

Senator Roberts. So that $3 to $4 million would be spent en- 
tirely by the seed money or for the seed money to score the touch- 
down or 

General Gordon. It’s my understanding. 

Senator Roberts. There are a lot of us who feel this is very im- 
portant, and I do not want this to — I understand the IPP criteria, 
but I also understand that — we need to know exactly what this 
money is going for. I appreciate the term seed money, but I wonder 
what that means. 

General Gordon. It includes getting the facility up and running, 
getting the water supply up and running, the power source that 
would make it go. It’s establishing that core infrastructure. 

Senator Roberts. I am an event-oriented guy. If you can spell 
that out to me like, “OK, Roberts, I am going to turn the water on.” 
That makes sense. If you say seed money, who knows how many 
grants we have running around on seed money. All right, enough 
of that. 

General Gordon. Water, electricity, doors, walls. 

Senator Roberts. That makes sense. 

I have to ask, OK, you know what’s coming. If there was a boy 
named Sue, we have a girl named Gary. I should not do this, I 
apologize. Do you want to make any comment about that? 

Ms. Jones. All I can say is I can give you my mother’s phone 
number. She liked the name and I was the first. I have three 
brothers. I’m the only girl. 

Senator Roberts. Bless your heart. I apologize for that. I will 
catch heck for that from staff. 

Ms. Jones. No problem. Senator. I’ve been getting the question 
all my life. 

Senator Roberts. My name is Pat Roberts, my first name is 
Charles, and you can call me Chuck if it bothers you. 

OK. Let me ask a couple of questions in regards to your work. 
Your review found that the department is installing systems that 
reduce the risk of theft in Russia. Can you give me any comments 
for the basis of your findings? 

Ms. Jones. Yes, Mr. Chairman. Our findings were based on re- 
views conducted by a DOE technical survey team as well as visits 
to nine sites in Russia. The technical survey team is a group of ex- 
perts that DOE has put together to look at these projects and how 
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they were installed to make sure they were following the criteria 
that DOE has set out for success. 

During the course of our review, we looked at the reports they 
did on 30 sites. This technical survey team found that 22 had been 
installed correctly and reduced the risk of theft. 

Also we saw a lot of things on the site visits we did to nine dif- 
ferent sites. We saw such things as video cameras being installed. 
We saw hardend doors and locks, things that hadn’t been used be- 
fore. We felt it was comfortable for us to draw the conclusion that 
what DOE was doing was reducing the risk of threat to nuclear 
material. 

Senator Roberts. I don’t want to speak for every member of the 
subcommittee, but I think in terms of priorities we were very in- 
sistent that that would be one of the priority goals. So I am very 
pleased at your observation. 

I asked General Gordon about the Russian view. Of course it de- 
pends on the Russian, I suppose, that is there today. The post- 
humous period. But their view of the NCI program, in your view, 
what did they like and what did they not like about it? It is a coop- 
erative program. 

Ms. Jones. Yes, sir, the officials that we talked to, and we talked 
with MinAtom officials, we talked to officials in Sarov both at the 
weapons institute as well as the open computing center and the 
deputy mayor of the city. These officials provided a consistent view 
when it came to the fact that they’re serious about downsizing the 
weapons complex. They also believe there is a role for the U.S. 
Government to help them do that. 

The MinAtom officials we talked to were very disappointed and 
dissatisfied with the level of assistance they were getting under the 
program. They also believed it did have limited success in terms of 
the numbers of sustainable jobs that had been provided. 

They also felt that lack of success was increasing the skepticism 
that others in Russia had that this program was really just there 
to get the U.S. in the door to get information on their weapon ac- 
tivities. 

Officials in Sarov were very grateful for the program, but they 
were also a little dissatisfied with how it had been implemented. 
They expressed some displeasure with the European bank project 
because they felt that the funds that had been given out through 
loans under the bank really weren’t focused on jobs for the weap- 
ons scientists. They were small loans. They weren’t starting new 
businesses, they were really focused on the retail establishments. 
So they didn’t really feel that was getting at the goal of employing 
weapon scientists. 

Senator Roberts. When, in fact, if I can read my writing when 
I was taking notes in regards to your summary here, that was in 
fact the primary goal with regards to weapon scientists. There may 
be other programs that are social and economic in nature that 
would improve the environment of a community, but basically the 
goal was in regards to the weapon scientists; is that not correct? 

Ms. Jones. That’s correct. While the community development 
projects are, on their face, good projects, they really didn’t contrib- 
ute to getting jobs for the weapons scientists. 
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Senator Roberts. You talked to a lot of industry officials in re- 
gards to your study. Give me a take on their attitude about any 
impediments that they found in regards to commercial investment 
in the nuclear cities. I am not talking about the NCI program or 
the IPP program, but their investment. 

Ms. Jones. Sure. The industry officials we talked to really paint- 
ed a very cautious picture about investing in Russia as a whole, in 
particular the nuclear cities. They told us that Russia really doesn’t 
present a business-friendly environment because it lacks a market 
economy. 

Also its legal, financial, and banking systems provide for an un- 
certain investment climate as well as the uncertainty in terms of 
political stability. 

When looking at the nuclear cities, they found that the weapons 
scientists didn’t really have a good business sense or marketing 
backgrounds. Of course, the point that all of us have been making 
about access to the cities is very limited. So those were the nega- 
tive aspects. 

From a positive standpoint, they felt that they were very optimis- 
tic about a very talented pool of scientists, mathematicians, and en- 
gineers that they could tap in the future for their business ven- 
tures. 

The point that they tried to make to us is that industry must 
play to the strengths of the weapons scientists in trying to develop 
commercial opportunities in Russia. 

Senator Roberts. Let me get to a question that we have been 
mulling over for some time now. The NCI program and IPP pro- 
gram. You mentioned in your conclusion that perhaps they should 
be consolidated. Are these programs sufficiently different to war- 
rant their continued separation, or I could put it the other way. Are 
they different to the extent the consolidation is not the way we 
want to go? What’s your take on that? 

Ms. Jones. I appreciate the fact that General Gordon said DOE 
is going to consider and look at consolidating these two programs. 
What we saw is they have the same basic underlying goal of trying 
to create jobs for weapons scientists. 

We also saw that there are so many things happening in parallel. 
For example, they both have very similar review procedures. IPP 
had very much started to tap industry to help them figure out what 
commercial projects are working. NCI is just now starting to do 
that. So they could be working together on a lot of these avenues 
that they haven’t been in the past. 

Also, we found that there were some similar projects, projects 
started in IPP and ended up in NCI. Projects were proposed to be 
funded by both programs, so we thought it would make more sense 
to consolidate the two, have some flexibility to cover the kinds of 
things that the NCI program has been focusing on that might be 
different from IPP, such as business development, education for sci- 
entists. That might become a more efficient program as a whole. 

Senator Roberts. You touched on the status of the European 
Nuclear Cities Initiative and a European consortium. I think you 
said 15 nations; is that correct? 
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Ms. Jones. Yes, it’s actually the European Union. The European 
Commission is the arm of the Union that provides this kind of 
money. 

Senator Roberts. So it is a commission out of the European 
Union not a consortium? 

Ms. Jones. Yes, sir. 

Senator Roberts. OK, my mistake. It is 15 nations? 

Ms. Jones. Yes, sir. 

Senator Roberts. The EU is into every other thing, they might 
as well be into this. Pardon my editorial comment. 

You also indicated that it was Italy that was taking the lead, and 
that they are making more efforts to cooperate vis-a-vis Russia; is 
that correct? 

Ms. Jones. Yes, sir, that’s correct. 

Senator Roberts. I asked you the question, as I recall, why? You 
indicated that they wanted to tap the resources of these scientists 
to be a specific help as opposed to a more generic kind of program. 
Am I on line there with what you told us? 

Ms. Jones. Yes, sir. In our conversations with the Italians, 
they’re interested in focusing the efforts with the Russians on 
things like energy efficiency and cleanup of nuclear waste. They 
felt they would, rather than try to create sustainable businesses, 
contract with weapons scientists and use their expertise to help de- 
velop technologies and different things in those two arenas. 

Senator Roberts. Within the European Union? 

Ms. Jones. Yes, sir. 

Senator Roberts. Does that make sense to you? 

Ms. Jones. I think it does. I think what they’re trying to do is 
say that we in the European Union, we in Italy have a need for 
some help in trying to develop technologies for cleanup, for energy 
efficiency. You have scientists that have backgrounds, mathemati- 
cians, engineers, and they want to tap that expertise in this par- 
ticular arena. 

Senator Roberts. Interesting — I will get myself in trouble if I 
say that our programs tend to be somewhat patronizing. But it 
seems to me that maybe they are on to something here in terms 
of the approach. You get immediate employment, you are making 
a difference with exactly the kinds of things that you have exper- 
tise with. I am not trying to make a judgment here. Staff, don’t go 
nuts now in terms of what is going on. 

Have they dedicated any funds to this? Where are they with 
this? 

Ms. Jones. This is really just a proposal that’s in the discussion 
stage right now. We’re told they would like to come up with $50 
million to spend over the next few years, but it’s really just a pro- 
posal at this point. Senator. 

Senator Roberts. They’d better fund ESDI first if they think 
they can do that, with all due respect. 

Seventy percent of NCI funds spent in the United States, 30 per- 
cent spent in Russia as of December 2000. The majority of U.S. ex- 
penditures by national labs, three-fourths of lab expenditures for 
salaries and overhead, Russian officials very dissatisfied with the 
split of funding. I certainly would be as well. 
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The DOE was directed by the energy appropriations folks to fund 
51 percent. You want to comment on that? More especially with the 
example the Savannah River Site, and they move their overhead 
costs from 37 percent to 11 percent. 

Ms. Jones. Yes, sir. 

Senator Roberts. Can’t we get 70 percent of the funds? I wrote 
down here somebody said Russia thinks the United States has set 
up the program and is stealing the money. That is a little harsh, 
to say the least. We have to do better than this. 

Ms. Jones. During the course of our work in talking with the Sa- 
vannah River Site officials about the program, they had changed 
their overhead fee from, as you said, 37 percent down to 11 per- 
cent. 

So we were hopeful that the Savannah River Site approach 
might be a model for the rest of the sites in the program. I know 
in talking with General Gordon about this, he’s talking about his 
commitment to looking at this program from a management over- 
view, and I would hope that the overhead would be something that 
they would be looking at. 

Senator Roberts. We had some discussion in regards to over- 
head costs. I am not going to take up the subcommittee’s time to 
get into that to the extent that I wanted to, but I still need to be 
educated. We are going to be back in touch with you to see. I think 
you had, what, 27 projects? 

Ms. Jones. 25, 26, yes, that ballpark. 

Senator Roberts. Then I was asking questions about what do 
those overhead costs entail? Then we got into that to some degree, 
but I am very concerned about that, and I think the subcommittee 
is as well. 

We were going to try to have the NCI project target approxi- 
mately 30,000 to 50,000 people over there; is that correct? 

Ms. Jones. What the Russians are saying is that they need to 
find jobs for weapons scientists. 30,000 to 50,000 jobs over the next 
several years. That’s what they’re looking for. Not necessarily that 
the U.S. has to find that number of jobs. 

Senator Roberts. Let me tell you what we hit during conference 
in regards to last year when we had the request for additional 
funds and to do a better job. It was tossed right back that the 
projects were employing about 374 people. 

Well, 400 people out of 40,000 doesn’t quite cut it. In regards to 
any kind of progress. I am not trying to perjure this program, I am 
just saying what I have in terms of that our funding discussion. We 
had what I would call meaningful dialogue. 

In addition, they said that scientists still receive salaries from 
the institute while working on NCI-related activities, and you have 
that in your summary. One half of the projects are not designed to 
create jobs. 

Now, some of these things in terms of a drug program, child care 
program, environmental programs certainly could be justified as to 
their own worth. But that was not the goal or the original goal, as 
I understand it, with regards to employment of the weapons sci- 
entists; is that correct? 
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Ms. Jones. That’s correct. Our point, Senator, is when you have 
limited funds, are these the types of activities you want to focus on 
to try to get these jobs? 

Senator Roberts. You gave the example of a private company, 
after a considerable number of years, was able to or is able right 
now to pay 100 of the weapon scientists approximately three times 
the pay that they would receive under NCI/IPP. They are involved 
in software development. Could you amplify on that? 

Ms. Jones. Yes, sir. This is a company where one of the officials 
of the company did have some ties to Russian officials, and they 
worked through those ties to get into Sarov. They now are employ- 
ing 100 individuals who were former employees of the weapons in- 
stitute in Sarov. 

As you said, these individuals are making three times the salary, 
and they have cut their ties with the institute, unlike some of the 
NCI projects where they’re still part time. 

So it did take them 7 years to do it. 

Senator Roberts. But it is successful? 

Ms. Jones. Yes, sir. 

Senator Roberts. You visited that office or that building? 

Ms. Jones. Yes, we did. That’s actually in the same building as 
the open computing center which is one of the NCI projects. 
They’re on different floors. We were given a tour and talked with 
some of the scientists. They seemed all very busy and interested in 
what they were doing. 

Senator Roberts. Was this the program where you indicated 
there was an age difference in regards to the weapons scientists, 
or am I suffering my standard memory lapse? 

Ms. Jones. I think we raised that issue in regards to the Euro- 
pean program that they are going to be targeting older weapons 
scientists. They felt that some of the younger scientists might have 
more flexibility in terms of future careers. 

Senator Roberts. What was the difference, if any? You say that 
the private company is on floor “X” and the NCI project is on floor 
“Y’; is that correct? 

Ms. Jones. That’s correct. 

Senator Roberts. You visited both? 

Ms. Jones. Yes, sir. 

Senator Roberts. Describe what was going on. 

Ms. Jones. Our experience at the open computing center was 
that mainly the scientists followed our team around. There didn’t 
seem to be a lot going on versus when we were in the commercial 
space, the scientists were all sitting at their computers working 
away. That was our observation during the visit. 

Senator Roberts. You had one floor where they are working 
away not paying any attention to you, with all due respect, then 
the other looking at the friendly tap on the shoulder judge, if you 
will, and obviously they were showing you around. 

Again, I am not trying to perjure this. I found the same thing 
with the ISTC pro^am that I had the opportunity to visit and al- 
ways make that mistake of thinking it was an NCI project, which 
it wasn’t. They were very happy to take you all around and explain 
why it was not working and why they needed more money. Why 
it really wasn’t cogent to that. 
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I appreciate that very much. Are other companies into this? Is 
this a growing kind of program here where private and inter- 
national companies are able to do this? 

Ms. Jones. I think the NCI program is facilitating some of those 
companies coming into the closed cities. 

Senator Roberts. They are a catalyst then? 

Ms. Jones. They are a catalyst. They are a facilitator, absolutely. 

Senator Roberts. OK, good. 

I have no further questions. I appreciate your patience and thank 
you for responding. 

General Gordon and Ms. Jones, do you have any final comments 
you think that might be helpful? 

General Gordon. We had a good discussion. Senator. You know 
where we’re trying to take this organization, where we’re trying to 
take these programs. We’re in broad accord with the recommenda- 
tions that are being made by GAO, and we’re going to head down 
those directions. 

Senator Roberts. Tell the folks downtown we need their review 
at double time. Well, no, just put quick time. We won’t go double 
time. 

Ms. Jones, any final comments? Thank you for the job that you 
have done. 

Ms. Jones. Thank you. Senator, I appreciate it. No final com- 
ments. 

Senator Roberts. We will now proceed to the closed session. 
Thank you. 

[The prepared statement of Senator Santorum follows:] 

Prepared Statement by Senator Rick Santorum 

Chairman Roberts, thank you for scheduling this important subcommittee hearing 
today. I know that the U.S. Department of Energy’s nonproliferation programs have 
been a key concern of yours. Your focus on the U.S. government’s “return on invest- 
ment” has been particularly helpful for Members of this subcommittee. 

I believe Members of the subcommittee would agree that Department of Energy 
nonproliferation programs such as the Nuclear Cities Initiative (NCI) and Material 
Protection, Control and Accounting (MPC&A) program are well-intended and are 
consistent with U.S. national security objectives. That being said, there are legiti- 
mate concerns that have been highlighted by the U.S. General Accounting Office 
(GAO) on the performance of these and other nonproliferation programs. I am hope- 
ful that today’s witnesses will be able to discuss the GAO’s conclusions and will be 
able to explore ways to improve on program performance. 

With respect to where NCI funds are expended, GAO’s data portray a phenome- 
non that deserves further scrutiny and attention. I am concerned with GAO’s con- 
clusion that 70 percent of NCI program funds are spent in the U.S., rather than 
inside Russia. The GAO’s observation that the Department of Energy’s inability to 
obtain access to sensitive sites in Russia is constraining the MPC&A program also 
bears attention. Lastly, I am concerned with GAO’s observation that the Depart- 
ment of Energy does not yet have the means to monitor the security systems it is 
installing to ensure that they are operating properly over the long-term. 

Again, I look forward to the testimony of today’s witnesses and to a candid ex- 
change on some of the conclusions reached by the GAO. 

[Questions for the record with answers supplied follow:] 

Question Submitted by Senator Pat Roberts 

1. Senator Roberts. General Gordon, the GAO report said that DOE is attempt- 
ing to help Russia consolidate their nuclear material into fewer buildings and con- 
vert the material into forms that cannot be used in weapons. By consolidating the 
material, DOE may end up spending less money to install new security systems. 
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However, MinAtom has yet to tell DOE which sites and which buildings would be 
consolidated. 

What is the status of DOE’s efforts to get MinAtom to identify which sites and 
buildings will be consolidated under the program? 

General Gordon. The NNSA’s Civilian and Conversion Division, which includes 
the Material Consolidation and Conversion (MCC) Project, has already successfully 
closed 21 buildings and significantly reduced the proliferation risk associated with 
more than 2 metric tons of very attractive high-enriched uranium (HEU) by convert- 
ing it to low-enriched uranium (LEU). In addition, MinAtom has proposed an ag- 
gressive plan or “roadmap”, which calls for the closure of 60 more buildings and the 
conversion of an additional 27 metric tons of HEU over the next 10 years. According 
to MinAtom, specific details such as the name and location of the buildings planned 
for closure will be shared with the U.S. as soon as DOE and MinAtom are engaged 
in negotiations on a bilateral MCC agreement, which would provide an appropriate 
“legal framework” for the exchange of such sensitive information. Eor the last 6 
months the U.S. has refused to begin negotiation of a bilateral agreement because 
of Russian/Iranian nuclear cooperation. DOE is prepared to table a draft agreement, 
as soon as it receives interagency approval to proceed. 


Questions Submitted by Senator Mary L. Landrieu 

NUCLEAR cities 

2. Senator Landrieu. General Gordon, my understanding of the fundamental dif- 
ference between IPP and NCI programs, other than the number of sites and facili- 
ties where the programs are engaged, is that IPP directly funds work for the sci- 
entists in the closed cities and institutes but NCI is designed to bring economic de- 
velopment. 

Is this understanding correct? 

General Gordon. NCI is designed to reduce the size of the weapons complex in 
the Russian nuclear cities. Economic diversification and development is a tool to 
achieve this goal. NCI removes functions and equipment from the weapons sites 
within the closed cities; reduces the physical footprint; and seeks to create sustain- 
able, alternative non-weapons work outside of the nuclear institutes and within a 
functioning city economy. 

IPP, on the other hand, is a “brain drain” program that engages former Soviet 
weapon scientists at institutes across the New Independent States (NIS) — in 
Belarus, Ukraine and Kazakhstan, as well as in Russia — in applied research 
projects having high commercial potential. The scientists comprise former biological 
and chemical weapons researchers and missile development experts in addition to 
nuclear scientists. 

3. Senator Landrieu. General Gordon, the GAO has recommended combining IPP 
and NCI. How could these programs be combined and still preserve the unique as- 
pects of each? 

General Gordon. The GAO recommended that the NNSA Administrator “deter- 
mine whether the two programs should be consolidated into one effort — including 
a determination of what changes in authorizing legislation would be necessary — 
with a view toward achieving potential cost savings and other programmatic and 
administrative efficiencies.” NNSA is still in the process of making its determination 
and we will provide more information as it is available. 

4. Senator Landrieu. General Gordon, the NCI program has an agreement gov- 
erning how the Russian government treats programmatic funds for tax and other 
purposes, the IPP program does not. As a result it works through the State Depart- 
ment sponsored International Science and Technology Center (ISTC) or under the 
NCI agreement. 

How important is this agreement to future efforts, given Congress’ concern about 
not having programmatic funds taxed? 

General Gordon. We believe the NCI Government-to-Government Agreement is 
very important. It provides tax and liability protection, and the structure under 
which program activities can proceed. Such agreements are very difficult to nego- 
tiate and generally take at least a year, and often more, to achieve. In any reorga- 
nization involving IPP and NCI, it is important to protect the NCI Agreement, if 
possible. 



150 


5. Senator Landrieu. General Gordon, there has been criticism of the NCI pro- 
gram since its inception, nevertheless it does not seem to me to be in our best inter- 
est to walk away from the Russian nuclear cities. 

Do you agree that it is in our national security interests to continue to work with 
these cities? 

General Gordon. NCI was conceived as a national security program whose aim 
is to bring the Russian weapons complex more in line with post-Cold War realities, 
thereby advancing our own security. The Russian weapons complex is vastly over- 
sized, decrepit, and starving for resources on the one hand, and dangerously capable 
of performing its core functions on the other. We continue to have a strong non- 
proliferation interest in maintaining our engagement with these cities. 

6. Senator Landrieu. General Gordon, would you look at the broader objectives 
of this program and work to develop a program with the focus and flexibility to meet 
broad objectives? 

General Gordon. We agree with the approach. We are currently considering how 
to best preserve the broad objectives of NCI as we look at the best way to organize 
this program in the future. 

7. Senator Landrieu. General Gordon, when Russia announced that it wanted 
help to reduce the size of its nuclear weapons complex, and shut down two of its 
four weapons assembly and disassembly facilities, this was viewed as good news. 
The Russian Ministry of Atomic Energy, MinAtom, took a bold step when it made 
this announcement. The understanding was that if NNSA is successful in helping 
to shut down the facility at Avangard then it will proceed with work to shut down 
the second facility, at Penza-19. The fiscal year 2002 budget request for NCI is $6 
million. This level of funding jeopardizes the shutdown of Avangard and will pre- 
vent the accelerated shutdown of Penza-19. Because DOE has only one similar facil- 
ity, the imbalance between U.S. and Russian capabilities has been a concern for 
many years. 

Does it make sense to miss this unique opportunity and long standing U.S. goal 
to reduce Russian nuclear weapons manufacturing capacity? 

General Gordon. The NCI program continues to work with the MinAtom in order 
to encourage and facilitate the closure of its nuclear weapons assembly facilities. In 
order to take maximum advantage of the unique opportunities created by NCI’s co- 
operative relationship with MinAtom, and to most effectively utilize the program’s 
funds, NCI will focus its efforts primarily on facilitating the accelerated closure of 
Avangard, which is the best candidate facility among the four Russian nuclear 
weapons assembly facilities for accelerated closure. 

8. Senator Landrieu. General Gordon, if the NCI and IPP programs were com- 
bined, how would the statutory provisions that govern each program have to modi- 
fied? 

General Gordon. As part of our response to the GAO recommendation to consider 
merging the programs, we are currently researching this question, which involves 
legal and technical issues. We will provide the answer as soon as it is available. 

At first glance, however, tbey could be combined without significant statutory 
modifications. IPP’s statutory limit on funding to the National Laboratories (35 per- 
cent) is both workable and consistent with DOE/NNSA’s efforts to maximize the 
nonproliferation impact of program funds. IPP’s legislation appears sufficiently 
broad to permit such additional activities as infrastructure support. There are re- 
quirements for projects funded under NCI that are not now part of IPP (e.g., the 
requirement to commercialize within 3 years). NCI also does not require the same 
matching requirements from industry as IPP does. 


the laboratories and the nonproliferation programs 

9. Senator Landrieu. General Gordon, it appears to me that there is much confu- 
sion, and therefore criticism, about the role of the DOE and NNSA laboratories in 
the nonproliferation programs including IPP and NCI. 

What is the role of the labs in these programs and why are they important? 

General Gordon. The primary role of the labs in IPP is to ensure that the tech- 
nical claims made by NIS institutes have merit and that, in the case of commer- 
cialization, the engineering transition from R&D to commercial production follows 
high and verifiable standards of excellence. The labs provide technical oversight for 
and conduct joint research with the Russian scientists who participate in IPP 
projects. In so doing, the labs greatly reduce the technical risks of doing business 
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with NIS institutes. In addition, the labs play a key role in helping to ensure that 
funds intended for a bona fide commercial project are not diverted from their in- 
tended use. The laboratories also have key roles in the project development process, 
including technical evaluations of project proposals, validation of the weapons-re- 
search credentials of Russian scientists, and identification of potential dual-use 
problems. The laboratories also provide the legal connection with the U.S. private 
sector, through their cooperative agreement mechanisms, which allocate intellectual 
property from IPP projects that are commercialized by U.S. industry participants. 
These expanded non-scientific roles were important in getting the programs under 
way at a time when only the labs had access to the NIS institutes. These nonsci- 
entific roles are gradually transitioning to DOE/NNSA and the U.S. companies in- 
volved in commercialization. 

Laboratory involvement was also essential to the start-up of NCI, but it is busi- 
ness investment and economic diversification that are the long-term drivers. The 
laboratories have been significantly involved at the outset of many of NCI’s efforts, 
but their role will diminish over time as business participation increases. 

10. Senator Landeieu. General Gordon, what do the seven Federal employees do 
who manage the NCI program? 

General Goedon. Up until June 4, 2001, NCI had only four Federal employees. 
Currently we have five. These employees are: the Director and Deputy Director; a 
Federal staff member who serves as the desk officer for Sarov and who manages 
NCI contracts; a Federal staff member who serves as the Zhelezoogorsk desk officer 
and manages the project review process; and a new Federal staff member who is 
responsible for generating outside sources of finding for NCI projects. 


EESEAECH AND DEVELOPMENT PEOGRAMS 

11. Senator Landeieu. General Gordon, the NNSA research and development pro- 
gram has been effectively reduced $50 million in the fiscal year 2002 budget request 
from the 2001 appropriated level of $225 million. This is a very large cut and sig- 
nificantly undermines NNSA efforts to address proliferation and detection. 

Can you please describe what programs are not being funded and what you would 
do if you had the funding restored or increased? 

General Goedon. As noted in the President’s budget request, let me briefly de- 
scribe the fiscal year 2002 level of funding for the R&D program. The proliferation 
detection and deterrence program was decreased by a total of $36 million. As a re- 
sult, in proliferation detection, the remote effluent detection area’s hyperspectral ac- 
tivities and much of the lidar activities will be terminated. In deterring prolifera- 
tion, the reduction will slow the development of new radiation detection materials 
and nuclear materials analysis techniques. Chemical and biological national security 
will decrease by $12 million. As a result, the milestones will be stretched out for 
technology development initiatives involving the development of new chemical and 
biological detectors, biological foundations understanding, modeling of interior struc- 
tures, and transfer of decontamination. The decrease will also slow a demonstration 
project. The nuclear explosion monitoring program will decrease by $5 million. This 
decrease will defer work such as regional seismic characterization and support to 
the Air Force Technical Applications Center’s advanced regional monitoring system. 

If the funds were available at the fiscal year 2001 appropriation level, we would 
return to the previously described R&D program and development schedule. 

If funds were available above the fiscal year 2001 appropriation level, we would 
anticipate: funding more new sensor concepts for detecting proliferation; expanding 
our research into detecting shielded fissile materials and detecting fissile materials 
at greater standoff ranges; expanding our regional seismic characterization and cali- 
bration program to match the Air Force Technical Applications Center’s accelerated 
seismic station installation schedule; and making more rapid progress in character- 
izing a larger number of biological agent signatures. 

12. Senator Landeieu. General Gordon, the research and development program 
supports the U.S. effort to address the single greatest threat to U.S. national secu- 
rity interests? 

General Goedon. The R&D program is very important to providing the technical 
underpinning that supports government efforts addressing worldwide threats to na- 
tional security interests. In fact, our focus on long-range R&D provides operational 
organizations with innovative systems and technologies to satisfy their nonprolifera- 
tion mission responsibilities. 
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13. Senator Landrieu. General Gordon, will any other agency have the ability to 
pick up the shortfall? 

General Gordon. Since other agency programs have already defined and submit- 
ted their fiscal year 2002 budgets, it will be difficult for another agency to incor- 
porate work we are deferring, particularly because other agencies’ priorities are 
nearer-term and NNSA’s focus is longer-term R&D. 

14. Senator Landrieu. General Gordon, is the NNSA research effort closely co- 
ordinated within DOE and with other Federal agencies? 

General Gordon. The R&D program is coordinated within the DOE and with 
other Federal agencies. The R&D program is captured in the overall, integrated 
DOE National Security R&D Portfolio, and in fact closely leverages DOE invest- 
ments in Defense Programs and the Office of Science. Coordination with other agen- 
cies is primarily documented in the Department of Defense/Intelligence Community/ 
Department of Energy Counterproliferation Program Review Committee Annual Re- 
port to Congress and through the Nonproliferation and Arms Control Technology 
Working Group Report and Symposium, which is jointly chaired by the Departments 
of Defense, Energy, and State. 

15. Senator Landrieu. General Gordon, how will the funding cuts in nonprolifera- 
tion and arms control affect existing programs that advance DOE and U.S. core ca- 
pabilities in detection and monitoring of the development of weapons of mass de- 
struction? 

General Gordon. The requested level of funding will slow the development of new 
and emerging technologies for detecting and monitoring the development of weapons 
of mass destruction, particularly detection of emerging proliferation programs. 

16. Senator Landrieu. General Gordon, what is the role of the DOE laboratories 
in the national effort to develop technologies to address proliferation risks? 

General Gordon. The DOE laboratories, especially the weapons laboratories, have 
unique, comprehensive understanding of nuclear weapons development, test, and 
production processes and the technologies needed to assess proliferation activities. 
In developing the technologies required to address proliferation risks, we are able 
to leverage current and past investments in the NNSA nuclear weapons program. 

17. Senator Landrieu. General Gordon, how do the efforts at the DOE labora- 
tories differ from the efforts sponsored by DOD or other Federal agencies involved 
in this national challenge? 

General Gordon. The work we sponsor at the laboratories has a longer-term 
focus, enabling us to explore higher risk, revolutionary integrated system solutions 
to the difficult problems associated with proliferation, and we often assist other 
agencies address their most difficult proliferation questions. Additionally, because of 
our knowledge of the expertise at the laboratories, we are able to marshal multi- 
disciplinary, inter-laboratory teams to address the significant technical challenges. 
Other agencies tend to be driven by near-term requirements which lead them to 
short-term evolutionary development programs. 

18. Senator Landrieu. General Gordon, while the NSC review is assessing the 
value of the existing Russian nonproliferation programs, is there any corresponding 
high-level assessment of the adequacy of DOE core competencies and fundamental 
technologies to detect and monitor the development of weapons of mass destruction 
throughout the world? 

General Gordon. There has been no NSC-level review of DOE proliferation detec- 
tion and monitoring technical capability. However, the R&D program is reviewed 
annually as part of the preparation of the annual DOD/IC/DOE Counterproliferation 
Program Review Committee Report to Congress. The program is also coordinated 
within the interagency community as part of the Nonproliferation and Arms Control 
Technology Working Group. The NNSA Nonproliferation and Verification R&D Pro- 
gram was reviewed by the Nonproliferation and National Security Advisory Com- 
mittee, an independent panel of external experts who found that the DOE core com- 
petencies and fundamental technologies supported by the R&D program underpin 
our Nation’s capability to detect and monitor the development of weapons of mass 
destruction throughout the world. A copy of the Advisory Committee’s February 25, 
2000 report is attached. 
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Executive Summary 

Origin of this Report 

The Nonproliferation and National Security Advisory Committee (NNAC) tvas established in 
August 1999 at the request of the Secretary of Energy. The Advisory Committee reports to the 
Assistant Secretary for Nonproliferation and National Security (NN-1). The role of the cormnittee 
is to advise the Department of Energy (DOE) on all aspects of its research and technology 
development programs for nonproliferation, arms control, and national security and the linkages of 
such technologies to national security poUcy (Appendix A). 

The first charge to the NNAC was to review the R&D portfolio of the Office of Nonproliferation 
Research and Engineeridg, NN-20 (Appendix B). This report presents the findings and 
recommendations of the Advisory Cormnittee. 

Conclusions and Recommendations 

The research portfolio cf NN-20 supports broad national policies defined by the Executive 
Branch and Congress and by the need to capitalize on and sustain a robust nonproliferation and 
national security technology base that is forward looking. 

The Office of Nonproliferation and National Security (NN) of the Department of Energy has 
resportsibihty for technology and policy development in support of national goals for 
nonproliferation of weapons of mass destraction and treaty verification. In the area of nuclear 
nonproliferation, DOE’s Office of Nonproliferation Research and Engmeering (NN-20) is the 
predominant sponsor of research and development of new technologies relevant to the 
nonproliferation mission that supports the national security community. This mandate reaches back 
to the Atomic Energy Commission. As part of a coordinated national plan, NN-20 has more 
recently been given the additional responsibility for developing technologies that support domestic 
U.S. chemical and biological counterterrorism goals. 

Administration of the Office of Nonproliferation Research and Ei^eering (NN-20) requires 
attention to a wide spectrum of technologies and appUcations. The office supports directed-basic 
research, applied research, engineering development, prototype manufacture, and, in a few cases, 
manufacture of operational devices. NN-20 must respond on short notice to calls for support for 
international negotiations or agreements and at the same time must also anticipate future needs that 
are often not well defined. Finally, because NN-20 does not itself operate systems, it faces two 
difficult challenges: (i) it must transfer the technologies it develops to end-users elsewhere in 
government, primarily the Defense Department, the intelligence community, and law enforcement, 
and (ii) it must insure that the policy community is well-informed of the potential and limitations of 
technology. 

The Administration of the NN-20 Office has performed well in recent years in carrying out its 
responsibilities across a widening spectmm of technology requirements and national policy needs, in 
spite of the fact its resources have not grown eommensuiately with its assigned responsibihties. 

Significant improvements in the administration and execution of NN-20 operations have taken place 
since a review of the Office was conducted in spuing of 1996 by an ad hoc external group. 
Nevertheless, the Advisory Committee feels there are additional changes in management practice at 
both the NN and the NN-20 levels that would further improve perfonnance and quality. 
Implementation of the recommendations presented below would give other elements of the U.S. 
Government and the national scientific and technical community a greater understanding of and 
appreciation for NN-20’s role and accomplishments. 
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NN should more fidly integrate technology development and policy formulation and analysis in 
order to fulfill its role as the leading technical arm of the interagency nonproliferation policy 
community. 

NN has the unique responsibility for bringing the scientific and engineering expertise of the DOE 
national laboratories to bear on the development of U.S. nonproliferation policy as well as to guide 
research at the laboratories in support of future policy requirements. To achieve better integration 
of technology and policy, the Advisory Committee urges that the following three recommendations 
be implemented. 

Recommendation 1: Cooperative interactions between the technology and policy offices of 
NN should become a regular feature of the annual budget and planning process. 

At an appropriate time in the budget cycle, NN policy offices should formally cite their 
nonproliferation technology needs to NN-20, and NN-20 should respond with its plans to address 
those needs. At other times of the budget year.and in a more informal manner, NN-20 together . ? 
with representatives from the DOE national laboratories should provide NN policy offices with 
information about new opportunities emerging from technological advances. The policy offices 
should in turn present their technology implementation plans and practices. 

Recommendation 2: NN should assume the responsibility for communicating to the 
interagency policy community two categories of technical information: (i) the basic 
capabilities and limitations of today’s technologies that support U.S. nonproliferation, arms 
control, and security objectives, and (ii) the mid- and long-term prospects for improved 
technologies relevant to the NN mission. This informdtion, which we shall refer to as the 
Annual Nonproliferation Technology Assessment, should be made widely available within 
government in the form of a classified annual report or an equivalent communiqo& 

Given its history and unique combination of technology and policy expertise, NN has an affirmative 
responsibility to keep the wider governmental community apprised of flie potential-and the 
limitations— for technology to address national needs. No other unit of the U.S. Government is 
capable of doing so. 

The Annual Nonproliferation Technology Assessment would primarily serve members of 
interagency groups engt^ed in developing options for nonproliferation policies and in preparatory 
work for arms control planning and negotiations and in supporting domestic counterterrorism 
objectives. However, the Assessment would also strengthen conununications among DOE national 
lalxiratories and DOE headquarters and provide discipline among proponents of particular 
technologies by recognizing both the promise and limitations of a given approach. 

Recommendation 3: The Advisory Committee recommends that the activities of the OOE 
Nuclear Transfer and Supplier Policy Division (NN-43) in promulgating lists of unclassified 
but export-controlled items be subject to review by representatives from the scientific 
community within NN. In case of conflict, the assistance of the NN Science Advisor should 
either settle the matter or refer it to higher authority in DOE. 

The implementation of export controls on information (knowledge) is an area in great need of help 
from the technical community. NN has the responsibility, exercised through the NN-43 office, to 
publish lists of "sensitive unclassified technical infomation” and export-<»ntK)lled infonnation. 

The breadth of the scientific and engineering work sponsored by NN-20 does not permit a 
common set of project selection and review procedures to be applied uniformly across its entire 
R&D portfolio. 
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Nevertheless, there are principles that can be applied across the portfolio and serve as guidelines to 
strengthen the selection and review processes and to ensure high quality. Such principles would 
serve as a unifying influence for choosing appropriate project selection and review' procedures for 
each area of the NN-20 R&D portfolio. 

Recommendation 4: NN*20 should expand its use of external merit reviews in project 
selection decisions and subsequent progress reviews, including it wherever feasible in 
managing its R&D portfolio. 

Merit review is defined by two principal criteria: (i) scientific and technical quality, and (2) potential 
contribution to nonproliferation and national security goals. The extent to which merit review can 
be incorporated varies by program area. The chemical and biological nonproliferation program area 
of NN-20 has made commendable use of merit review for final project selection and some other 
program areas use it as well but in less explicit ways. For activities that are primarily applied, 
especially those serving highly classified applications, project selection and review procedures may 
need to be less open and inclusive, but they should always include individuals fiom outside of NN- j 
20 and outside of the DOE laboratory community. Where special circumstances make this 
impractical, the reasons should be documented. 

Recommendation S: The transparency and documentation of the project selection and 
review processes for the NN-20 R&D portfolio need to be enhanced. 

The NN-20 office should ensure that its selection and review procedures are well publicized and 
well documented. Regular procedures will ensure that the broader science and technology 
community is informed about the NN~20 program and its purpose and standards. 

Recommendation 6: A clear balance needs to be established between the reviews that NN-20 
program management conducts to fulfill its responsibiiities and what is best done at the 
laboratory level. 

DOE headquarters and the DOE national laboratories can and should have separate domains of 
accountability. Recommendations 4-5 above are intended as guidelines for all reviews and 
procedures, not as additional layers of review and management. 

DOE Headquarters should focus its attention on initial project selection, end-user needs, integration 
of technology and policy, and interagency education. Headquarters should rely more on the science 
and engineering review processes at the laboratories than it currently does for making judgments 
about the technical progress of projects once they are underway, provided these reviews are done in 
a manner that is clearly articulated and include technical experts ftom outside the laboratory. For 
multi-laboratory projects or when significant technical or budgetaty problems arise in previously 
approved projects at a single laboratory, a combination of headquarters and laboratory reviews 
would be appropriate. Annual reviews of all projects by NN-20 should continue; redundant reviews 
should be avoided. 

Recommendation 7: Existing practices for NN-20 interactions with end-users need to be 
given greater visibility and articulation within NN and also in the wider interagency 
community. 

Areas already exist where NN-20 has excellent communications with end-users and representatives 
from the end-user community are involved in review of programs and technical progress. By 
expanding and codifying practices within NN-20 that are most effective, relationships with end- 
users will became more fruitful. This is especially tme when NN-20’s work is closely tied to end- 
user needs. There can be unexpected benefits as well. Brainstorming with potential end-uses can 
sometimes lead to innovative ideas for new technologie.s. 
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Recommendation 8: To maximize the prospects for successful transfer of new technologies, 
communications with potential end-usets should be opened as early as possible and proceed 
through ail the phases of the work for which NN-20 has responsibility. 

Discussions should be technical, but with the policy implications and costs spelled out with due 
regard given to the end-user’s ability to make commitments to a technology in the development 
stage. It is important in the earliest phases of concept formulation that a prospective end-user be 
made aware of technological and scientific advances potentially available from an NN-20 project 
and that the uncertainties in those assessments be communicated as well. The Annual 
Nonproliferation Technology Assessment recommended above will help, but direct communications 
between NN-20 and end-users are needed as well. 

There should be greater opportunity for the wider U.S. scientific and technical community to 
contribute to the success of the NN-20 portfolio. This can be done through open competition 
administered by DOE Headquarters and through partnerships chosen and managed by the DOE 
national laboratories. .s. 

The DOE national laboratories have a strong Ustoty of interaction with the larger scientific and 
technical community. Participation of rion-DOE personnel in NN-20 projects has been successful. 
The participation of appropriate institutions outside of the DOE national laboratories draws into the 
NN-20 portfolio the expertise of the broader U.S. scientific and technical enterprise. 

Recommendation 9: Program areas of the NN-20 portfolio that are chosen for open 
competition should be ones In which high e.xpertise already exists in the academic sector 
and/or the industrial sector. 

The NN-20 budget is too small to fund development, of expertise in nonproliferation or verification 
technologies where it does not already exist. Furthermore, it would be wasteful to duplicate 
expertise that already exists at the DOE nattonal laboratories. For academic competitors the work 
will need be restricted to the unclassified level or special airangements made. 

Areas that come to mind as candidates for open competition include seismic verification 
technologies for very low yield underground nuclear tests and chemical and biological agent 
detection and identification technologies. Other possible areas might be specialized electronic chip 
development and certain radio-frequency technologies. Many parts of the NN-20 R&D program 
are unsuitable for competition that reaches beyond the DOE national laboratories. 

Recommendation 10: NN-20 should document more systematically funding that goes directly 
to institutions outside of the DOE system as well as funding that goes to the DOE national 
laboratories and then goes out to consultants, subcontractors and collaborators. 

Partnerships in the form of consultantships, subcontracting, sabbatical visits, etc., involving 
academic researchers and subcontracting with industry for development and manufacture are all 
mechanisms with which the DOE national laboratories have much experience. These are clear 
evidence that the DOE national laboratories teach out to the broader science and technology 
ettmmunity when the needed expertise is not available in-house. The recommended documentation 
will give greater visibility and clarity to existing practices. 


The DOE national laboratories were created as partners to the U.S. Government under contracts 
documenting that partnership, not as contractors in the ordinary sense. Their continued 
existence requires that they remain centers tf excellence and responsive to national needs. 
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Recommendation 11: NN-20 headquarters and administrators at the DOE laboratory 
complex who manage funds received from NN-20 should work together to identify metrics 
that win serve as objective indicators of the quality of the work performed and the impact of 
that work on nonproliferation and national security goals. Records of quality and impact 
should be kept and reported on a regular basis. 

The diversity of the NN-20 portfolio means that no single set of metrics will be suitable for ail 
areas. Metrics used to evaluate the quality of NN-20 projects and program management should be 
cbosen in a manner matched to the activity being evaluated. 

The Committee does not wish to suggest specific metrics. There are many possibilities worth 
considering. For work at the basic scientific level, publications, invited talks, and researoh funds 
received on a competitive basis — the norm in the academic community — can be used for 
evaluation, but this is suitable for only a small part of the NN-20 R&D portfolio. For applied 
research and for development activities, metrics that correspond to success in moving projects 
toward nonproliferation and national security objectives in cost effective ways (and for terminating ^ 
them when imtial expectations prove unjustified!) and for interacting effectively with end-users are 
needed. Prizes for research and technology achievements, testimonials fiom end-users of NN-20 
technologies, and citations of locations and exercises at which NN-20 technology have been used 
are possibilities. 

Indicators of the quality of individuals funded by NN-20 should be included as well, whether or not 
the Mcators refer direcdy to NN-20 activities. For example, the selection of an NN-20 supported 
scientist or engineer for service on an interagency group, receipt of an award from a Laboratory 
Directed Research and Development (LDRD) competition, patents granted, and the like should all 
be used. 

Most DOE national laboratories have one or more external advisory committees. Reports from 
such committees usually review performance and can be useful sources of information on the 
quality of personnel, programs, and projects. 

Classified work is intrinsically more difficult to evaluate because the peer group is often smaU, but a 
good faith effort needs to be made in every case. 


The DOE national laboratories collectively constitute a major sector of the nation ’s science and 
technology enterprise along with the academic and industrial sectors. The health of the DOE 
sector is important to all the other sectors. 

Each of the sectors of the national science and technology enterprise has unique capabilities and 
there are areas of complementing, and in some cases intersecting, expertise — a healthy situation. 
Each sector contributes to the vigor and quality of the overall national enterprise, and each 
contributes to national security and the well being of the country. 

Recommendation 12: Within the constraints imposed by the need to protect classified 
information, greater efforts should made to increase professional contads and interactions 
between scientists and engineeira enga^ in NN-20 projects at the DOE national laboratories 
and members of the larger national scientific and engineering communities. 

Professional contacts and interactions are essential to maintaining vibrant scientific and technical 
work. They can be achieved, for example, by means of seminars, conferences, and exchanges of 
scientists and engineers. Maintaining contact wifii the outside national scientific and engineering 
communities will become aU the more important as NN-20 moves with NN into the new DOE 
National Nuclear Security Administration. 
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There are, of course, areas where security needs preclude any outside interactions, but this 
requirement should not drive a restrictive policy that is applied to all areas. For example in the 
chemical and biological disciplines, the unclassified community outside of DOE has vast resources 
and knowledge that cannot be duplicated by DOE. DOE scientists and engineers must remain 
connected to this larger community. 

The DOE national laboratories comprise a diverse group of scientists and engineers who understand 
the signatures of the proliferation of weapons of mass destruction, the technologies that can be 
marshaled to exploit these signatures, and the requirements of the end-users in the national security 
community. This unique combination of expertise exists only in the classified environment of the 
DOE national laboratories. We refer to it as the nonproliferation and national security technology 
base (NN Tech Base). 

DOE laboratory administrators, scientists, and engineers have long expressed concern that the NN 
Tech Base was endangered, but little or no attention has been paid to these concerns. The one- 
third reduction in the DOE national laboratories’ authority to “tax” programs to fund LDRD budgets 
in the current fiscal year will further diminish the NN Tech Base. 

The NN Tech Base in the DOE laboratory’ complex is shrinking due to recurrent under-funding. 
Current trends need to be reversed. 

The Advisory Committee recognizes that no single agency or office can be the sole guarantor of the 
NN Tech Base. However, the Office of Nonproliferation Research and Engineering (NN-20) has 
long been a key shareholder through its support of the development of technology linked to its 
nonproliferation and national security objectives. The Office must remain a strong supporter. 

Recommendation 13: DOE should seek increased funding for NN-20 for the support of 
advanced concepts research on nonproliferation and national security technolt^es in fnture 
years. This might be done in steps starting at a level of 5% of the NN-20 R&D budget and 
growing to 10% or more over time. 

An NN-20 budget line named “advanced concepts” has been lost in recent years as DOE was 
required to take on new nonproliferation technology initiatives but was not given corresponding 
increases in budget. Restoration of advanced concepts funding should be a hi^ priority. 

The need for a st^le level of funding for advanced concepts is easily understood. Such funding 
allows scientists and engineers of the NN Tech Base the opportunity to spend a small fraction of 
their time conceiving and exploring new ideas that may offer fundamentally new and more capable 
nonproliferation and national security technologies than those currently available or under 
development — ^in other words, the opportunity to be creative in an applied context. Funding for 
advanced concepts is important in its own ri^t, and it will also help attract the best and the 
brightest of new generations of scientists and engineers to the NN Tech Base. 

A portion of NN-20 R&D portfolio must continue to be flexible and go to the DOE national 
laboratories in support of high-quality, creative research on future nonproliferation and national 
security technologies. 

Advanced concepts research need not necessarily have a definite end-user, but the scientists and 
engineers involved should be motivated by possible applications for their work. Indeed, it would be 
counterproductive to national security to require that ail work on nonproliferation and national 
security technologies he driven by the immediate needs of users. Focusing exclusively on 
immediate needs, as has happened at some federal laboratories, inevitably turns innovative 
programs, such as those in the NN-20 R&D portfolio that can occasionally make revolutionary 
advances, into an evolutionary programs that ulfimately become stagnant and produce little of real 
value. 
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,4s a general rule, NN-20 does not carry the development of technologies into the manufacturing 
stage. 

The prime exception occurs for satellite-based sensors that are designed to detect nuclear explosions 
in the atmosphere or in space. Nuclear Detonation Detection System (NDS) packages are deployed 
as secondary payloads on ballistic missile infrared early warning Defense Support Program (DSP) 
satellites and on satellites of the Global Positioning System (GPS). 

Recommendation 14: DOE/NN should conduct a study assessing the desirability of DOE 
continuing to be the manufacturer of operational satellite-based Nuclear Detonation 
Detection System (NDS) packages. The study should involve participation of all 
stakeholders. 

The key question to examine in the smdy is whether it might be better to follow an alternative 
model for the manufacturing stage, a model more in line of what NN-20 does in the rest of its R&D 
portfolio. Namely, NN-20 would carry the development of new-generation NDS packages through;; 
the prototype development and testing stages, and then turn the drawings and specifications over to 
an industrial manufacturer selected on a competitive basis. DOE scientists and engineers would 
remained involved as consultants to resolve problems that arise in manufacture and help with liaison 
to the Air Force Project Office that has responsibility for the GPS. 

The question should be decided on the basis of what is best for the country and makes the best use 
of expertise at the DOE national laboratories. It may be that there is no industrial interest or 
insufiicient industrial expertise in the specialized areas involved in manufacturing the NDS packages 
to change the way that manufacturing is done now. 

(Throughout this report, we use the term “DOE national laboratories” to refer to aU DOE 
laboratories that are officially titled national laboratories as well as DOE facilities that have technical 
expertise directly related to the nonproliferation mission.) 
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1: NonproKferation and the Department of Energy 


The U.S. Department of Energy (DOE) plays a major role in the development of policy and 
technology in support of U.S. Government efforts to combat the proliferation of weapons of mass 
destruction. The work of DOE supports the Department of State, Department of Defense, 
Intelligence Community, Department of Justice, and other elements of the national security 
community. In this section we review the policy dimension of DOE's involvement. Appendices C 
and D provide additional information. 

Making of U.S. Nonproliferation Policy 

In accord with the terms of the Constitution, die President and the Stecutive Branch set the 
guidelines for all U.S. foreign policy, including nonproliferation policy. Congress influences foreign 
policy and nonproliferation policy through the legislative process and throu^ its oversight 
responsibilities, including Senate consent (or lack thereof) to ratify international treaties, 
appropriations, and at times with explicit directions witii respect to specific programs. National 
security policy initiatives are developed and implemented by the Pr^ident through a systematic 
process established by Congress in legislation, ^ginning with the National Security Act of 1947. 
Nonproliferation policy for weapons of mass destruction (WMD) is formulated through an on-going 
process led by the President and implemented by the executive agencies. The National Security 
Council (NSC)— consisting of the President, Vice President, the Secretaries of State and Defense, 
with the Director of Central Intelligence as the intelligence advisor and Chairman of the Joint Chiefs 
of Staff as the military advisor, and other senior government officials whose expertise is required by 
the President for specific issues— is at the apex of this process. The Secretary of Energy is included 
when issu^ involving the responsibilities and cap^iliti^ of DOE, such as energy resources, nuclear 
weapons, and nonproliferation, are under consideration. 

Much of the preparatoiy work of the National Security Council is done in the “Deputies 
Committee”, where the Deputy Secretary of Energy represents the Department, hiteragency 
Working Groups (IWGs), at which U.S. Government agencies are represented at the Assistant 
Secretary level, prepare detailed positions on issues arid make policy decisions where consensus 
agreement can be reached. Task forces and committees deal with specific elements or issues being 
considered by the National Security Council and provide technical support to IWGs. Committees 
and task forces are often chaired or co-chaired by DOE representatives when the subject matter 
pertains to the Department’s areas of expertise and responsibility. 

U.S. Nonproliferation Policy Today 

The goals of U.S nonproliferation policy are to prevent and reverse the spread of nuclear weapons; 
safeguard special nuclear weapon materials; eliminate chemical and biological weapons world-wide; 
prevent the spread of ballistic missiles; and promote effective, verifiable arms control agreements. 

Nuclear nonproliferation goals include: 

• Eliminate the testing of nuclear weapons to strengthen the Treaty on the Non-Proliferation 
of Nuclear Weapons (NPT) regime, 

• Expand nuclear-weapon-fiee zones, 

• Assist in the prevention of nuclear proliferation from the fomer Soviet Union, 
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• Engage CWna in cooperative efforts to curb proliferation, 

• Freeze North Korea’s nuclear program, 

• Halt and reverse the development of nuclear weapons in South Asia, 

• Achieve a global fissile material production cutoff, 

• Safeguard highly enriched uranium and weapon-grade plutonium stocks, 

• Decrease highly enriched uranium inventoris by conversion to low enriched uranium for 
reactor use, 

• Encourage the use of most proliferation resistant fuel cycles in the nuclear power industry 
and in research reactors worldwide, and 

• Promote safe and secure disposition of plutonium. 

Chemical and biological weapons nonproliferation goals include: 

• Achieve full implementation of the Chemical Weapons Convention (CWC), 

• Strengthen the Biological Weapons Convention (BWC) by means of a Protocol on 
Verification, 

• Eliminate former chemical and biological weapons stocks and facilities world- wide as 
required under the CWC and BWC, 

• Assist Russia in the destmction of its chemical weapons, 

• Control chemical and biological weapons-related technologies, and 

• Monitor dual-use technologies. 


U.S. nonproliferation policy includes a strong commitment to regional security. This includes, for 
example, preventing Iran and Iraq from acquiring weapons of mass destruction and ballistic missiles. 
It also includes promoting stability in South Asia by persuading India and Pakistan to abjure nuclear 
weapons testing, forego destabilizing nuclear and missile activities, and, ultimately, accede to the 
NPT. Another major component of U.S. nonproliferation policy is to redirect the efforts of fonner 
Soviet weapons scientists to peaceful endeavors 

doe’s Role in Nonproliferation Policy 

The Department of Energy is not only a participant in the making of nonproliferation policy; it has a 
major role in implementation as well. There are both historical and technical reasons why weapons 
of mass destruction proliferation prevention is one of the Department’s most critical missions. 

Nonproliferation activities at DOE are carried out principally in the Office of Nonproliferation and 
Nariona! Security (NN), Defense Programs (DP), Fissile Material Disposition (MD), and the Office 
of Intelligence (IN). Each of these entities depends heavily on the DOE national laboratories for 
technical expertise, including assessments of technical requirements and viability related to 
nonproliferation policy. 
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The NN Office will be included in the mission of the National Nuclear Security Administration 
(NNSA), which is to be established in March 2000. The Department of Energy National Nuclear 
Security Administration Implementation Plan (January 1, 2(X)0) outlines organizational changes 
relevant to NN, as follows: 

“The Office of the Assistant Secretary for Nonproliferation and National Security will be re- 
designated as the Office of the Deputy Administrator for Defense Nuclear Nonproliferation. 

The Office of Fissile Materials Disposition will be incorporated within this Office. The 
Assistant Deputy Administrator for Fissile Materials Disposition also will serve as the Special 
Secretarial Negotiator for Plutonium Disposition. 

The Implementation Plan provides that, in general, employees currently funded under either the 
Nonproliferation and National Security or Fissile Materials Disposition program direction 
accounts will be designated as employees of the Administration. Their roles and 
responsibilities will remain essentially unchanged, focusing on the continuing missions of the 
programs. The Deputy Administrator will cany out the duties specified in the section 3215(b) 
of the NNSA Act. Pending confirmation of a Deputy Administrator, the current Assistant 
Secretary for Nonproliferation and National Security will serve as the Deputy Administrator.” 

DOE derives its fundamental authority in the nuclear nonproliferation area from the Atomic Energy 
Act of 1954, as amended, together with a host of additional stamtes that address matters including 
protecting national security information, controUing exports of WMD-related materials and 
technology, and pre.serving the environment. U.S. obligations under international treaties and 
agreements that seek to control, reduce, or eliminate WMD and protect the interests of the United 
States and its citizens often produce additional nonproliferation and verification responsibilities for 
the DOE, due to its unique capabilities and expertise. Presidential statements of policy and 
guidance, issued in the form of Executive Orders and Presidential Decision Directives, are another 
source of the Department’s policy mandate. 

DOE has dual responsibilities with respect to nuclear weapons; (i) sole responsibility for research, 
development, and stewardship of nuclear weapons, and (ii) lead responsibiUty for nuclear 
nonproliferation technology. These twin responsibilities derive ftom and draw heavily upon the 
base of expertise and knowledge resident in the DOE nuclear weapons complex and the broader 
system of national laboratories operated by DOE. (Here, and throughout this report, we use the 
term “DOE national laboratories” to refer all DOE laboratories (hat are officially titled national 
laboratories as well as DOE facilities that have technical expertise directly related to the 
nonproliferation mission, such as Ames Laboratoiy, Environmental Measurement Laboratory, 
Remote Sensing Laboratoiy, Savannah River Teclmology Center, and the Special Technologies 
Laboratory.) The Department’s influential role in nuclear nonproliferation policy derives fiom this 
capabilities base. DOE participates in viituaUy every aspect of nuclear nonproliferation policy 
formulation and implementation. 

The Department’s involvement in chemical and biological weapon nonproliferation policy is more 
recent, but has historical roots as well. The need to understand the effects of ionizing nuclear 
radiation on biological systems led to the development over time of substantial biological expertise at 
many DOE laboratories. A multitude of other program needs-some nuclear related, some 
environmental, and some opportunistic-led to the development of chemical expertise within the 
DOE laboratory system as well. 

Over the decade of the 1990s, concern that biological and chemical weapons might be used by 
states or terrorist groups with animosity toward the U.S. or its allies has become a major national 
security issue. The ctemical and biological expertise resident in the DOE national laboratories, 
together with DOE’s long experience in (nuclear) nonproliferation policy and technology. 
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resulted in the Department being recognized as an able, effective, and indeed critical, participant in 
developing national strategy and technology to confront the new threats. DOE’S role in chemical 
and biological weapons nonproliferation policy development is shared with many other federal 
agencies. DOE’s technology role is focused primarily on technology against the domestic chemical 
and biological terrorism threat, but there is much synergy between the domestic problem and the 
battlefield chemical and biological threat for which the Department of Defense has the lead. 

DOE Office of Nonproliferation Research and Engineering 

One of DOE’s most important nonproliferation roles is the sponsorship of an extensive R&D 
program under the OfBce of Nonproliferation Research and Engineering (NN-20). A large fraction 
of that work is carried out at the DOE nuclear weapons laboratories; Los Alamos National 
Laboratory, Lawrence Livermore National Laboratory, and Sandia National Laboratories. Other 
DOE laboratories— including Argorme National Laboratory, Brookhaven National Laboratory, 

Idaho National Engineering and Environmental Laboratory, Oak Ridge National Laboratory, Pacific 
Northwest National Labotatoiy, Remote Sensing Laboratory, the Savarmah River Technology 
Center — as well as selected industries and universities also make important contributions to 
nonproliferation technology under NN-20 sponsorship. 

The NN-20 Office is the predominant government entity responsible for the development of 
nonproliferation technology. NN-20 manages a program of approximately $220 million per year for 
science and engineering programs in support of nonproliferation, intelligence, arms control, and 
national security technologies. 

NN-20’s research and development program is focused on identifying basic and applied 
technologies that have promising nonproliferation and national security applications and advancing 
them to the prototype stage. The Director of the NN-20 Office co-chairs the interagency 
Nonproliferation and Arms Control Technology Working Group (NPAC TWG), which is 
responsible for coordinating goverrunent-wide research and development in the area of arms control 
and nonproliferation. The NPAC TWG reports equally to the relevant NSC policy IWGs and the 
Council on National Security (CNS) within the National Science and Technology Council (NSTC) 
structure, and is the most important forum in which the work of NN-20 is vetted with DOE’s 
interagency national security partners. Because of its ready access to the expertise resident in 
DOE’s national laboratories, NN-20 is often relied upon by the interagency corrununity to address 
the most difficult nonproliferation requirements. NN-20 is also called upon by the interagency 
community when quick, technical answers ate needed to critical questions related to 
nonproliferation and national security. 

The objectives of NN-20 are to develop, test, and demonstrate; 

• Technologies that can locate, identify, and characterize nuclear explosions underground, 
underwater, in the atmosphere, and in space in accordance with U.S. National Technical 
Needs and verification requirements for nuclear test ban treaties; 

• Technologies needed to detect by remote means the early stages of a proliferant nation’s 
nuclear weapons program; 


Radiation detection technologies for nuclear materials protection, control and accounting, 
nuclear warhead dismantlement, law enforcement forensics, and intelligence support; 
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• Technologies capable of detecting and deterring the diversion and smuggling of nuclear 
weapons and special nuclear materials; and in partnership with other agencies, 

• Advanced technical capabilities that can dramatically improve the U.S. domestic capability 
to prepare for, detect, and respond to chemical and biological terrorism. 

The technical objectives listed immediately above are integral to the U.S. nonproliferation and arms 
control str^egy described earlier in this section. The goals are to advance existing detection 
capabilities for all types of WMD, to make it possible in the fimrre to carry out monitoring functions 
that are not feasible now, and to understand the technical limits of both non-cooperative and 
cooperative monitoring approaches. The NN-20 program is responsive to the goals and needs of 
U.S. nonproliferation policy and is coordinated with the national security community by means of 
the interagency NPAC TWO and other means. 

NN-20 objectives ^ currently carried out within the following four principal research and 
engineering program areas of NN-20’s R&D portfolio: 

• Nuclear Explosion Monitoring— developing sensors and systems that enable the U.S. to 
monitor nuclear explosions in ahy medium and at any place using national technical means 
and to support U.S. intemational obligations. 

• Proliferation Detection-developing remote sensors and sensing systems to detect the 
physical signatures of nuclear proliferation as well as effluents from facilities that might be 
associated with nuclear processes. (Some of these technologies may also have application 
to detecting chemical and biological weapons proliferation.) 

• Proliferation Deterrence— developing on-ate and off-site detection and analysis systems for 
micro-samples of material obtained cooperatively or by other means from a site or facihty 
that might be associ^ed with nuclear proliferation. (Some of these technologic may also 
be applicable to chemical and biologiail weapoiK nonproliferation.) 

• Chemical and Biological Nonproliferation-developing technologies and integrated systems 
that will increase U.S. domestic preparedness against terrorist acts involving chemical or 
biological agents. 

As part of the larger U.S. Government research and development portfolio, tl^ NN-20 R&D 
portfolio is subject to (he broad tenets of U.S. science and technology policy. Among these are: 
expanded use of independent review to ensure quality and the development of partnerships with 
univeisitic and the private sector. 

Based on the foregoing analysis of the Department of Energy’s role in nonproliferation and its 
technical capabilitic, the Advisory Committee reviewed the NN-20 portfolio to determine how well 
it addresses nonproliferation and national security objetives, meets high standards of technical 
quality, satisfies the needs of end-users, and constitmes a balanced program. 
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2: Relationship of Policy to Technology in NN 


The Policy-Technology Partnership 

The effectiveness of arms control and nonproliferation policies has historically depended on 
understanding and mastering technology. The capabilities of science and technology have 
frequently shaped the content of U.S. efforts in arms control and nonprolifeiation during the cold 
war. More specifically, in almost all cases it was the efficacy of national technical means of 
verification that determined the kind of strategic offensive aims limitations possible and acceptable 
to treaty signatories. 

In the 1980s, the advancement of on-site hydrodynamic yield measurement techniques 
(CORRTEX) by scientists and engineers at the DOE weapons laboratories provided a 
complementary verification technology to traditional teleseismic verification, and thereby facilitated 
ratification of the Threshold Test Ban Treaty (TTBT) and Peaceful Nuclear Explosions Treaty 
(PNET) by the United States. In addition, work conducted over four decades by scientists and 
engineers in the academic community, indusOy, and the DOE laboratories has greatly improved 
teleseismic capabilities for nuclear explohion monitoring. More recently, regional seismic research 
and development have further improved those capabUities. 

Technical experts who understand the policy dimensions of the arms control process have always 
been essential to formulating and Implementing effective arms control and nonproliferation policy. 
The number of scientists and engineers in the aims control and nonproliferation community within 
the U.S. Government has declined in recent years. This is'especiaUy unfortunate given that many 
of the “easy” arms controi and nonproliferation measures have now been achieved. The next steps 
in the WMD nonproliferation effort will require more sophisticated solutions to the implementation 
and verification challenges and even tighter integration of technology and policy. 

The next round of strategic arms reductions is expected to call for the number of strategic nuclear 
weapons to be reduced weU below the levels of the Strategic Arms Reduction Treaty (START) H. 
In addition, the past practice of lirmting and reducing launchers, missiles, or aircraft (large items) 
rather than warheads (small items) will not be adequate, even with the end of the cold war. Acmal 
warheads will have to be counted, tracked, and verifiably disassembled. If even lower numbers of 
nuclear warheads are negotiated at a future date, the U.S. must be able to verify that other states do 
not have large unaccounted nuclear warhead stockpiles or significant fissile material reserves. The 
ability to be certain that no hidden stockpiles exist will be critical for a United States that has deeply 
reduced its nuclear forces. The challenge is to develop verification technologies that produce 
meaningful data yet protect classified nuclear weapon design information. 

nere are numerous other examples of the need for technical expertise in formulating and 
implementing arms control and nonproliferation policies. The U.S, appears certain to want to 
improve its capability of detecting nuclear tests at yields below the values that have been achieved 
to date. The development of more sensitive detection and verification tools will require scientists 
who are able to understand the strengths and weaknesses of possible evasion schemes. Although 
the technical issues are entirely different, a similar situation exists for the Chemical Weapons 
Convention (CWC) and the Biological Weapons Convention (BWC). Both of these treaties are 
currently difficult to verify and may become increasingly so as dual-use technologies become more 
broadly available. However, not all trends are unfavorable. Sensor miniaturization, signal 
processii^ capabilities, global communications, DNA sequencing identification for biological 
materials, and other technological advances are likely to open new possibilities for detection, 
verification and intelhgence collection. 
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In short, the future will retjuire more, not less, attentioti to technology for arms control, intelhgence, 
and nonproMferation purposes. This comes at a time when the scientific expertise within the U.S. 
Government is decreasing, especially in the policy community. How can the United States take 
maximum advantage of technology to solve the new challenges if there is little systematic and 
organic connection between the poUcy and technical communities? How will the pohcy community 
grasp the technical possibilities for meeting today’s and tomorrow’s chaUenges if there is no way for 
the policy community to keep up-to-date on scientific advances? The technical community needs 
to be present at the deliberations of the policy community. 

Leadership Role for NN 


DOE has a unique opportunity and affirmative responsibility to bridge the nonprohferation pohcy 
and technology communities, not only within the Department but also in the U.S. Government 
generdly. Both commumties come together in NN, the only entity in a major governmental agency 
in which pohcy, implementation, and technology ate combined. No other agency is so appropriately 
stmctured and no other agency has such ready access to the expertise present in the DOE national ■*! 
laboratories. 

The Office of Nonprohferation and Natihnal Security should take greater advantage of its position 
to facihtate the integration of technology and pohcy. Too few of the technologies that NN-20 is 
sponsoring are linked to DOE pohcy offices that have representatives on interagency pohcy groups 
and task forces. NN has the mission to serve both DOE and the broader national security 
community, but a proper balance needs to be maintained. 

There are good examples of successful integration of pohcy and technology within NN, and we 
recognize and applaud these accomphshments. For example, NN pohcy experts have and 
continue to make extensive use of NN-20 funded work at the DOE laboratories to solve the 
daunting verification problems raised by START m. Another example of a successful pohcy and 
technology integration within NN is the strategic plan for the role of the DOE community in die 
national response to the threat of domestic terrorism by chemical or biological means. The plan hsts 
the primary technical capabihties that need to be developed through a cooperative effort between 
DOE/NN, Department of Defense, Health and Human Services, and the investigative and disaster 
response agencies. The strategy includes detection, prediction, restoration and recovery, 
therapeutics, forensics, and systems analysis. The plan enumerates programs in each area. 

However, even here there is something missing: the plan is silent as to what technical products are 
expected and on what time-scales. 

The implementation of export controls on information (knowledge) is an area in great need of 
assistance from the techmcal commumty. NN has the responsibility, exercised through its NN-43 
fhogram, to pubhsh hsts of “sensitive unclassified technical information’’ and export controlled 
information. The hsts pubhshed to date in both categories are highly simplistic, damaging to the 
performance of technical work, and of no benefit to national security. The terms used in these hsts 
are so broad and ih-defined that technical performers have no way to judge whether their careers 
wUl be in jeopardy if they discuss unclassified subjects in ordinary work situations where foreign 
nationals may be present, such as meetings of professional societies. 

The activities of NN-43 in promulgating Hsts of unclassified but export-controUed items should be 
subject to review by representatives firom the scientific community within NN. In case of conflict, 
the NN Science Advisor should be called in to either settle the matter or refer it to higher authority 
in DOE. 
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Strengthening the Policy-Technology Partnership 

The technology programs of NN-20 and associated DOE laboratory scientists and engineers appear 
to have insufficient institutionalized contact with the policy and implementation divisioi^ of the 
interagency community. This restricts the flow of technical knowledge and information about NN- 
20 R&D programs out to the larger community and the reverse flow of information from the policy 
community about its emerging needs and the shortcomings of current technology. If the need for a 
more substantive interaction between the two communhies is left unaddressed, DOE’s influence at 
the interagency working level will erode at the very time the policy community needs improved 
access to the technical community. . 

NN should explicit steps to ensure greater two-way interactions between NN-20, the NN policy 
offices, and the wider interagency community. An initiative consisting of multiple elements is most 
likely to succeed. 

A mechanism is needed to insure greater integration between policy and technology within NN 
itself. For example, it would be useful to institute a process by which the policy divisions of NN 
would formally articulate their needs and their impressions of the needs of the interagency 
community at an early stage of developfhent of the budget for the NN-20 R&D portfolio. NN-20 
program managers would respond in turn with their plans to address those needs. These documents 
should not be complex and should be coordinated by NN-1. At a later stage in the process, 
members of the interagency Nonproliferation and Arms Control Technical Working Group (NPAC 
TWG) could be invited to offer comments and advice on plans for the NN-20 R&D portfolio. 

Other integration steps within NN could be less formal and separate from the budget process. For 
example, NN-20 together with representatives from the DOE laboratories could provide NN policy 
offices with information about new opportunities emerging from technological advances. The 
policy offices could in turn report to NN-20 what technologies are being used and where 
improvements or new capabilities are needed. Representatives from the larger interagency 
community could be invited to join in those exchanges. 

The interagency policy community outside of DOE also needs to be involved in the integration 
proce^. Few communications from the science and technology community to the policy 
community comprehensively describe the status of R&D efforts that address current objectives for 
verification and nonproliferation technologies. There is a serious lack of understanding in the policy 
community about the potential for technological advances beyond current objectives, the 
possibilities of fundamentally new capabilities, or flie technical limitations of current and prospective 
technologies. 

NN should assume the responsibility for communicating to the interagency policy community both 
the limitations and the potential of science and technology to meet nonproliferation, intelligence, 
and verification objectives. This information, which we ^aJl refer to as the Annual 
Nonproliferation Technology Assessment, should be made widely available within government in 
the form of a short classified annual report or an equivalent communique. The NN Science Advisor 
should assun^ overall responsibility for the assessment, with major contributions coming from NN- 
20 and the DOE laboratories with expertise in nonproliferation, intelligence and verification. 

An Annual Nonproliferation Technology Assessment would enable more coherent R&D goals to be 
fomiulated for the U.S Government generally, and fear die NN-20 Office in particular. It would also 
give die policy community a better understanding of what technology is being develofted and what 
to expect from it. By documenting the close yyneigy between technology and policy, NN cmi 
demonstrate the value of its R&D program more effectively to both die ^ecutive and Legislative 
branches and gain the long-term support needed to address tomorrow’s challenges. 
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Our recommendations are not meant to imply that all projects in NN-20 R&D portfolio must be 
directed to specified goals. On the contrary, we believe that management of the NN-20 R&D 
portfolio should reflect a balance between two distinct responsibilities. NN should provide strong 
encouragement for decentralized initiatives within the technical community for developments that 
will advance nonproliferation and national security technologies. At the same time NN must also 
provide technical support of the near- and long-term objectives of the policy community. Improved 
communication between the policy and technical communities is essential to the success of future 
nonproliferation and national security efforts. 
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3: End-Users of NN Technology 

A Multidimensional Relationship 

The R&D portfolio of the Office of Nonproliferation Research and Engineering (NN-20) serves a 
diverse set of end-users: Department of Enei®', Department of Defense, Intelligence Community', 
Department of State (Arms Control), Department of Justice (FBI), and Customs, among others. As 
the NN-20 Chemical and Biological Nonproliferation program develops, this list is growing to 
include state and local law enforcement, emergency response, and public safety authorities. This 
diverse environment — ^intrinsic to the nonproliferation problem — makes the task of transferring the 
knowledge and technology created by NN-20 to end-users especially challenging. 

The technical products of NN-20’s work on nonproliferation and national security problems must 
be transferred to end-users. Successful transition of technology may be the most difficult of all the 
responsibilities incumbent upon NN-20. In some program areas, the current modes of interaction 
between NN-20 and end-users of its technology are the products of long-term relationships well 
understood by all parties involved and very successful. In other program areas, current 
relationships appear ad hoc, idiosyncratit, and fragile. 

Existing practices for NN-20 interactions with end-users need to be given greater visibility and 
articulation within NN and also in the wider interagency community. 

Strengthening the Relationship 

The Annual Nonproliferation Technology Assessment, recommended as a means of improving 
substantive communications between the science and technology community and the 
nonproliferation policy community, will also facilitate NN-20 interactions with end-users. In 
addition to the assessment, NN could offer periodic briefings (once or twice a year) to potential 
end-users' to keep them aware of what might be possible in their fields of endeavor and to prottide a 
forum for the end-users to inform NN-20 of their needs and experience with existii^ technologies. 

The adoption of the “merit review” approach we recommend would further assist in keeping end- 
users in mind in NN-20 project selection and reviews. Inviting representatives from the end-user 
community to participate in these reviews on a regular basis, as NN-20 does already in some cases, 
would also be beneficial 

Some NN-20 programs may lend themselves to a scenario-based approach to determine what 
attributes and capabilities of a proposed technology are necessary to make it most useftd to the end- 
user. Scenarios naturally facilitate early end-user involvement. End-users need to be involved in 
selecting “credible” scenarios and in playing through them. The NN-20 Chemical and Biological 
Nonproliferation program appears to be making good use of this approach. But more is needed. 

Communications with potential end-users should be opened as early as possible for each new 
project and continue through all the phases (research, development, and demonstration) for which 
NN-20 is responsible. Well before a project matures, the planning should include the technology 
transfer. Obviously, binding agreements cannot be expected at early stages of a new technology 
and the prerogatives of the end-user decision-making process must be respected. Nonetheless, 
substantive technical exchanges and memoranda of understanding can be very helpful. Projects in 
which the end-user provides partial support in funding or in kind are clearly ideal, but NN-20 should 
not require this. It would be impractical and self-defeating. 

Exceptions to the general rule that end-users should he involved in NN-20 projects at the early 
stages must be allowed, and guidelines clearly defining them should be established. One important 
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class of exceptions should be small, exploratory projects designed to see whether a technical idea 
with a plausible application to an NN mission is feasible. We refer to such research as “advanced 
concepts.” For advanced concepts, there is no need to engage an end-user until technical feasibility 
has been proven. 

As in the past, cases will arise in the future where a potential end-user loses interest in an NN-20 
project already underway and no other interested party comes forward. In such cases, NN-20 
should terminate the project. Conversely, there will also be cases where the end-user remains 
interested but the cost, capability, or time-scale of the project changes such that it no longer justifies 
NN-20 support and must be cancelled. As in any relationship, good corrrmunicatiorrs cannot 
guarantee happiness, but they help minimize surprises. 

Operational Equipment 

There is one exception to the general rale that NN-20 does not carry the development of technology 
into the manufacturing stage. The exception applies to the specialized satelhte-based sensors that - 
detect nuclear explosions in the atmosphere or in space. These sensors are deployed as secondary 
payloads on infrared early warning Defense Support Program (DSP) satellites and on the satellites 
of the Global Positioning System (GPS/. 


Having DOE manufacture the operational nuclear detonation detection system (NDS) packages for 
satellites is a legacy reaching back to the VELA era when satellites dedicated solely to the task of 
detecting nuclear explosions were deployed following the signing of the 1963 Limited Test Ban 
Treaty. This practice has a long and successful history, and many generations of NDS 
improvements using NN-20 technology have been deployed. Nevertheless, the practice is an 
Momaly. For the next round of NDS improvements, DOE laboratories will be manufacturing 
instrumentation for as many as 24 to 30 operational units to be carried on the next generation Block 
nF GPS satellites. 

A careftd stody should be done of the current practice of having DOE manufacture NDS 
opeiadonal packages. The srady should involve the participation of all stakeholders. The key 
question should be: What approach is best for the country? 

The study should determine whether or not it would be better to follow a model similar to what 
NN-20 does in the rest of its portfolio. Namely, NN-20 would be responsible for the research and 
development of new generation NDS packages through the prototype demonstration and testing 
stages ^d then tuni the drawings and specifications over to an industrial manufacturer selected on a 
competitive basis. DOE scientists and engineers would remain involved as consultants to resolve 
problems that arise in manufacture and assist with liaison to the Air Force Project Office responsible 
for the GPS system. This approach would be analogous to the way that Lincoln Laboratory 
transitioned EHF satellite commrmications technology to industry after first successfully 
demonstrating it on experimental satellites. Whatever the conclusions of the smdy, current 
schedules for NDS upgrades for GPS should not be disrupted. 

End-Users of NN-20 Technology 
AFTAC 

The Air Force Technical Apphcations Center (AFTAC) is a long-term end-user of the technology 
developed by the NN-20 Nuclear Explosion Monitoring program. AFTAC has the operational 
responsibility for ground-based and satellite-based sensor systems that provide national technical 
data for verification of nuclear test ban treaties and nuclear explosion monitoring. NN-20 is for all 
practical purposes the sole developer of technology for the Center. 
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NN-20’s relationship with this end-user is very sohd-a success story of several decades. This 
success has been facihtated by the fact that the treaties supported by this program generally provide 
well-defined technical verification requirements and involved the technical community, including 
NN-20, in the development of those requirements. Further contributing to the success has been the 
high priority the United States has always given to treaty verification. Historically, full and reliable 
levels of funding for treaty monitoring technology development have existed. AFTAC regards its 
relationship with KN-20 as excellent. 

Intelligence Community 

Another major user of NN-20 technology is the U.S. Intelligence Community (IC), which has 
responsibilities for verification of nuclear arms control treaties and identifying activities indicative of 
the proliferation of weapons of mass destruction. The IC is a potential end-user of the remote 
sensing technologies being developed by NN-20's Proliferation Detection program to detect (before 
actual nuclear testing occurs) signatures of a nuclear weapons program. The micro-sample mat^-riai 
identification technologies being developed under NN-20's Proliferation Deterrence program are # 
also likely to be of interest to the IC. The primary focus of both the NN-20 Proliferation Detection 
and Proliferation Deterrence programs is nuclear proliferation, but several of the technologies under 
development, if successful, may have applications to chemical and biological proHfetation, provided 
reliable signatures exist at detectable levels. 

The relatiorrships between the IC as an end-user and NN-20 as a technology provider are complex. 
They range from analysts needing help from DOE laboratory scientists to interpret data, to 
communications with members of the IC seeking new collection capabilities. End-users in the IC 
find their relationship with NN-20 valuable and important.' 

DoD/DTRA 

The Defense Threat Reduction Agency (DTRA), which has responsibility for on-site inspectiorts 
and nionitoring activities established by treaties and other agreements, receives many types of 
techmeal assistance from NN-20. Past examples include the on-site inspection technology applied 
to the Intermediate Nuclear Force Treaty (INF), and technologies to assess the contents of chemical 
warheads without disassembly in support of the Chemical Weapons Convention (CWC). hr 
addition, monitoring technologies are being developed by NN-20 to support bilateral agreements 
with Russia for safe storage of fissile materials. DTRA itself funds work at the DOE laboratories, 
drawing upon the same techmeal expertise in the chemical and biological areas that supports the 
NN-20 Chemical and Biological Nonproliferation program; such practices build useful bridges. 

DTRA finds its cooperative relationship with DOE and the support it receives from NN-20 highly 
beneficial. 

Interagency Nonproliferation and Arms Control Policy Community 

A current example of the role of NN-20 and the benefit provided to the interagency arms control 
corrrmumty is the morritoring requirements of prospective further teductiorrs in strategic offensive 
nuclear arms. Although the START I and START n treaties redrreed the number of deployed 
nuclear warheads, the principal focus of verification in both treaties is the delivery vehicle-heavy 
bomber, submarine, or ground-based ballistic missile-not the warhead itself. If future treaties call 
for even lower warhead lirmts, verification will have to expand to inclnde actual warheads. It is 
likely that the U.S. will need to monitor the actual number of warheads in stockpiles, and assure 
itself that warheads removed from stockpiles are being dismantled and their fissile components 
disposed of safely and securely. These new verification reqirirements will pose formidable 
technological challenges. 
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Whereas delivery vehicles are large and amenable to detection by national technical means, 
warheads are small and can readily be concealed. A special warhead protocol may be necessary to 
verify that an object declared to be a nuclear warhead is in fact a nuclear warhead, or an object 
declared not to be a warhead is not a warhead. Although technologies such as radiation detection 
can help monitor such a protocol, they must do so without revealing sensitive information about the 
design of the waihead being examined. The limits of what can be determined about warheads, 
given this requirement to protect sensitive information, are being explored by NN-20. These smdies 
are being conducted on acmal U.S. warheads and associated components to determine the limits of 
applicability and the difficulties that could be encountered in a prospective waihead dismantlement 
regime. Simulated treaty inspection regimes have been conducted at the U.S. waihead 
dismantlement facility using candidate equipment developed in response to requirements set by the 
U.S. policy community. 

The development of innovative equipment under NN-20 funding, and its exercise under simulated 
treaty conditions, provide the interagency arms control community with “ground tmth" regarding 
what presently can and cannot be done. No other part of the interagency community has the # 
expertise, understanding, equipment, and access to warheads and facilities that the DOE/NN can 
bring to bear. The infoimation gained from these exercises is critical to today’s interagency policy 
formulation as the U.S. seeks to establfsh its position with respect to a potential START m Treaty. 
This research will also help the United States to prepare for oier future arms control negotiations, 
and wiU identify future research and development requirements for additional progress in this area. 

Department of Justice/FBI 

The relationship between the Department of Energy and flie Federal Bureau of Investigation (FBI) 
Laboratory is facilitated by a Memorandum of Understanding signed in 1998. A vast array of state- 
of-the-art material identification technologies and o*er capabilities exist at the DOE laboratories that 
are potentially valuable to the FBI. Many of the technologies that NN-20 is pursuing in its 
Chemical and Biological Nonproliferation program will also be valuable to the FBI. 

The basis of a very productive relationship between NN-20 and the FBI is in place. Stable funding 
for NN-20's work with the FBI is needed to realize the full potential of this relationship. 

State and Local Law Enforcement 

Several areas of the NN-20 portfolio comprise expertise and technologies of high value to local law 
enforcement agencies. Among these are sample collection and analysis capabilities, field analysis 
instrumentation, and laboratory micro-sample analytical capabilities. Virtually all of the multi- 
puipose DOE national laboratories have material identification technologies superior to those 
available to local and state authorities. 

NN-20's Chemical and Biological Nonproliferation program (CBNP), whose goal is to improve 
domestic preparedness against the threat of domestic terrorism involving chemical or biological 
agents, is also highly relevant to local end-users. Part of the program’s mission is to develop tools 
and technologies for "first responders" (fire, police and other local safety personnel). DOE 
laboratories participating in the CBNP program have made contact with regional representatives. 
Over the next two years the program will also be conducting several large demonstration projects 
that will give valuable experience in working with local and state authorities. Technology 
demonstrations and data collections at an underground station of the Washington, D.C. Metro 
system, at the new international terminal at San Francisco Airport, and at the 2002 Olympics in Salt 
Lake City are currently planned. 
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Currently, the relationship between NN-20 and state and local authorities comes primarily through 
the Chemical and Biological Nonproliferation program. It appears to be developing well. In the 
long run the asymmetry between the large numbers of potential local users and the relatively small 
number of DOE laboratories will need to be addressed. 
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4: NN-20 Project Selection and Review Processes 


Introduction 

In this section we discuss the project selection end review processes NN-20 currently uses to ensure 
the technical quality and mission relevance of its R&D portfolio. We then discuss ways in which 
these processes can be strengthened. 

The quality of the NN-20 R&D portfolio is essential to achieving U.S. nonproliferation and national 
security goals. The NN-20 R&D portfolio is primarily a mission-driven research and development 
portfolio, shaped by national policy and end-user needs. Much of the work of the NN-20 R&D 
portfolio is carried out at the DOE national laboratories. 

The portfolio operates over the full range of the research and development spectrum: directed-basic 
research, applied research, and prototype development. It supports both short-term requests and 
long-term development. A portion of the portfolio also supports exploratoiy funding of new ideas 
that mi^t lead to revolutionary advances in nonproliferation and national security technologies, but 
this activity has suffered in recent years'due to funding constraints. 

Although NN-20 is always the primary source of funding for the projects in its R&D portfolio, it is 
not always the sole source. Some technology projects in the NN-20 portfolio began with DOE 
Laboratory Directed Research and Development funding, DOE Ofrice of Science support, or 
funding from a non-DOE source. At the end of the technology development cycle, prospective 
end-users sometimes contribute partial funding for a prototype, help in kind by providing platforms 
(e.g., aircraft, space launch), or invite an NN-20 project team to gather data with instruments at a 
field exercise the end-user is sponsoring. 

The current project selection and review processes used by NN-20 to manage its R&D portfolio 
have evolved as an adaptation to the environment in which the Office operates. It does not 
currently use a common set of project selection and review processes across the entire portfolio. 

Current Selection and Review Procedures 

At the request of the Advisory Committee, RAND prepared a summary of current NN-20 selection 
and review processes. (Reproduced in Appendix E of this report.) In addition, the Advisory 
Committee had direct discussions with NN-20 officers and individuals at the DOE laboratories 
about current selection and review procedures. 

There are a number of features common to the project selection and review processes of the NN- 
20 R&D portfolio. Most NN-20 research projects are selected as part of an annual budget planning 
process involving DOE/NN-20 headquarters and the DOE national laboratories. Each year in 
response to a memorandum from the Director of NN-20, laboratories submit Project Lifecycle 
Plans (PLPs) and prioritize proposed new research and development efforts and currently funded 
projects. (A copy of that memorandum, sometimes referred to as a "call for proposals," is also 
included in Appendix E.) Each of the PLPs is targeted to one of the four NN-20 program areas and 
mcludes a projection of funding needs over the next five fiscal yearn. Detailed statements of work 
ate provided for each project (proposed and existing), describing its potential contribntion to NN-20 
R&D program goals, scientific and technical merit, and specific tasks to be accomplished. NN-20 
program staff, together wi* end-users and sometimes outside experts, review the PLPs and make 
recoi^endations concerning the selection of new projects and the continuation (or termination) of 
existing projects. The Director of the NN-20 Office has responsibility for the overall portfolio. 
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NN-20 also interacts with the policy offices of NN; with DoD, especially the Office of the Secretary 
of Defense (OSD)/Policy and the Defense Threat Reduction Agency (DTRA); and with other 
members of the nonproliferation and national security community. These interactions often impact 
NN-20 R&D planning, sometimes launching efforts in areas where firm requirements do not yet 
exist but where technology needs to be developed. 

All NN-20 projects are required to submit quarterly reports, indicating technical progress to date, 
problems, milestones and schedules, and costs. These reports are augmented by direct contact 
between NN-20 staff and the project principal investigators (Pis) and their program managers at the 
laboratories. These meetings take place 2-3 times per year for all projects and result in stams 
reports of varying degrees of formahty. In addition, each project is subject to a formal program 
review each year, in which the PI makes a stractured presentation to the NN-20 staff. 

Strengthening Selection and Review Processes 

Because its R&D portfoho supports a broad range of activities and serves a diverse set of end- >; 
users, NN-20 should not use a single set of project selection and review processes for the entire 
portfoho. It should, however, apply a set of universal principles. Selection and review processes 
should be chosen to ensure the highest {lossible scientific and technical quality and program 
relevance. The particular selection and review processes used for a project should be appropriate 
to the nature of the project and the program area to which it belongs. 

Merit Review 

Peer review is a process developed and used extensively in the academic world for basic research. 
The process is defined by the use of an independent group of experts in the discipline or disciplines 
encompassed by a proposal. Traditionally the criteria for selection and funding are weighted 
exclusively on the scientific and technical quahty of the work. A modification of peer review, 
termed “merit review,” expands criteria beyond scientific and technical quahty to include program 
relevance. 

NN-20 should expand its use of external merit reviews in project selection decisions and subsequent 
progress reviews, including it wherever feasible in managing its R&D portfoho. For NN-20 the 
principal criteria should be: (1) sciendflc and technical quahty, and (2) potential contribuhon to 
nonproliferation and national security goals. The manner in which a project would be required to 
demonstrate its contribution to the NN-20 mission should depend on its position on the R&D 
continuum and the nature of the program areas to which it belongs. Additional criteria drawn liom 
a quahty assurance perspective should be added for projects that are more directed or end-user 
focused. 

When selecting new projects for the NN-20 R&D portfoho, merit review would include a 
sohcitation for proposals, evaluation by NN-20 staff members for responsiveness to the sohdtation 
criteria, and, for ah proposals that meet sohcitation criteria, review by an independent panel of 
experts. The criteria used to judge merit should include the two principle criteria hsted above and 
appropriate special criteria. The panels, which would meet with the respective NN-20 program 
manager, would make recommendations to the Director of the Office of Nonproliferation Research 
and Engineering. For classified projects, the available pool of independent experts will be smaller 
than for unclassified projects, but merit review panels should always include individuals from 
outside of NN-20 and the DOE national laboratory community. 

The NN-20 Chemical and Biological Nonproliferation program area has adopted merit review for 
project selection and should continue the practice. The satelhte-based sub-area of the Nuclear 
Explosion Monitoring program area, where the nature of the work is long-term and there are explicit 
requirements to provide sensor packages matched to the satellite systems interfaces on specific 
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timeEnes, has long used a merit review process that includes criteria specific to the needs of its end- 
users; it should continue to do so. 


The ProEferation Detection and Proliferation Deterrence program areas of the NN-20 R&D 
portfoEo and fee ground-based porEon of the Nuclear Explosion Monitoring program area should 
adopt the merit review approach. Adopting merit review across the entire NN-20 R&D portfoUo 
wffl pull together good practices already in place, wiE strengthen practices feat are now weak, and 
will provide a coherent framework for articulating the portfoEo to fee community inside and outside 
of DOE, including prospecEve appEcants and end-users. 

Laboratory-Level Reviews 

Most DOE naEonal laboratories have laboratory-level and diiectorate/divisional level reviews 
conducted by outside panels on a regular basis (usuaUy annuaEy). A significant component of these 
reviews is an assessment of fee scientific and techmcal work being conducted by the laboratory, 
including NN-20 funded projects. The exact format of these annual reviews, the composirion of th^ 
panels, and fee reports that result differ according to conhactual requirements and laboratory poEcy. 
Sharing the results of laboratory reviews wife NN-20 administraEon is not done on a fomial basis, 
but mformaUy fee NN-20 should be advised about fee outeome of feese reviews. 

DOE headquarters and fee DOE laboratories can and should maintain separate domains of 
accounmbiEty. DOE Headquarters should focus its adenEon on inirial project selecEon, end-user 
needs, integraEon of technology and poEcy, and interagency ednearion. Headquarteis should rely 
more on fee science and engineering review processes at fee laboratories than it currenfly does for 
making judgments about fee technical progress of approved projects, provided feese reviews are 
done in a maimer feat is clearly articulated and include technical experts from outside fee 
laboratory. For mulE-laboratory projects, or when significant technical or budgetary problems arise 
m a previously approved project at a single laboratory, a combinaEon of headquarters and 
laboratory reviews would be appropriate. Annual reviews of aU projects by NN-20 should conrinue; 
redundant reviews should be avoided. 

Transparency and Documentation 

Selection and review procedures should be transparent, consistent, and documented. 

Overall, there is a lack of fonnahty (systematic documentation) in current NN-20 project selection 
^d review processes. Current practices are too highly program area dependent, and there is 
insufficient tracing and transparency in the management of the NN-20 R&D portfolio. With some 
key exceptions, it was difficult to find a clear, documented description of the selection and review 
process used in each individual program area. 

The ready availability of comprehensive information on NN-20’s project selection and review 
processes across the portfolio would be useful to DOE laboratory program managers and 
researchers and to outside researchers who may be interested in collaboration with laboratory 
scientists or becoming principal investigators on their own right. The specific criteria used in merit 
review selection processes should be spelled out clearly in all calls for proposals or equivalent 
documents. 

Many NN-20 projects deal with classified techmcal information, applications, or polices. For these 
projects, “transparency “ and “documentation” will often need to take the form of classified calls 
for proposals, reports, and reviews. Nevertheless, these classified documents should be available to 
those who have the necessary clearances and need to know. 



181 


NNAC — 


Expanding Participation in the NN-20 R&D Portfolio 


To be most successful, the NN-20 R&D portfolio must draw upon all the resources of the U.S. 
science and technology enterprise, while safeguarding classified and other sensitive material and 
information. At the same time, DOE generally and NN-20 in particular, have responsibility for the 
stewardship of the technical nonproliferation and national security capabilities of the DOE national 
laboratories. Balancing these perspectives is a continuing challenge for NN-20. 

There needs to be greater opportunity for the wider U.S. scientific and technical community to 
contribute to the success of the NN-20 portfolio. This can be done through open competition 
administered by NN-20 as part of its portfolio solicitation process, and through partnerships chosen 
and managed by the DOE laboratories. Partnerships in the form of consultantships, sub- 
contracting, sabbatical visits, etc., involving academic researchers and sub-contracting with industry 
for development and manufacture are well established practices at the laboratories. 

DOE laboratories have a history of interaction with the larger U.S. scientific and technical 5 

community. Participation of non-DOE personnel in NN-20 projects has been successful. Work 
that depends on unique capabilities and facilities of the DOE laboratories should continue to be 
liimted to the DOE national laboratories. Program areas of the NN-20 portfolio that are chosen for 
open competition should be ones in which high expertise already exists in the academic sector 
and/or the industrial sector and is applicable to the nonproliferation and national security mission. 

Some NN-20 project areas lend themselves to outside participation as a result of the high technical 
state-of-the-art that exists in the academic or industrial sectors. Project areas that come to mind 
include seismic verification technologies for low yield underground nuclear tests, and chemical and 
biological agent detection and identification technologies. Other possible areas are specialized 
electronic chip development and certain radio-frequency technologies. 

Over the course of this review, it became apparent that there are numerous examples of current and 
recent participation by academe and industry in the NN-20 R&D portfoho, but we are uncertain of 
the actual numbers. Data demonstrating the frequency and nature of non-DOE laboratory 
participation in the NN-20 R&D portfolio does not exist in any one place. 


NN-20 should document more systematically funding that goes directly to instimtions outside of the 
DOE system as weU as funding that goes to the DOE laboratories and then goes out to cnn»,.ltanf, 
subcontractors and collaborators. The documentation should be done in a way that distinguishes 
substantive scientific and techmcal involvement from routine purchases of equipment or services. 
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5 : Quality Metrics for NN-20 Projects, Programs, and 
Personnel 


The DOE national laboratories were created as partners to the U.S. Government under contracts 
documenting that parmership, not as contractors in the ordinary sense. Their continued existence 
requires that they remain centers of excellence and responsive to national needs. In this section we 
discuss measures of the quality of the research and technology that results from NN-20 work at the 
DOE national laboratories, its impact on nonproliferation and national security goals, and the quality 
of the administrative, scientific, and technical personnel involved. 

The ChaUenge 

The diversity of the NN-20 R&D portfolio means that no single set of metrics is suitable for all 
areas. Metrics used to evaluate the quality of NN-20 programs and projects should be chosen in a 
manner matched to the activity being evaluated. These activities vary from research in highly 
specialized areas to large multidisciplinary programs for the development of fully engineered 
systems to be used in the field. In addition, quality indicators for the perso nn el associated with the 
NN-20 need to be chosen appropriately. 

NN-20 headquarters and admimstrators at the DOE laboratory complex who manage funds received 
froni NN-20 should work together to identify metrics that will serve as objective indicators of the 
quahty of the work performed and the impact of that work on nonproliferation and national security 
goals. Records of quahty and impact should be kept and reported on a regular basis. Similarly, 
indicators of the quality of scientists, engineers and program administrators associated with NN-20 
work should be gathered and reported regularly. 

Quality Metrics for Programs and Projects 

The quahty of NN-20 projects and programs and their contributions to nonproliferation and national 
security goals can be referenced to a set of metrics. The set might include, for example: 

• Degree to which the project provides the United States with an important new capabihty. 

• Degree to which innovation is required to execute the project (the need to create new 
sensors, new chips, new processing algorithms, tamper resistant seals, fia^t-of-a-kind 
device, etc.). 

• Degree to which techmcal performance is advanced by the project (comparison to state-of- 
the-art technology in sensitivity, speed, power consumption, weight, or other relevant 
parameters). 

• Techmcal difficulty of the project (degree to which integration of many disciplines is 
required, number of project subsystems, unique or stressing operation environment, 
techmcal risk, etc.). 

• Degree to which the project meets or exceeds the end-usCT’s requirements (cost, schedule, 
and performance). 

• Impact and utility of the project (stimulated furtiier techmcal advancement, used in a field 
demonstration, successful transfer to end-user, or deployed operationally). 
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• Prizes, awards, and other recognition received by the project (R&D 100 Awards, high 
performance in a field trial, patents, commercialization, etc.). 

• Management effectiveness (carrying a project to its defined end point, success in running a 
complex, multi-project program, etc.). 

The above list is illustrative, not comprehensive. Only a subset of metrics would be appropriate to 
a p^cular project. Metrics for NN-20 program areas should be a composite of those used for 
individual projects in the program and supplemented by indicators of the degree to which a program 
is balanced and addresses the overall goals associated with its sector of the NN-20 mission. 

Quality Metrics for Personnel 

In collecting data indicative of the quality of scientists, engineers and administrators of NN-20 
projects, the data should not be restricted to work done only on NN-20 projects. A far better way 
is to look at the full range of the professional work of an individual. 

For individuals working at the basic scientific level, publications, invited talks, and research funds 
received on a competitive basis can be used (the norm in the academic community), but this will be 
appropriate for only a small part of the NN-20 enterprise. For individuals engaged in applied 
research and in development activities, metrics that correspond to success in moving projects 
forward (and for terminating them when initial expectations prove unjustified!) and for marshalling 
resources across disciplines effectively are needed. So are metrics that capture effectiveness in 
assembling and managing multidisciplinary teams to accomplish project objectives, and metrics that 
measure effectiveness of working with end-users. The quhlity of classified work is often difficult to 
evaluate and goes unnoticed because the peer groups are often small and security restrictions must 
be followed. Nevertheless, those factors do not preclude effective and accurate assessment of the 
quality of classified work; a good faith effort should always be made. 

Quahty indicators for individuals should include individual prizes for research, technology, other 
achievements, and testimonials, where appropriate, from end-users of NN-20 technologies. The 
selection of an NN-20 scientist, engineer, or manager for service on an interagency group, receipt of 
funding as a Principal Investigator (PI) or co-PI in a Laboratory Directed Research and 
Development (LDRD) competition, receipt of a patent, etc., should also be included among the 
quality indicators. Many awards jointly recognize a project and the personnel behind the project 
(e g., R&D 100 and Federal Laboratoty Consortium Awards); such awards should be counted in 
both quality categories. 

Reports from labomtoiy-level and directorate/divisional-levei external review committees can also 
be used as a source of information on the quahty of programs, projects, and personnel involved at 
the DOE national laboratories in the NN-20 enterprise, provided such information can be shared 
outside the laboratory. 

Reporting Information about Quality 

Information about the quahty of NN-20 programs, projects, or personnel should be reported in 
summary form once a year to the Advisory Committee. Similar information should be included, as 
appropriate, when reporting about NN-20 programs, projects, or personnel to higher levels in DOE, 
to the interagency nonproliferation and national security community, and to the Congress. 
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NN-20 should make it a goal to be able to report with justification and documentation that; ( 1) the 
work it conducts supports DOE’s mission and U.S. national needs, (2) the quality of the science 
and technology performed is high, and (3) the woik is effectively and efficiently managed. 
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6: Preserving the DOE Nonproliferation and 
National Security Tech Base 


The fundamental scientific and engineering expertise needed to create and develop advanced 
nonproliferation and national security technologies resides in many parts of the U.S science and 
technology enterprise. The Office of Nonproliferation Research and Engineering (NN-20) has the 
task of engaging this enterprise to meet national requirements. The DOE national laboratories play 
a special role in this regard. (Here, and throughout this report, we use the term “DOE national 
laboratories” to refer aU DOE laboratories that are officially titled national laboratorit^ as well as 
DOE facilities that have technical expertise directly related to the nonproliferation mission.) 

Role of the DOE National Laboratories 

The DOE national laboratories provide two essential capabilities for the DOE Office of 
Nonproliferation and National Security (NN), and NN-20 in particular. First, tlw national 
laboratories are often the best, and in some cases the only, source of the specific technical expertise 
needed for the NN or NN-20 mission. This is especially true for work in the area of nuclear 
nonproliferation, which demands intimate familiarity with (classified) aspects of nuclear weapons, 
knowledge of special nuclear materiais, identification of sign^ures of proliferation, and special 
instrumentation developed for the U.S. nuclear weapons program. The DOE national laboratories 
also have broad-based expertise in ch^ical and biological science that is directly relevant to NN- 
20’ s responsibilities in the area of chemical and biological nonproliferation. In addition, the DOE 
labor^ries have great depth in numerous key supporting technologies. 

Second, die DOE national laboratories provide a s^ure environment where large-scale, classified 
experiments can be conducted and classified prototype instrumentation can be developed and 
tested. Hie breadth of the science and technology expertise within the DOE national laboratories 
means that almost any technical area relevant to nonproliferation and national security is present 
somewhere in the DOE national laboratory system. A wide range of technical disciplines is required 
to meet NN-20’ s mission requirements, e.g., radiation detection, spectroscopy, micro- 
instrumentation, computationally intensive modeling, and fundamental molecular biology. The 
existence of these capabilities in the DOE natioml laboratory system allows complex, multi- 
disciplinary efforts to be assembled and moved into action quickly and effectively. In addition, 
many technical experts at the national kboratories have experience in addressing problems fi'om a 
nonproliferation perspective, and are familiar with the relevant national security issues that must be 
considered. 

Maintainii^ the NN Tech Base 

Maintaining tlK human expertise in nonproliferation and national security technologic that is 
present in the DOE national laboratories is essential for the future success of the NN-20 R&D 
portfolio and U.S. nonproliferation efforts. Success requires a highly competcit, enduring, 
integrated research community that understands the scientific and engineering options, the technical 
details and signatures of weapons proliferation, ibs. needs of end-users, and, most importantly, the 
ability to anticipate future needs of the U.S. nonproliferation and national security policy 
community. We call this collective body of scientific and technical expertise and experi^ce the 
U.S. Nonproliferation and National Security Technology Base (NN Tech Base). 
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DOE needs to maintain a comprehensive and higji quality NN Tech Base in order to be able to 
meet its responsibilities. Unfortunately, the NN Tech Base in the DOE national laboratories is 
shrinking due to reciuient under-funding. The NN-20 R&D budget has remained flat for several 
years at the same time NN-20 has been assigned additional responsibilities. DOE national 
laboratory administrators, scientists, and engineers have long expressed concern that the NN Tech 
Base was endangered, but little or no attention has been paid to their concerns. A one-third 
reduction in the DOE national laboratories’ authority to assess programs to fund Laboratory 
Directed Research and Development (LORD) budgets in the current fiscal year will further diminish 
the NN Tech Base. Current trends need to be reversed. 

No single federal agency or office can be the sole guarantor of the NN Tech Base. However, the 
Office of Nonproliferation Research and Engineering (NN-20) has long been a key shareholder 
through its support of research and development of technology linked to nonproliferation and 
national security objectives. NN-20 must remain a key shareholder, but cannot do so without the 
needed resources. 

NN-20 should approach its stewardship responsibilities for the NN Tech Base with a three-element 
program. First, it must continue to sponsor and administer a high quality, forward-looking core 
R&D program on technologies for nonjiroliferation and national security that is responsive to end- 
user needs. Second, a portion of the NN-20 R&D portfolio should be devoted to “advanced 
concepts” studies. Third, NN-20 should work to enhance professional interactions and 
communications between the personnel of the NN Tech Base and the broader U.S. scientific and 
technical community. The first of these elements has already been addressed in previous sections 
of this report. 

The second element, advanced concepts studies, refers to small, high-risk, but potentially high- 
payoff projects, typically of one to two years in duration. Such projects explore an idea at the 
fundamental science level to see if it might form the basis of a revolutionary nonproliferation or 
national security capability. The origin of an advanced concepts smdy might be an original idea 
coming spontaneously from the expert knowledge of a member of the NN Tech Base or it may be 
the outcome of a discussion between a member of the tech base and an end-user or a policy 
analyst. Advanced concepts research projects need not necessarily have a definite end-user in 
mind, but should have the potential of contributing to an NN-20 mission, if the results are favorable. 

Advanced concepts funding would give scientists and engineers of the NN Tech Base the 
opportunity to spend a small fiaction of their time conceiving and exploring new ideas that may 
offer fundamentally new and more capable nonproliferation and national security technologies than 
those currently avilable or under development — in other words, the opportunity to be creative in 
an applied context. Funding for advanced concepts is important in its own right, and it would also 
help attract the best and the brightest of new generations of scientists and engineers to the NN Tech 
Base. 

An NN-20 budget line named “advanced concepts” was lost in recent years as DOE was required to 
take on new nonproliferation technology initiatives but was not given corresponding increases in its 
R&D budget. Moreover, in the past, advanced concept projects were often preceded by a year or 
two of funding at the laboratory level under a Laboratory Directed Research and Development 
(LORD) award, another source of support for the NN Tech Base that is shrinking. 

DOE should seek increased funding for NN-20 for the support of advanced concepts research on 
nonproliferation and national security technologies in future years. This might be done in steps 
starting at a level of 5% of the NN-20 R&D budget and growing to 10% or more over time. 
Restoration of such fimding in the NN-20 portfolio should be a high priority. Failure to do so will 
have a deleterious effect on the NN Tech Base and DOE’s nonproliferation capabilities will erode. 
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Erosion of the DOE NN Tech Base will also occur if all NN-20 work is driven by the immediate 
needs of end-users. Focusing exclusively on immediate needs, as has happened at some federal 
laboratories, inevitably turns innovative programs, such as those in the NN-20 R&D portfolio into 
evolutionary programs that ultimately become stagnant, predictable, and produce little of real value. 

The third element, enhancing professional interactions and communications between scientists and 
engineers in the NN Tech Base and the broader community, is important for several reasons. 
Nonproliferation and national security technologies are often developed in classified environments 
because they require information about the production and signatures of weapons of mass 
destruction and their related delivery systems, and because many of the technologies could be 
rendered impotent if details of their operations were revealed. Nevertheless, to make effective use 
of developments in the overall scientific and technical community, personnel from the NN Tech 
Base must maintain contact with the broader scientific community and be active members of their 
professions: attending national meetings, presenting papers, and discussing their woik with 
coEeagnes. This is especially true because new ideas often develop at the boundaries between 
traditional research disciplines. 

Clearly, such professional interactions cannot involve classified technologies. However, there is 
often considerable overlap with the unclassified science base (e.g. the radiation detectors used in 
unclassified nuclear and high energy physics experiments as well as in uranium and plutonium 
tracking devices). It is often the application of a given technology or the relationship to an end-user 
that is classified, not the underlying science. When merited, NN-20 funding can and should support 
unclassified project work. Professional interchanges and contacts allow scientists and engineers 
within the DOE national laboratories to stay apprised of the progress of other groups and of the 
general state-of-the-art in technical areas. Such experiences allow NN Tech Base scientists and 
engineers to support NN-20 more skillfully and to call upon outside researchers and oiganizations 
when needed. 

For all these reasons, additional effort should be focused on increasing contact between scientists 
and engineers of the NN Tech Base and the larger scientific community through mutual seminars, 
conferences and exchange of scientists, within the limits necessary to protect national security. 

The DOE national laboratories are acutely aware of the need to maintain the highly trained and 
scientifically capable staffs of the NN Tech Base and other tech bases that serve other national 
needs. As fimding at the DOE national laboratories has become less flexible, traditional sources of 
support for NN Tech Base have been impacted. In response, DOE laboratory administrators have 
maintained staff and expertise by offering other agencies their services Ihrou^ Work For Others 
(WFO) funding. While this is beneficial in many ways, as it allows expertise at the DOE national 
laboratories to be brought to bear on a wide array of national problems, both international and 
domestic, WFO should not be relied upon to sustain the specialized s kills related to nonproliferation 
and national security that are essential to the NN Tech Base. DOE must remain a strong supporter. 
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7: The NN-20 R&D Portfolio 


In this section we discuss the NN-20 R&D portfolio, its relevance to nonproliferation and national 
security needs, and its ability to meet NN-20’ s and DOS’s responsibilities. The R&D portfolio is 
best understood in terms of its four program areas: (1) Nuclear Explosion Monitoring, (2) 
Proliferation Detection, (3) Proliferation Deterrence, and (4) Chemical and Biological 
Nonproliferation. The FY 2000 budget for the four program areas and their respective sub-areas is 
shown in Table 1 at the end of this section. 

Nuclear Explosion Monitoring 

The Nuclear Explosion Monitoring program area supports strategic U.S. national security 
objectives. The goal of the NN-20 nuclear explosion monitoring R&D effort is to provide the 
capability of detecting a nuclear explosion, determining the location and yield of the explosion, 
characterizing the device, and identifying the responsible party. After nuclear explosion monitoring s 
technologies and systems are developed by NN-20, they are turned over to other U.S. Government 
agencies for deployment and operation. These technical systems are the primary means available 
to the Unites States to know when and where a state, or possibly a sub-state group, has detonated a 
nuclear device, whether it be underground, underwater, in the atmosphere, or in space. National 
security objectives require that the technologies be effective whether a nuclear explosion is declared 
or conducted evasively. 

The Nuclear Explosion Monitoring program area also supports verification of international treaties: 
the 1963 Limited Test Ban Treaty (LTBT), the 1974 Threshold Test Ban Treaty (TTBT), the 
1976 Peaceful Nuclear Explosions Treaty (PNET), and the 1996 Comprehensive Test Ban Treaty 
(CTBT), which has not been ratified by the U.S. 

A nuclear explosion is an event with signatures that do not resemble those of other human activities 
or naturally occurring phenomena, except possibly at very low yield. The signals available from a 
nuclear explosion for collection and analysis are well understood. Signal strengths depend upon the 
yield of the explosion and the medium in which the explosion occius. As yields decrease to low 
levels, discrimination (distinguishing a nuclear explosion fiom a non-nuclear event) becomes mote 
difficult 

The question the United States must answer when making decisions about nuclear explosion 
monitoring and the verifiability of international nuclear testing treaties is: What is the lowest yield 
the U.S. needs to be able to detect and identify? The answer to that question is ultimately a 
national security policy judgment based on many factors: an understanding of the technical utUify of 
testing devices with very low yields to a potential proUferator or a party that already has nuclear 
weapons, the miHtaiy and political significance of such tests, and the chances of evading detection. 

The end of the Cold War brought about a change in the emphasis of U.S. nuclear explosion 
monitoring. Previously the greatest attention was paid to monitoring nuclear explosions at declared 
nuclear test sites; in the post-Cold War era the greatest emphasis is on prevention of nuclear 
proliferation. For nuclear explosion monitoring the change requires global coverage, with particular 
emphasis on certain regions of the world and on evasively conducted nuclear tests. 

Nuclear Explosion Monitoring is the oldest and best-known of the program areas in the NN-20 
R&D portfolio. The program is organized into two sub-areas: Ground-Based Systems and Satellite- 
Based Systems. 
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Ground-Based Systems 

Ground-based nuclear explosion monitoring systems are designed to detect signals generated by 
explosions in the earth, underwater or in the atmosphere as well as radionuclides generated by a 
nuclear explosion. 

Seismic 

NN-20’s investments in recent years in seismic detection and analysis systems for underground 
nuclear explosion monitoring have supported: (i) detailed modeling of the propagation characteristics 
of regional geological structures in the earth’s crust and the propagation of various types of seismic 
waves (called “phases”) through these regional geologies, and (ii) advanced and automated signal 
processing systems. The first leverages the large international seismology scientific community that 
collectively operates a global network of instruments and exchanges data openly on naturally 
occurring seismic events (earthquakes, large to veiy small). The second leverages the ongoing 
revolution in computer and signal processing capabilities. 

Major improvements have been steadily made over the last several decades in seismic detection 
technology for nuclear explosion monitdriDg, due in large part to NN-20 funding. The prospects for 
continued advances in capabilities are high. It is appropriate that seismic technology is continuing to 
receive the largest share of the budget for the Ground-Based Systems sub-area of the NN-20 R&D 
portfolio. 

Radionuclide 

Radionuclide detection and analysis is the second largest sub-area of NN-20’s R&D investments in 
ground-based nuclear explosion monitoring technology. This sector, which also has a long histoiy, 
traditionally dealt only with the detection of fallout (radioactive particulate matter) ftom nuclear 
explosions on the earth’s surface or in the atinosphere — the “smoking gun” of a nuclear event. 
NN-20 R&D support in recent years has led to dramatic improvements in fallout detector capability 
(higher sensitivity, autonomous operation for a month or more, and self-reporting of data and 
system status). NN-20 funding in recent years has led to an entirely new class of radionuclide 
detectors. These latter systems detect four distinct radioactive isotopes of the inert gas xenon after 
cryogenic separation from atmospheric samples and by such means can discriminate between radio- 
xenon from nuclear explosions and that from nuclear reactors. All nuclear explosions release radio- 
.xenon: it readily escapes into the atmosphere from nuclear explosions conducted on the earth’s 
surface or in the atmosphere. Underground nuclear explosions may be also be detectable by radio- 
xenon means if the explosions are set off in media with fissures and other escape paths. 

The NN-20 .sponsored particulate detection system has already been commercialized, and the radio- 
xenon system is in the process of commercialization. NN-20’s investments in radionuclide 
detection technologies have advanced U.S. capabilities substantially. 

Hydroacoustic 

Hydroacoustic detection systems make use of sensors that remotely detect underwater explosions 
(nuclear or conventional) by identifying the characteristic underwater acoustic disturbances that 
propagate outward from an explosion. Only a relative few sites are needed to monitor vast oceanic 
regions because low frequency sound readily travels long distances in the ocean sound channeL 
Hydroacoustic signals can be detected in-situ by underwater microphones (hydrophones), or on 
land by placing special purpose seismic detectors on small islands (where available). In the latter 
case, the miderwater acoustic disturbances “.shake” the island and generate seismic signals that are 
readily detectable. (Volcaitic islands reaching up from the deep ocean are ideal.) Modest 
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investments in developing hydroacoustic technology are important because the technology closes 
what otherwise would be a loophole, given that most of the earth’s surface is water. 

Hydroacoustic nuclear explosion monitoring technology leverages an existing vast body of sensors, 
propagation models, and expertise coming from submarine detection experience, oceanographic 
research, and commercial computing and signal processing capabilities. NN-20 investments in this 
sub-area are appropriate in scope and funding. 

Infrasound 

Infrasound explosion detection systems pick up acoustic signals in the atmosphere at frequencies far 
below the audible range. At such frequencies attenuation is so low that acoustic signals from a 
surface or low-altimde aunospheric nuclear explosion can be detected at intercontinental distances. 
The basic technology of infrasound is relatively inexpensive (microphones with high sensitivity at 
frequencies of 0.1-20 hertz and signal processors less complicated than the ordinary laptop 
computer). Infrasound mainly serves as a backup to radionuclide and space-based systems s 

(discussed next), but because the technology is inexpensive and can be exported without technology 
transfer concerns, infrasound merits the limited investment NN-20 is making in this sub-area. 

Satellite-Based Systems 


Satellite-based sensors for detecting nuclear explosions on the earth’s surface, in the atmosphere 
and above the atmosphere have long been established elements of U.S. national technical means 
(NTM). In the earliest days (1960s) dedicated satellites were used. For over three decades now, 
nuclear detonation detection system (NDS) packages have been flown piggy-back on sateUites 
serving other missions. This occurred first on the early-warning Defense Support Program (DSP) 
satellites and later on the satellites of the Global Positioning System (GPS). 

NN-20 has the prime responsibihty for sustaining and advancing the entire suite of technologies that 
can be used for detecting nuclear explosions from space. Existing sensors include optical 
radiometers (bhangmeteis) that detect the characteristic optical flash the comes from a nuclear 
explosion in the atmosphere up to medium altitudes; x-ray detectors and radio-frequency 
electromagnetic pulse (EMP) serrsors for high attitude nuclear explosions; arrd neutron and gamrrra 
ray detectors for explosions above the sensible atmosphere. 

Each new generation of DSP or GPS satellites brings changes in subsystem interfaces, data 
telemetry formats, and power and weight restrictions on payloads. The changes require NN-20 to 
go though a complete redesign of the NDS package, including demonstration and validation. 
Typic^y, DOE also takes advantage of these opportumties to introduce upgrades to sensors and 
sometimes add new sensors, enhance on-board processing and memory, and add other 
improvements to meet end-user needs. This responsibility is a major one and NN-20’ s record of 
accomplishment is outstanding. NDS packages are usually designed for a five-year lifetime but 

typrcaUy continue to perform well beyond that, usually until the satellite is shut down. The unique 
knowledge and expertise that underpins the spaced-based nuclear explosion detection technology is 
a core component of the NN Tech Base discussed in the previous section. 

Sonre of the recent R&D initiatives for improved satellite-based nuclear detection systems were 
motivated in part by the prospects for a CTET. However, all of these space-based systems have 
always been and wiU continue to be part of U.S. NTM. Data collected from these systems ate not 
shared internationally. The next round of NDS improvements that is slated for deplojonent 
represent significant improvements in sensitivity and localization and will provide valuable 
information to the U.S., independent of the CTBT. 
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Proliferation Detection 

Proliferation Detection is the second largest program area of the NN-20 R&D portfolio. It is 
devoted to the identification of signatures of nuclear proliferation prior to a nuclear explosion and to 
sensors to detect such signatures remotely with instruments on satellites, airborne platforms, or 
possibly ground-based. The desire for such a capability has existed as long as nuclear weapons 
have existed, but only in the last decade or so have opportunities become available to pursue a 
significant R&D program. Several of the technologies being pmsued by NN-20 in this program area 
may also be useflil for delecting signatures of chemical and biological weapons proliferation. 

The Proliferation Detection program area is divided into two broad sub-areas; Physical Detection 
and Effluent Detection. The first encompasses, in principle, all passive and active means (optical, 
infrared, radar, radio-fi-equency, etc.) that might he used to obtain information about a building, 
nuclear reactor, fadiiiy, neighborhood of a facility, piece of equipment, etc., indicative of a nuclear 
weapons program. The second sub-area encompasses those technologies that are particularly suited 
to detection and identification of gases and particulates that might be released from a nuclear-related: 
facility on a continuous or intermittent basis, e.g., chemical releases flom a putative plutonium 
reprocessing plant, or from a uranium enrichment facility. Both cooperative and non-cooperative 
scenarios are considered in each of the Sub-areas. 

Although the potential scope of this program area is vast, the funding limitations and the 
technological challenges of proliferation detection ate such that NN-20 can support only a limited 
set of projects. Three of the technology development projects in this program area are large, multi- 
year, multi-laboratoiy efforts; Multispectral Thermal Imager (MTI), Hyperspectral Infiared Imaging 
Spectrometer (HIRIS), and Chemical Analysis by Laser Interrogation of Proliferation Effluents 
(CALIOPE). The first of these belongs to the Physical Detection sub-area, and the last two to the 
Effluent Detection sub-area. All three projects push the technological envelope and should be 
viewed as high-risk but potentially high-payoff investments. Such investments are necessary if (he 
U.S. is to improve its nonproliferation capabilities. The challenge for NN-20 is to ensure that the 
technologies are of high quality an4 if successM, wifi contribute to achieving national security 
objectives. 

Physical Detection 

The principal project of the physical detection program sub-area is the Multispectral Thermal 
Imager. Other projects in this sub-area are smaller, different in character, and have distinct 
proliferation detection applications. 

Multispectral Thermal Imager 

The Multispectral Thermal Imager (MIT) project is an integrated research satellite-sensor project 
that was started in late 1993 and is scheduled to be launched in early 2000 by the United States Air 
Force (USAF) under its competitive Air Force Space Test Program (free to DOE). The passive 
sensor has 15 spectral bands distributed over the wavelength interval 0.45 - 10.7 (un. Ground 
resolution varies with wave-band, ranging from 5 m at the shortest wavelengths to 20 m at the 
longest. Mn is designed for high absolute radiometric accuracy, rather than only measuring 
temperature differences. High accuracy absolute temperature measurements fixtm space have not 
pretnously been feasible; this project represents a significant technical advance. 

MTI is designed to operate for three years in orbit (at least through 2003), during which time vast 
amounts of data will be gathered. Much of it will be shared with membeis of the MTI Users 
Group, which includes individuals from DOE, other federal agencies, industry and the academic 
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community. MTI is the largest project ever mounted by NN-20 or its predecessor organizations 
and has gone through numerous technical reviews and milestone evaluations. 

MTI is a grand experiment designed to determine, through careful and systematic study, what can 
be observed from space that is applicable to the proliferation detection mission using a state-of-the- 
art, well-calibrated multispectral sensor, MTI is not a prototype instrument on a path to an end- 
user. Mn win undoubtedly also provide valuable infomiation to other missions. The next research 
stage after MTI will depend on the quality and utility of the data it produces and the joint interests 
of NN-20 and its many partners in the project. It is too early now to judge the ultimate utility to the 
nonproliferation mission of space-based, high radiometric accuracy, multispectral thermal imagers. 

Other Projects 

The Physical Detection sub-area contains a number of other projects, smaller in funding than MTI, 
but no less important. The main ones are: synthetic aperture radar (SAR) algorithm and processing 
development, radio-ftequency (RF) sensing and processing, and remote ultra-low-light imaging 
(RTTTT .T) technology. SAR is a well estabhshed multi-purpose technology and has been an 
outstanding NN-20 investment for many years: the potential for further progress remains high. The 
RF technology and processing project is" low risk and aimed at special purpose appHcations. RULLI 
is an original contribution developed under NN-20 sponsoiship and has moved from the Mgh-risk to 
the moderate-risk category. 

Effluent Detection 

Projects in this sub-area are focused on detection and identification of effluents indicative of nuclear 
proliferation activities. Success depends on a comprehensive knowledge of potential effluents, their 
behavior in the environment, and abUity to detect and identity chemical species of concern. The 
technology may also support detection of chemical and biological weapons proliferation, or their 


Hyperspectral Infrared Imaging Spectrometer 

The Hyperspectral Infrared Imaging Spectrometer (HIRIS) is a passive infrared sensor operating in 
the 8-13 pra infrared region with vastly more bands than MTI (hence hyperspectral). The KRIS 
instrument lacks the very high absolute radiometric accuracy of MTI hut has greater spatial and 
spectral resolution. Note, however, the primary reason for die greater spatial resolution is that 
KRIS is airborne rather than satellite-based. The narrow width of the individual bands of the 
KRIS instrument combined, with its large number of bands, makes the discrimination of vast 
numbers of chemical qtedes possible, providing the signal-to-noise ratio is adequate. The intended 
tmgets of KRIS are effluent emissions characteristic of nuclear proliferation activities, e.g., releases 
from a plutonium reprocessing facility. 

The basic nature of the KRIS instrumentation and its planned applications mandates a much 
greater data processing capability than is required for the MTI system. Consequently, data 
processing and algorithm development are major components of the KRIS project. 

KRIS, like MTI, is a large experiment centered around a state-of-the-art sensor that, beginning in a 
year’s time, is scheduled to take iatge amounts of field data under a variety of conditions. KRIS 
also has many interagency partners and potentially many applications. Proof-of-principle and test 
flints took place in 1998 and 1999, with real-world data collection scheduled for 2000-2002 and 
project completion in 2003. KRIS is no less a grand experiment than MTI, except that it enjoys 
the relative simplicity of being airborne, which allows evolutionary development in contrast to the 
unforgiving character of space-based systems. 
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Lidar Systems 

In 1993, NN-20 initiated a multi-laboratory program comprised of a suite of active lidar (laser radar) 
remote sensing insmimente tmder the collective title Chemical Analysis by Laser Interrogation of 
Proliferation Effluents (CALIOPE), Since that time the technical content of the program has 
evolved and significant advances have been made in understanding and improving the technolos?. 
Annual field trials have been held at a calibrated effluent release fecility at the Nevada Test Site 
sin<^ 1994 at increasing ranges, up to 20 km in some cases. The program is now focused on two 
projects: (1) an ultraviolet, laser-induced fluorescence (UV-LIF) instrument for detecting 
particulates on the ground; and (2) a differential absorption lidar (DIAL) infrared instrument to 
defect gaseous effhients. Active systems have specific advantages over passive systems, such as 
greater sensitivity in general, but they are more complex, require more pow^, and are intrusive. 

The technical basis of the UV-LIF molecular identification k electronic excitation by an incident UV 
photon of the proper frequency and then subsequent detection of a photon emitted by the molecule ip 
as it decays from the excited state (fluoresces). By tuning the incident UV radiation over a range of 
frequend^ and measuring the frequencies of the fluorescent returns, one can identify molecules of 
interest and discriminate against backgrounds. 

The DIAL system works by tuning across a range of frequencies that cover the spectral features of 
molecules of interest. By comparing on* and off-resonance return strengths, a hi^ selectivity for 
individual chemical species is possible. 

The UV-LIF sensor is scheduled to be mounted on a high-altitude Altus UAV (unmanned airborne 
vehicle) owned by DOE. Engineering flights arc scheduled for late 2000 and full-system 
experimental flights are scheduled to start in late 2(M)1. Depending on results and the potential for 
enhancing proliferation detection capabilities, the project is likely to evolve into a combined active 
UV-UF/passive IR system. The basic idea of the combined system would be that the passive IR 
system would be used to do a wide area search to identify loc^ regions of interest by means of 
thermal characteristics. The lidar would then be used to look for chemical species indicative of 
specific effluents in the local regions (small se^h area). The Defense Threat Reduction Agency 
(DTRA) is interested in this project because of its potential for chemical and biological agent 
identification in DoD missions. 

The DIAL system is also scheduled for significant development and ground trials over the next two 
years. The goal is an engineering prototype suitable for basing on an airborne platform. A 
combined active DIAI7passive IR prototype system by 2003 is envisioned as a joint DOE-DoD 
effort. The logic of using a combined passive-active system here is the same as for the UV- 
LIF/passive IR system. 

The next few years will be important in demonstrating the field performance of these active lidar 
systems and their potoitial for detecting effluents characteristic of proliferation. Maximum stand- 
off distances, minimum sensitivities, probabilities of detection, and Mse-alarm rates are all of 
interest It not iK>ssible at thk time to predict the ultimate capabilities and utility of this technology. 

Signatures of Proliferation 

There is currently no project in the NN-20 portfolio explicitly directed to ^vancing current 
understanding of the signatures of nuclear proliferation. NN-20 has sponsored work on signatures 
in the past NN-20 should have ongoing work in stature analysis and confirmation to refine 
current understandings of the robustness and strengti^ of signatures, possible backgroun(fc, and to 
prioritize those that appear to be the most promising. Without such a program there is no 
meaningful way to determine when a proliferation detection sensor technology, no matter how 
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much it has advanced the start-of-the art, has reached the point at which meaningful operational 
system studies can be undertaken. 

Proliferation Deterrence 

The Proliferation Deterrence program of the NN-20 R&D portfolio has a history reaching back to 
the early days of Los Alamos. The content and emphasis of the program area has evolved greatly 
over the many decades of its existence. Proliferation Deterrence is the “clean-up” hitter of the NN- 
20 R&D portfolio and fulfills many critically important national, needs. It can respond on short 
time-scales, when events dictate, and it has enduring responsibilities. 

The primary sub-areas of Proliferation Deterrence are: Treaties and Agreements, Nuclear Material 
Tracking and Control, Off-Site Analysis, On-Site Analysis, and Support for Law Enforcement. 

Treaties and Agreements 

Treaties and agreements for which this program sub-area has provided technical support in the past 
include: Intermediate Nuclear Forces Treaty (INF), Chemical Weapons Convention (CWC), 
START I and II, International Safegoaitls, and the Highly Enriched Uranium (HEU) Purchase 
Agreement. Possible future treaties and agreements that will benefit from the knowledge and 
technical expertise of the members of this part of the NN Tech Base include START HI, the Fissile 
Material Cutoff Treaty, the Mayak Fissile Material Storage Facility Transparency Agreement, and 
the Plutonium Production Reactor Agreement 

Members of this program sub-area work closely with members of the Office of Arms Control and 
Nonproliferation (NN-40) and provide support for the DTTRA under terms of an integrated 
DoD/DOE plan. The work relates to DoD responsibilities in the areas of Cooperative Threat 
Reduction and On-Site Inspection. 

Monitoring challenges that must be solved include detecting the presence or absence of fissile 
material by non-invasive means, the isotopic ratios and ages of plutonium samples, and devising 
systems with robust information barriers that will perform a gamma-ray spectral analysis of a 
warhead to verify that it is or is not a nuclear weapon without revealing classified design 
information. 

Nuclear Material Tracking and Control 

This program sub-area is primarily concerned with developing advanced gamma-ray and neutron 
detector systems for detecting, localizing, and characterizing the presence or transit of nuclear 
material. The technical contributions of this program sub-area are also centrally important to the 
task of enhancing the tools available for managing real nuclear terrorist incidents or hoaxes. 

Recent creative contributions of this program sub-area include compact, field-portable gamma-ray 
spectrometers based on new types of scintillation crystals for identi^ng the unique radiological 
characteristics of fissile materials and nuclear weapons, and novel radiation “litmus” paper that 
changes color when exposed to a threshold radiation dose. 

Off -Site Analysis 

The fundamental difference between technologies belonging to this sub-area and those discussed 
above in the Proliferation Detection program area is that here it is assumed that a physical sample 
(solid, liquid, or gas) is available and can be transported to a state-of-the-art laboratory for analysis. 
The physical, chemical, biological and interdisciplinary resources of the entire DOE laboratory 
complex can tints be exploited. 
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Eleven DOE laboratories are the primary paiticip^ts, and collectively they bring a vast array of 
analytical took and s>'stems to tear. Most recqaUy, ultra-sensitive detection and ^alysis 
technologies that enable information to be extracted from microsamples have made striking 
advances. The primary emphasis is nuclear proliferation, but the research and technology also 
contributes to chemical agent identification. The potential for further progress in this sub-area is 
great, with contributions coming from DOE laboratories, industry, and universities. 

On-Site Analysis 

This program sub-area is similar to Off-Site Analysis except that here the assumption is that samples 
are available but, for whatever reasons, cannot be transported from the collection site to a 
specialized laboratory. The sub-area supports on-site treaty inspectors, transpareiujy exercises, 
counter-nuclear smuggling, and specialized intelligence and law enforcement needs. 

Similar to its off-site counterpart, this sub-area is multidisciplinary and multi-laboratory. Compact ; 
gas chromatographs, ultra-sensitive effluent "sniffers,” miniature mass spectrometers, and a host of 
other chemicM and physical detection and sensing technologies are being developed as field-portable 
devices. There is a synergy bttween the miniaturization that is taking place with respect to 
laboratory systems off-site and what is needed for on-site analysis systems. 

Support for Law Enforcement 

This sub-area is the newest component of the Proliferation Deterrence program area. It is based on 
a Memorandum of Understanding between DOE and tiie'Department of Justice/FBI Laboratory. 
The MOU allows for broad areas of cooperation, extending well beyond domestic nuclear terrorism. 
The off- and on-site detection and analysis capabilitits discussed above have numerous ^plications 
to law enforcement, as do numerous oier technical capabilities resident in the DOE laboratory 
system. 

Chemical and Biological Nonproliferation 

Chemical and Biological Nonproliferation is the newest program area of the NN-20 portfolio. It 
was created in FY1997 in response to Presidential and Congressional direction. The program is 
devoted to developing, demonstrating, and delivering technologies and systems that will lead to 
major improvements in the U.S, capability to prepare for and respond to domestic chemical and 
biological attacks. It engages the expertise in ^emical and biological sciences resident in the DOE 
laboratories, and is part of the overall U.S. response to the chemical and biological weapons threat. 
The same DOE science and technology base that supports this program area is being tapped by 
other federal agencies under “Work For Others” agreements. 

A five-year Strategic Plan (FY0O-FYO4) for the Chemical and Biological Nonproliferation program 
area was developed in 1999. It specifies specific goals and milestones and divides the program area 
into two major sub-areas: (1) Technology Development and (2) System Integration/Domestic 
Demonstration and Application Program. The program has included end-users in its planning 
process since its conception. 

Technology Development 

The Technology Development program sub-area is comprised of four project areas: Biological 
Foundations, ttemical and Biological Detection, Modeling and Predictions, and Decontamination 
and Restoration. 
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Biological Foundations 

The goal of this project area is, “To provide essential biological informatioE for medical 
countermeasures.” Work is organized under seven technical areas; signature development and 
validation, engineered organism detection, background characterization, genomic sequencing, 
strucmre/function determination, epidemiology tools, and infomatics. Spin-offs to the DoD’s 
Biological Weapons Threat Reduction effort and to the disease monitoring efforts of the public 
health community are likely. 

Chemical and Biological Detection 

The goal of this project area is, ‘To provide early warning, identify people to treat, and identify 
con^nated areas with high sensitivity and low false alarm rates." To fulfill the goals of this 
project area, a suite of detectors and sensors are being planned for use by first responders (law 
enforcement officials, fire fighters, and emergency medical service personnel). Several classes of 
urban targets characterized by large concentrations of people are being considered, e.g., subways, S 
airports, train stations, and large sporting events. Detection technology for first responders must be 
simple, portable, low-cost, and provide a fast response — a challenging set of requirements. 
Additional technologies are being develdped for expert forensic analysis of samples brought to a 
laboratory setting. These systems need be highly sensitive, represent or exceed state-of-the-art 
capabilities, and be able to detect threatening agents in the presence of contaminants— the usual 
state of samples taken in real-world environments. Advanced forensic capability is needed to 
distinguish between natural and unnatural outbreaks of diseases and to provide positive 
identification of the agent or agents involved. DNA information can sometimes be used to identify 
particular strains that, in the case of biological agents, may' reveal the geographic location of the 
source. 

Modeling and Predictions 

The goal of this project area is ‘To develop predictive modeling tools for urban environments inside 
and outside of facilities.” Major tasks include; developing a suite of validated multi-scale transport 
and fate models for chemical and biological agent releases; applying modeling capabilities to 
simulation case studies; integrating the modeling capabilities in the National Atmospheric Release 
Advisory Center (NARAC); and exercising the models in the PROTECT (subways, airports, and 
train stations) and BASIS (Salt Lake City Olympics) demonstration projects. 

Decontamination and Restoration 

The goal of this projert mea is ‘To quickly restore civilian facilities.” Restoration is important 
because untreated facUities may remain contarmnated for decades. Decontamination and restoration 
present many chaUenges, some technical and others practical. Among these are the development of 
decontaminant formulations that can destroy or detoxify hazardous chemicals or biological 
pathogens while remaining harmless to people and property. A formulation that is effective for aU 
cheimcal and biological agents would be particularly useful. Application methods for interior and 
extenor environments have to be identified. In addition, reliable sampling methods need to be 
developed to monitor the decontanunation process as it proceeds and to measure the extent of 
residual contamination. The variety of surface materials present in the urban environment make 
this a difScult problem. Although decontamination and restoration may not be considered as 
glamorous as work at the fundamental science level, they ate important to achieving the goals of the 
Chemical and Biological Nonproliferation program. 



196 


NNAC — 


System Analysis and Integration 

In addition to technology development, DOE has accepted the challenge of working with state and 
local safety and law enforcement officials to develop an integrated approach to domestic chemical 
and biological weapons terrorism. This requires practice and experience at the operational level. 
This area of work consists of two parts: (1) an umbrella project called PROTECT, a systems 
approach to the interior infrastracture problem; and (2) BASIS, a special events protection 
demonstration scheduled for the 2002 Salt Lake City Olympics. 

PROTECT currently includes plans for aerosol dispersal studies after hours in the Washington DC 
Metro System, air flow and detector architecture studies at the Interrrational Terminal of San 
Francisco Airport, and studies at Boston South Station. BASIS will emphasize multi-site 
communications and sensor information exchange. 

The NN-20 Chemical and Biological Nonproliferation program is off to an excellent start on an 
important, timely, and challenging mission. Its Strategic Plan provides a coherent framework for 
program admimstration, identil^ng needs, setting priorities, and assessing progress. The program 
brings NN-20 into contact with a unique and diverse set of end-users — first responders at the state 
and local levels — and at the same time the program must interface with multiple federal agencies. 
The potential contributions of the NN-20 Cherrrical and Biological Nonproliferation program to 
national needs are great As program funding grows, as it must to meet its assigned goals, it is 
important that funding for the other program areas of the NN-20 RAD portfolio is not sacrificed. 
The threat of nuclear proliferation is increasing and effective nuclear nonproliferation technologies 
need continued support. 

Summary 

Each of the four program areas of the NN-20 RAD portfolio addresses U.S. nonproliferation and 
national security objectives in a manner consistent with Executive and Congressional mandates. 

The techmcal quality of the work in each program area is high. There is a clear correspondence 
between the four NN-20 RAD program areas and three “elements” of the DOE National Security 
R&D Portfolio: NN-20’s Nuclear Explosion Monitoring program area maps onto Monitoring 
Nuclear Treaties and Agreements; the Proliferation Detection program area maps onto Detecting 
Proliferation; the Chemical and Biological Nonproliferation program area maps onto Countering 
WMD Terrorism; and the Proliferation Deteirence program area maps in part onto Monitoring 
Nuclear Treaties and Agreements and mostly onto Countering WMD Terrorism. The need for 
continuing RAD in all four program areas remains high because the threat posed by proliferation of 
weapons of mass destrucdon shows no sign of decreasing. 

The Nuclear Explosion Monitoring program area has woik remaining to bring technologies and data 
analysis systems already at an advanced level to the point where they can be transitioned to an end- 
user. In addition, there is a need for continued fundamental work to enhance nuclear explosion 
monitoring capabUities for low yields, especially woik related to nuclear tests conducted evasively. 
The Proliferation Detection program area has three large, multi-year remote-sensing projects (MTI, 
HIRIS, and CALIOPE) that will be reaching experimental maturity and collecting significant data in 
field tests in three or less years. For each, a major decision will need to be made in a timely manner 
to determme if the potential utUity of the technology merits going to the next stage of prototype 
development. The Proliferation Deterrence program area will continue to be essential to support 
treaties and agreements that require verification of a wide range of activities including- 
dismantlement of nuclear warheads, fissile material production cutoffs, tracking and control of 
nuclear materials, and safe and secure disposition of highly enriched uranium and weapons-grade 
plutonium. The Chemical and Biological Nonproliferation program area is just completing the first 
year of its five-year strategic plan. 
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NN-20 should proactively define and communicate a five-year plan for its R&D portfolio that 
balances end-user needs and opportunities for new research initiatives. Because of pressing end- 
user needs, a large fraction of the current NN-20 R&D portfolio is focussed on short-term 
technology development. In order to stay abreast of technological advances and to insure that 
opportunities for new capabilities are not missed, a larger share of the NN-20 R&D portfolio should 
go to new research ^eas than is currently the case. Unless the pattern of end-users need changes, 
this will require additional funding beyond the new advanced concepts funding discussed earlier in 
this report. 
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Table 1: FY 2000 NN-20 Budget 


1 Nuclear Explosion Monitoring 


$73M 


Ground-Based Systems (R&D) 

$23M 


1 

Seismkr 




Radionuclide 




Hydix^coustic 




In^somd 




Satellite-B^Ki Systems (R&D) 

$13M 



Satellite-Based Systems {Production Related) 

$37M 



1 Proliferation Detection 

$66M; 


Physical Detection 

$25M 



Multispectral Thennal Im£^g^ 


Synthetic Aperture Radar 

RF Sensors 

Low Light & Laser Assisted Imping 


Effluent Detection 

$41M 




Hyper^eciral Imaging Spectrometer 





Lidar Systems (CALIOPE) 




Proliferation Deterrence $3SM 


Treaties and Agreements 

$4M 

Nuclear Material Tracking and Control 

$9M 

Off-Site Analysis 

$9M 

On-Site Analysis 

$ 8M 

Support to Law Enforcement 

$5M 


Chemical/Biological Nonproliferation 


Biological Foundations 

$11M 

Chemical and Biological Detection 

$13M 

Modeling and Prediction 

$ 5M 

Decontamination and Restoration 

$ 2M 

Systems Analysis and Integration 

$ 9M 


$40M 




1 Small Business Innovation Research 

$5M 1 


TOTAL $219M 
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Nonproliferation and National Security Advisory Committee Charter 


U.S. DEPARTMENT OF ENERGY 
CHARTER 

NONPROLIFERATION AND NATIONAL SECURITY ADVISORY COMMITTEE 

1. Committee's Official Designation: 

Nonproliferation and National Security Advisory Committee 

2. Committee ’s Objectives and Scone of Activities and Diitioj! - 

The activities of the Nonproliferation and National Security Advisoiy Committee include: 

a. The Conumttee will evaluate and recommend alternative technical approaches for the 
OfGce of NonproUferation and National Security (NN) research and development 
programs based upon perio(hc technical reviews of program progress and plans. 

b. The Comnuttee will provide advice on long-range plans, priorities, and 
strategies to address more effectively the technical aspects of the 
nonproliferation research and development program and opportunities for 
cooperation with external organizations. 

c. The Coi^ttee will provide advice on the technical aspects of the overall Office of 
Nonproliferation and National Security program, including, for example, arms control 
or safeguards and security. 

d. The Committee will provide advice on the existing linkage and fiitutE impact of 
changes in national policy on technical aspects of NN research objectives of concern to 
the Department of Energy, as requested by the Secretary of Energy or Assistant 
Secretary for Nonproliferation and National Security. 

3. Time Perio d Necessary for the Committee to Cany Out the Purpose- 

In view of the goals and purposes of the Committee, it is expected to be functional for two (2) 
years. ’ 

4- Official to Whom this Committee Renort.s: 

The Committee will report to the Assistant Secretary for Nonproliferation and National 
Security. 

5- Agency Responsible fo r Providing Necessary Sunnort for this ConiTnittop - 

The Department of Energy wiU provide all necessary support for the Committee. Within the 
Department, primary support shah be furnished by the Office of Research and Development 
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6- Descripaon of Duties for Which the Commiftpp is Resnonsihle? 

The duties of the Committee are solely advisory and are stated in paragraph 2, above. 

7. Estimate Annual Cost: 

$100,000; one-quarter peison-years. 

8. Estimated Number and Frequency of Meetings - 

The Committee will meet periodically, approximately three times per year. 

Co mmittee’s Termination Date (if less than two years for Hate of 
Not Applicable. 

10. SubcommitteeCsV 

To facilitate the fimctioning of the NonproUferation and National Security Advisory 
Committee, subcommittees may be formed. The objective of a subcommittee is to make 
recommendations to the parent committee with respect to particular matters related to the 
responsibilities of the parent committee, 

11. Members : 

Committee Members shall be appointed by the Secretary of Energy. 

Approximate number of committee members will be 15. 

12. Chairperson : 

The Chairperson shall be appointed by the Secretary of Energy. 


This Charter for the Nonproliferation and National Security Advisory Committee name above is 
hereby ^proved on: 


Date 


James N. Solit 

Advisory Committee Management Officer 


Date Filed 
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Nonproliferation and National Security Advisory Committee 
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Department of Energy 

Washington, DC 20585 


August 17, 1999 


Dr. Jeremiah Sullivan, Chair 

Nonproliferation and National Security Advisory Committee 
University of Dlinois 
237C Loomis Laboratory of Physics 
1 1 10 West Green St. 

Urbana, IL 61801 

Dear Dr. Sullivan, 

First, I want to thank you for accepting the Chair of the Nonproliferation and National 
Security Advisory Committee (NNAC). I look forward to working with you and receiving 
your insight and advice on technology programs and related issues throughout the Office 
of Nonproliferation and National Security. 

As you know, the Department of Energy sponsors extensive research and development 
programs in nonproliferation and national security. The majority of this work is funded by 
the Office of Research and Development (NN-20) in the Office of Nonproliferation and 
National Security and is conducted at the DOE national laboratories. The goal of the 
NN-20 program is to develop technologies and systems for monitoring nuclear treaties 
and agreements, detecting and preventing the proliferation of weapons of mass 
destmction (WMD), and countering terrorist use of nuclear, chemical, and biological 
WMD. These programs are focused on advancing applied technologies to the prototype 
stage, drawing on applied and basic research. Implementation of these technologies is 
- -jointly planned with national security technology end-users at other agencies. 

The NN-20 FY99 total budget was $210M, with $77M allocated to monitoring nuclear 
test treaties and agreements, $67M for detecting WMD proliferation, $60M for 
countering WMD proUferation. During the FY99 budget process. Congress directed the 
Department to initiate an external review of the nonproliferation and national security 
research and development program. Specifically, Congressional language in the FY99 
House Energy and Water Development Appropriations Committee Report stated: 

The nonproliferation and verification research and development program consists 
of hundreds of projects executed primarily at the nuclear weapons laboratories. 

The value of these disparate projects is difficult to ascertain as there does not 
appear to be an overriding program plan or technology roadmap which identifies 
how the individual projects contribute to the overall objectives. An external, 
peer-review process to examine each of the projects, their progress, and 
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their value to the overall needs of the program would lend credibility to this 
effort." 

This language was reaffirmed in the Conference Report 105-749, which stated, that “[t]he 
conferees direct the Department to initiate an external review of the projects being 
conducted, their progress to date, and their value to the overall needs of the program." 

The FYOO budget request is $215M, with $74M allocated to monitoring nuclear test 
treaties and agreements, $68M for detecting WMD proliferation, $70M for countering 
WMD proliferation. The House Energy and Water Development Appropriates Conference 
Report contains additional language regarding the NN-20 programs. 

"The nonproliferation and verification research and development program consists 
of hundreds of projects execqted primarily at the nuclear weapons laboratories. 

The Department has still provided no information to the Committee that shows the 
value of these disparate projects, and how they relate to an overriding program 
plan or technology roadmap. The Department should provide a report to the 
Commttee by October 31, 1999, which identifies how the individual projects 
contribute to the overall objectives. The Department should also implement an 
external, peer-review process to examine each of the projects, their progress, and 
their value to the overall needs of the program.” 

As a first charge to the NNAC, I would like the committee to review die programs and 
overall strategy of the research and development programs in NN-20 to address the FY99 
and FYOO Congressional language. In order to assist the NNAC is this task, we have 
contracted with RAND's National Defense Research Institute (NDRI) to apply its 
Strategies-to-Tasks methodology to identify the linkage between national missions and 
the projects m the NN-20 research program. I would like the NNAC to assess and provide 
recommendations to me and the NN-20 staff on the: 

• Ability of the NN-20 programs to identify and address national security objectives 

• Technical quality of research conducted at the DOE national laboratories under NN-20 
sponsorship 

• Ability of the NN-20 to identify critical technology requirements of the technology 
end-users in DOE and other agencies/departments and to execute tasks needed to meet 
these requirements. 

• Effectiveness of DOE's ability to transfer technologies to technology end-users 

• Flexibility of the research and development programs to respond to rapidly changing 
national security missions and requirements 

• Balance of work and budgets across the NN-20 programs 

I plan to submit an interim reply to Congress by the end of September 1 999 on the status 
of the NNAC review of the NN-20 pro^ams. The final report of the NNAC should be 
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submitted to me by January 15, 2000, in order that it may provided it along with other 
materials to Congress with the FYOl Budget submittals. 

1 appreciate your and the NNAC's willingness to take on these important activities. I know 
that my Office will benefit tremendously fi-om your insight and advice. 1 look forward to 
working with you and learning of your progress during this review. 


Sincerely, 



%J (f- , 


Rose Gottemoeller 
Assistant Secretary for 
Office of Nonproliferation 
and National Security 
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NN-20 Policy Guidance 


This paper, prepared by RAND staff at the request of the Nonproliferation and 
National Security Advisory Committee (NNAC), identifies and summarizes official U.S. 
government policy documents-statements of national policy or national need, public laws, 
relevant treaties and agreements, assignments of responsibilities among Federal agencies, 
and the hke-that bear on the mission and programs of the Department of Energy's Office of 
Nonproliferation Research and Engineering (DOE/NN-20). The discussion is organized 
by NN-20 program area. It concludes with a brief survey of examinations of the 
government's R&D for nonproliferation carried out by the Congressional Research 
Service, the General Accounting Office, and the Congressional Budget Office. 


L GENERAL POLICY GUIDANCE 

Several sets of policy documents provide guidance and/or authoritative justification 
for NN-20 activities as a whole, cutting across individual programs. First and most 
fiindamentally, the Atomic Energy Act of 1954 (as amended) provided inter alia for 
private participation in research, development, and production of atomic energy and 
nuclear materials; the Atomic Energy Commission was responsible for the licensing and 
regulation of such activities. Later, the Nuclear Nonproliferation Act of 1 978 defined a 
government-wide policy objective of controlling exports of nuclear dual-use items. 
Together, these two public laws authorize the Department of Energy to carry out research 
and development on technologies needed to negotiate and verify international agreements 
on the control of special nirclear rrraterial (SNM) and nuclear weapons. 

Another key general poUcy document is Executive Order 12333 (December 4, 
1981), which directs the DOE to "provide expert techrrical, analjdical and research 
capabiHty to other agencies within the Intelligence Community." This injunction has been 
broadened over time to encompass R&D support for a variety of government agencies. 

Additional guidance is contained in Presidential Decision Directives (PDDs). 

Most PDDs focus primarily on issue areas handled by individual NN-20 programs (e.g., 
nonproliferation, the CTBT, or counter-terrorism) but nevertheless have itnplirat;r»n» 
cutting across program boundaries. 

These documents, as well as other relevant congressional legislation and 
congressional reports, departmental publications, speeches, and other items are described 
by program below. 
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A list of public laws, treaties, executive orders, directives, and "records of 
decision" bearing on DOE's overall proliferation-related missions, submitted by NN-20, is 
attached. 


n. NUCLEAR EXPLOSION MONITORING 

Table 1 describes the chain of policy documents that provide direct guidance and 
tasking to the NN-20 Nuclear Explosion Monitoring Program. In parallel with the 
emphasis of the Program, all of the documents are associated with U.S. negotiation and 
unplementation of the Comprehensive Nuclear Test Ban Treaty (CTBT). 

At the highest level, a set of Presidential Decision Directives establishes U.S. 
policy regarding the monitoring and verification of a CTBT with a zero-yield threshold and 
its connection to national nonproliferation objectives. The content and specifics of these 
PDDs are classified. In general (and unclassified) terms, the PDDs establish a national 
monitoring threshold of "a few kilotons, evasively tested." Beyond this, these documents 
convey no specific tasking for DOE. 

A set of Presidential CTBT Safeguards was established in August 1 993"S accompany 
U.S. support for a zero- 3 deld CTBT. Of direct relevance to NN-20, these Safeguards call 
for a sustained U.S. R&D program to enhance national nuclear test monitoring capabilities. 

Other key documents provide important guidance for sub-programs within the 
overall Nuclear Explosion Monitoring Program. For example, memnm nHa fi’om John 
Deutch (then Undersecretary of Defense) to National Security Advisor Sandy Berger in 
November 1993 transferred R&D programs relevant to ground-based nuclear test 
monitoring fiom the Defense Department to DOE. 

With respect to space-based systems, an Operational Requirements Document 
establishes operational satellite monitoring requirements for the Air Force, which utilizes 
sensors developed by NN-20 programs. The document conveys formal Air Force 
statements of need, and thus implies specific guidance for the NN-20 research efforts. In 
addition, numerous MOUs and similar agreements articulate the relationship between DOE 
and the Air Force on RfeD, acquisition, integration, deployment, operation, and logistics 
support for the U.S. Nuclear Detonation System ntission. 
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Table 1 


Policy Guidance: The Nuclear Explosion Monitoring Program 


1 Nuclear Explosion Monitoring Program - Ground Based Sensors 

Source of Guidance 

Comments 

Presidential Decision Directives 

Content and specifics are classified. These 
establish U.S. policy regarding the 
monitoring and verification of a 
Comprehensive Nuclear Test Ban Treaty 
with a zero-yield threshold. They set a 
national monitoring threshold of "a few 
Idlotons, evasively tested." There is no 
specific tasking for DOE. 

Presidential CTBT Safeguards 

These safeguards are unclassified. They 
were established in August 1993 to 
accompany the U.S. support for a zero-yield 
CTBT. Of direct importance to NN-20, they 
call for a sustained U.S. R&D program to 
enhaiice national nuclear test monitoring 
capabilities. 

Requirements for Monitoring CTBT. 

Specific nuclear test monitoring 
requirements are derived from the top-level 
guidance articulated in Presidential 

Decision Directives (noted above). 

Memoranda from John Deutch (Under 
Secretary of Defense) to Sandy Berger 
(NSC), November 1993. 

These transfer R&D programs from DoD to 
DOE for ground-based nuclear test 
monitoring. 


m. PROLIFERATION DETECTION 

As noted above, general policy authorization and guidance are provided by the 
Atomic Energy Act of 1 954 (as amended), and the Nuclear Nonproliferation Act of 1 978, 
which together authorize DOE to cany out R&D on technologies needed for the negotiation 
and verification of international agreements on the control of special nuclear material and 
nuclear weapons. The NPT also implies broad monitoring requirements, and has the status 
of law. 

A particularly important impetus for the work of the Proliferation Detection 
Program is the Prevention and Control of the Proliferation of Weapons of Mass Destruction 
Act of 1993, which directed DOE to address non-proliferation technology issues and 


210 


increased its budget to do so. The 1993 legislation emphasized the roles of DOE, DoD, 
and the IC in preventing proliferation and in dealing with its consequences, and called on 
the three agencies to "maintain and improve their capabilities to identify, monitor, and 
respond to the prohferation of weapons of mass destruction." The legislation also 
established an inter-agency Non-Proliferation Program Review Committee, and tasked it 
with ensuring the development and deployment of "highly effective technologies and 
capabilities for the detection, monitorring, collection, processing, analysis, and 
dissemination of information in support of United States non-proliferation policy.” Before 
the 1993 Act, the Program had focused primarily on treaty monitoring. 

The September 1995 report of the National Science and Technology Council on 
"National Security Science and Technology Strategy" similarly highlights the role of R&D| 
especially in the development of technologies for detection, monitor ing, and verification. 

It refers specifically to projects supported by NN-20 (e.g., CALIOPE), and describes the 
priorities of the interagency Nonproliferation and Arms Control Technology Working 
Group, established in August 1994 to coordinate nonproliferation-related R&D 
government-wide. 

Another key document is "The Role of the Department of Defense and the 
Department of Energy with Respect to the Nonproliferation Policy of the United States" 
(Report to Congress Pursuant to Section 1503, National Defense Authorization Act forFY 
1993). Issued January 1, 1993, this document sets out respective DoD and DOE 
responsibilities; it calls on DOE to manage and coordinate the scientific expertise resident 
in the national labs, and specifically to undertake R&D in support of the verification of 
nonproliferation treaties and agreements, and to develop international safeguards 
technologies. It also highlights DOE's R&D efforts for verifying current and potential 
nuclear and non-nuclear weapon treaties (e.g., LTBT, NPT, TTBT, PNET, INF, CFE 
CWC, START). 

Other policy guidance emanates fium the DOE itself The DOE Strategic Plan of 
1994 defines DOE’s national security "Goal 1" as "assure that DOE remains a full 
participants in preventing the spread of nuclear weapons, materials, and expertise, and the 
preeminent agency in providing the technology to do so." It also calls for an increase in 
number and quahty of R&D initiatives, and emphasizes the importance of close ties to 
users. The 1997 Strategic Plan reiterates the general goal of advancing nonproliferation 
technology, and identifies three specific objectives by FY99: the development of 
improved technologies and systems for early detection, identification, and response to 
WMD proliferation and illicit materials trafficking; the development of improved sensors 
for treaty monitoring and verification; and the employment of "advanced technologies to 
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provide verification confidence." Similarly, the Department's "Annual Performance Plan 
for FY 2000" assesses "measures and goals" for FY 1 998, and describes some key 
priorities for FY 1999 and FY 2000, including new counter-nuclear smuggling detection 
technologies (one portable, one for wide area), new technologies for remote chemical 
detection of WMD prohferation activities, and further development of the CTBT 
"knowledge base." 

These and other relevant documents are summarized in Table 2. 
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Table! 


Policy Guidance; The Proliferation Detection Program 


The Proliferation Detection Program 

Source of Guidance 

Comments 

Atomic Energy Act of 1954, as amended 
Nuclear Nonproliferation Act of 1 978 

These authorize DOE to carry out R&D of 
technologies needed for the negotiation and 
verification of international agreements on 
the control of special nuclear material 
(SNM) and nuclear weapons. 

Executive Order 12333 (December 4, 

1981) 

Directs DOE to provide technical and 
research support to the Intelhgence 
Community. 

Nuclear Nonproliferation Treaty (NPT) 

Implies broad monitoring requirements. 
Obligations have the status of law. 

Prevention and Control of the Proliferation 
of Weapons of Mass Destruction Act of 
1993 

A major program "driver." Calls on DOE 
to improve U.S. capabilities to identify, 
monitor, and respond to WMD 
proliferation, and increased its budget. 

The Role of the Department of Defense and 
the Department of ^ergy with Respect to 
the Nonproliferation Policy of the United 
States (report to Congress, January 1, 1993) 

Sets out respective DoD and DOE 
responsibilities. Directs DOE to support 
R&D for the verification of 
nonproliferation treaties^ and to develop 
international safeguards technologies 

National Security Science and Technology 
Strategy (report issued by the National 
Science and Technology Council, 

September 1965) 

Highlights role of R&D, e^ciaUy in 
developing technologies for detection, 
monitoring, and verification 

Department of Energy Strategic Plan, 1994 

Identities key DOE goal as providing 
technology to prevent the spread of nuclear 
weapons, materials, and expertise. Calls 
for increased R&D efforts. 

Department of Energy Strategic Plan, 1997 

Reiterates general DOE goal of advancing 
nonproliferation technology, with three 
specific objectives for detection and 
response to WMD proliferation and illicit 
materials. 

Reducing the Nuclear Danger: Inventoiy of 
U.S. DOE Nonproliferation and Nuclear 
Threat Reduction Initiatives (October 

1995) 

Provides an overview of missions and 
goals, including for nonproliferation 
verification R&D (treaty monitoring, 
detecting proliferant activities, control of 
SNM, etc.). 
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The Department of Energy: Baseline 

Survey of Proliferation-Related Activities 
(DOE response to the Deutch/Spector 
Commission, February 25, 1999) 

Emphasizes future-orientation of NN-20 
R&D. Reiterates function of providing 
techmcal support to the Intelligence 
Community. 

Annual Performance Plan for FY 2000 

Assesses "measures and goals" for FY 

1998, and identifies key priorities for FY 
1999 and FY 2000 (reiterates importance 
of technologies for treaty monitoring, 
detection and identification of WMD and 
illicit tnaterials trafficking, etc.) 

Secretarial Speeches 

Can underscore broad objectives. 

Example: speech by Secretary Richardson 
to National Press Club (March 1999): goal 
is "ten-fold to hundred-fold improvement" 
in proliferation detection capabilities 


IV. PROLIFERATION DETERRENCE 

The Proliferation Deterrence Program consists of five elements: Nucle ar Materials, 
Microtechnologies, Radiation Detection Technology,' Counter-Nuclear Smuggling and the 
National Laboratory Initiative/"Phase I" effort. There is considerable overlap in the 
national-level poUcy guidance applicable to these sub-programs, as well as between these 
programs and other parts of NN-20, Thus, key high-level guidance comes through 
Presidential Decision Directives on nonproliferation policy and export controls, on 
counterterrorism, and on "protection against unconventionat threats." Another PDD gives 
the DOE the lead in technical assessments of incidents of illicit trafficking. Together, these 
and other PDDs direct the U.S. government to give the highest priority to developing 
effective capabilities to detect, prevent, defeat, and manage the consequences of nuclear, 
biological, or chemical materials or weapons use by terrorists or other p.lanHssrinp groups. 

No unclassified information about policy guidance for the Phase I effort was 
available. The other four elements are treated below. 

A) Nuclear Materials 

The Nuclear Materials Analysis Program focuses on the detection and analysis of 
proliferation and terrorism threats associated with WMD; as such it derives much of its 
pohcy guidance fi-om the same sources as NN-20’s other proliferation-related activities. A 
set of Presidential Decision Directives provide high-level guidance. As noted above, the 
NSTC's 1995 "Strategy" report emphasized the need for R&D to improve U.S. capabilities 
to detect nuclear and other WMD-related materials, and stressed the role of the national 
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laboratories in this regard. A series of National Defense Authorization Acts and Energy 
and Water Appropriations bills have emphasized since the early 1990s have underscored 
Congressional interest in this area as well as the importance of NN-20's technical 
contributions. 

As in other proliferation-related program areas, the Air Force Technical 
Applications Center (AFT AC) plays a central role in articulating priority research areas, 
as a fimction of mission needs. — 

B) Microtechnologies 

The over-arching national-level guidance document for the Microtechnologies 
(MT) Program is a Presidential Decision Directive that lays out general U.S . policy 
objectives for dealing with weapons of mass destruction (chemical, biological, and 
nuclear). The Directive calls for an examination of technology options (to achieve the 
broadly stated policy goals); it does not identify specific requirements. Beyond this PDD, 
there is no single "driver" document for this Program. 

However, some of the woric in the Program is done in support of other programs or 
policy areas for which documentation does provide additional guidance. The main 
examples at present are START, the Mayak agreement, and the U.S./Russia/IAEA trilateral 
agreement on transparency. Priority directions and requirements in these areas are 
communicated to program managers by the NN-20 Director and other senior staff, based on 
their participation in relevant interagency and departmental bodies. 

C) Radiation Detection Technoiogy 

The Radiation Detection Technology Program is aimed at the development of 
enabling systems for radiation detection and signal analysis, in support of nonproliferation, 
arms control and treaty verification, and applications by DoD and U.S. civilian agencies. 
Primaiy national-level policy guidance thus comes from the PDDs noted above. Existing 
and anticipated treaties and agreements-e.g., the TTBT, INF, START, etc.-present 
requirements for identifying and classifying the materials and activities they govern. For 
some agreements-such as START IB, Mayak, and the Plutonium Production Reactors 
agreement-more specific verification requirements may be developed through 
international negotiations and/or by interagency working groups, the latter hr preparation 
for such negotiations or as part of the process of effecting implementation. Along with 
additional departmental and/or interagency guidance, these verification requirements drive 
much of the R&D in this pirogram. 
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D) Counter-Nuclear Smuggling 

A significant portion of the work in the Counter-Nuclear Smuggling Program is 
supported, at least in part, by funds from the Radiation Detection Technology Program. 
Thus, much of the pohcy guidance (including PDDs) for the two programs is the same. 
There are, however, a few items worthy of specific note. For example, the Senate Armed 
Services Committee mark-up of the FY 1996 DoD Authorization Bill directs the DOE to 
focus resources on the development of forensic capabilities to detect and track shipments 
of stocks of nuclear weapons material. In addition, the DOE has entered into MOUs with a 
variety of other U.S. government agencies, including the FBI, the Bureau of Alcohol, 
Tobacco, and Firearms, the Customs Service, and the Department of Justice, that help 
define specific R&D priorities and requirements. Also important is the "Statement of 
Principles on Crime Fighting Partnership" (May 1998) between DOE, Treasury, and 
Justice, in which DOE commits to fund and manage R&D at the national laboratories in 
support of anti-drug, anti-crime, and anti-terrorist efforts. 

The principal sources of policy guidance for the Proliferation Deterrence Program 
are displayed in Table 3. 
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Table 3 

PoBcy Guidance; Proliferation Deterrence Program 


Proliferation Deterrence Program 

Source of Guidance | Comments 


at General 

Atomic Energy Act of 1954 (as Amended) 

Among other things, broadly authorizes 
energy research and development under the 
auspices of what was to become the DOE 

Presidential Decision Directives 

The content and specifics are classified. 

They direct the United States to give the 
highest priority to developing effective 
capabilities to detect, prevent, defeat, and ' 
manage the consequences of nuclear, 
biological, or chemical materials or 
weapons use by terrorists. 

Presidential Decision Directive 62 

The content and specifics are classified. 
Focused on protection against 
unconventional threats to the homeland and 
Americans overseas, it directs efforts to 
recognize the nature of unconventional 
threats and the need for an integrated 
response. 

National Security Science and Technology 
Strategy 

(See above) 

Reducing the Nuclear Danger: Inventory of 
US DOE Nonproliferation and Nuclear 
Threat Reduction Initiatives 

bescribes ongoing activities as focusing on 
the design and fabrication of remote sensing 
systems for worldwide treaty monitoring 
and verification, and research to improve 
capabihty to monitor/verity current and 
future treaties. (See above) 

US Department of Energy Strategic Plan 

1997 

Directs DOE to develop improved 
technologies and systems for early 
detection, identification, and response to 
WMD proliferation and illicit materials 
trafficking, develop improved sensor 
systems for treaty monitoring and 
verification, and employ advanced 
technologies to provide verification 
confidence. 
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Department of Energy Annual Performance 
Plan for FYaOOO 

Directs NN to develop improved 
technologies and systems for early 
detection, identffication, and response to 
WMD proliferation and illicit materials 
trafGcking; deliver three improved sensor 
systems for treaty monitoring to the USAF 
(relevance depends on treaty in questionl 

FY 1992 Dire Emergency Supplemental 
Appropriations Act, Public Law 1 02-229 
(Section 108) 

Authorizes the Defense Department to 
transfer fimds in order to better support the 
reduction of the post-Soviet nuclear threat. 
Relevance to DOE is inferred: by 
delineating the DoD role in these matters, it 
helps identity the DOE role. 


bl Nuclear Materials 

Presidential Decision Directives 

(See above.) 

National Security Science and Technology 
Strategy 

Emphasizes die need for R&D to enhance 

U.S. capabilities to detect proliferation of 
nuclear materials. The important 
contributions of the national laboratories are 
emphasized. 

National Defense Authorization Act; Energy 
and Water Appropriations 

On a ppntinuing basis since the early 1990s, 
these bills have emphasized Congressional 
interest in nonproliferation and the 
importance of NN-20's technical 
contribution to this effort. 

Defimtions of research requirements 

Atl AC has ardciilated priority research 
areas for this program. 


cl Microtechnoloaies 

Presidential Decision Directive 

Contents and details are classified. Calls 
for an examination of technology options to 
achieve general U.S. pohcy objectives for 
dealing with weapons of mass destmction 
(chemical, biological, and nuclear). 
Requirements are not identified. 

International treaties and agreements, e.g.: 

• START 

• Mayak agreement 

• Trilateral agreement (US/Russia/IAEA) 

on transparency 

Language establishes requirements for 
verification of compliance. Additional 
departmental and/or interagency guidance 
can specify and direct R&D efforts. 
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d> Radiation Detection 

International treaties and agreements, e.g.: 

• Nuclear Test Ban Treaty, TTBT, SALT, 

INF, START 

• Agreement Between the Department of 

Defense and Minatom Concerning 
the 

Safe and Secure Transportation and 
Storage of Nuclear We^ons 

Material (1992, as amended) 

• Trilateral agreement on transparency 

• Plutonium Production Reactor 

Agreement 

As above. 

Arms Control Program Plan, Fiscal Years 
1999-2000, Prepared by the Office of the 
Undersecretary of Defense for Acquisition 
and Technology (to be pubhshed) 

Outlines R&D requirements, including those 
in support of arms control and related 
treaties and agreements. The relevance to 
E>OE is inferred: by delineating the DoD 
role, it helps identify DOE's role as well. 

Joint DoD/DOE Warhead Identification 
Woildng Group Statement of Work/Joint 
Implementation Plan 

Outlines very specific tasks in support of 
Mayak, START ID, and the Trilateral 
Agreement. Also assigns organizational 
responsibilities (including to specific 
laboratories) for completing those tasks and 
Sets timelines for doing so. (Examples of 
tasks: "develop and fabricate information 
barrier to meet START III objectives;" 
"develop field procedures for START III 
measurement set.") 


e) Counter-Nuclear Smuggling 

Reducing the Nuclear Danger: Inventory of 
US DOE Nonproliferation and Nuclear 

Threat Reduction Initiatives 

Describes ongoing activities as being 
geared to developing and applying 
proliferation detection technology to 
intelligence/law enforcement support, and 
providing nuclear support to the law 
enforcement community (as in nuclear 
smuggling) 

SASC Mark-Up of FY 1996 DoD 
Authori 2 ation 

SASC guidance to DOE directs that 
resources be focused on the development of 
forensic capabilities to detect and track 
shipments of stocks of nuclear weapons 
material. 

Department of Energy Armual Performance 
Plan for FY2000 

Directs NN to complete development and 
delivery of two new counter-nuclear 
smuggling detection technologies 
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Memoranda of Understanding with other 
USG Agencies; 

• Bureau of Alcohol, Tobacco and 
Firearms (May 1998) 

• Federal Bureau of Investigation 
(May 1998) 

• U.S. Customs Service* 

• Department of Justice’s National 
Institute of Justice* 

*Similarity of language with the other 

MOUs presumed but not known. Rather 
than separate MOUs, these may be 
subsumed in the Statement of Principles 
(below) 

Typically, these commit DOE's "partner" 
agencies to establish technical requirements 
and goals; DOE/NN is then tasked with 
identifying and coordinating the use of DOE 
capabilities, facilities, technologies, and 
resources to support those requirements and 
goals. Parties commit to joint development 
of a program plan, with prioritized projects, 
to accomplish stated objectives; to 
preparing and reviewing comprehensive 
work packages (describing activities, 
milestones, and deliverables); and to 
conducting project reviews. Direct 
communication and coordination between 
the above-named offices and their - 

components/labs is “envisioned and 
encouraged.” 

Statement of Principles on Crime Fighting 
Partnership Between the Department of 
Energy and the Department of the Treasury 
and the Department of Justice (May 1998) 

All three agree to deploy technologies 
developed at the DOE laboratories to 
support anti-drug, anti-crime, and anti- 
terrorist efforts. DOE agrees to direct the 
national laboratories to support the 
development of additional tools in regards 
to the above. 


V. THE CHEMICAL AND BIOLOGICAL NONPROLIFERATION PROGRAM 

The Chemical and Biological Nonproliferation Program is a new effort, responding 
to a new policy concern. National-level guidance for the Program is thus of recent vintage, 
and often is still being developed. As was the case with the Proliferation Detection 
Program, important early impetus for the Chem/Bio program came from the Congress. 

A major early document for the Program was the Counteiproliferation Program 
Review Committee's May 1996 “Report on Activities and Programs for Countering 
Proliferation," which recommended establishment of a joint DOE, DoD, and U.S. 
intelligence commumty R&D initiative in chemical and biological defense, citing in 
particular the technical expertise in chemical and biological sciences resident in the DOE 
laboratories. A few months later, in September 1996, Congress passed the National 
Defense Authorization Act for Fiscal Year 1997 (PL 104-201); and Title XIV (the 
"Defense Against Weapons of Mass Destruction Act of 1996") highlighted the "significant 
and growing threat of attack by weapons of mass destruction on targets that ate not military 
targets in the usual sense of the term," and found that "the threat posed to the citizens of the 
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United States by nuclear, radiological, biological, and chemical weapons delivered by 
unconventional means is significant and growing." It authorized an R&D role for DOE and 
provided for a $17 million increase in the nonproliferation and verification R&D budget, 
focusing on detection technologies. 

This Congressional language was followed by several Presidential-level 
initiatives, most importantly PDD-62 ("Protection Against Unconventional Threats to the 
Homeland and Americans Overseas") of May 1998. President Clinton referred to this 
initiative in his commencement address to the U.S. Naval Academy later that Tnnnth saying 
that "we will undertake a concerted effort to prevent the spread and use of biological 
weapons, and to protect our people in the event these tenible weapons are ever 
unleashed." 

Relevant departmental documents include "The Department of Energy; 

Survey of Proliferation-Related Activities" (the DOE's response to the Deutch/Spector 
Commission), that refers to formal agreements between NN-20 and the Departments of 
Justice and Treasury to provide technologies relevant to fighting crime and terrorism. As a 
result, NN-20 seeks partnerships with various non-Federal law enforcement agencies to 
develop realistic R&D requirements. Even earher, the October 1995 DOE publication 
"Reducing the Nuclear Danger" noted that among the irr^ortant DOE missions is to develop 
and ^ply prohferation detection technology and related support to the law enforcement 
community. Fmally, the priority that DOE attaches to the chetrfbio nonproliferation effort 
has also been stressed by secretaries Pena and Richardson. 

Table 4 summarizes these sources of national-level policy guidance. 
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Table 4 


Policy Guidance: The ChemyBio Program 


The Chem/Bio Program 

Source of Guidance 

Comments 

Presidential Decision Directive 62, Protection 
Against Unconventional Threats to the 
Homeland and Americans Overseas, May 1998 

Content and specifics are classified. Directs 
efforts to recognize the nature of these threats 
and the need for an integrated response. 

National Defense Authorization Act for Fiscal 
Year 1997 (PL 104-201), Title XTV (Defense 
Against Weapons of Mass Destruction Act of 
1996), September 1996 

Congress found diat: 

_ ‘There is a significant and growing 
threat of attack by weapons of mass 
destruction on targets that are not 
military targets in the usual sense of the 
term”, and * 

_ “the threat posed to the citizens of the 
United States by nuclear, radiological, 
biological, and chemical weapons 
delivered by unconventional means is 
significant and growing” 

_ Cited proliferation of chemical and 
biological weapons as “arguably the 
most urgent and seriotis threat the United 
States faces today” (Conferaice R^ort) 

_ Authorized R&D role of DOE and a $ 1 7 
million increase in the nonproliferation 
and verification R&D budget, focusing 
on detection technologies. 

Report on Activities and Programs for 
Countering Proliferation, Counteiproliferation 
Program Review Committee, May 1996 

Recommended establishment of a joint DOE, 
EtoD, and U.S. Intelligence R&D initiative in 
chemical and biological defense. Cited 
technical expertise in chemical and biological 
sciences resident in the DOE laboratories. 

Speech by President Clinton, U.S. Naval 
Academy Commencement Address, May 22, 

1998 

“. . .we will undertake a concerted effort to 
prevent the spread and use of biological 
weapons, and to protect our people in the event 
these terrible weapons are ever unleashed by a 
rogue state, a terrorist group or an international 
crime organization.” 

Speech by Secretary Richardson, Securing 
America from Emerging Threats in the 21st 
Century, National Press Club, March 1999 

“I have challenged our best and brightest in the 
national laboratories to develop, demonstrate 
and deliver the first phase of a biological 
detection system. . . . that vdll help us protect 
critical assets such as subway systems, or major 
events such as a Super Bowl or the Olympics” 

Verbal Guidance by Secretary Pena, Spring 

1998 

Develop the most aggressive pl^ possible for 
technology development at the DOE labs to 
address the chem-bio threat 
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VL CRS, GAO, AND CBO EXAMINATIONS OF NONPROLIFERATION R&D 

A) Congressional Research Service 

The Congressional Research Service (CRS) has not at present been tasheri with 
any studies directly pertaining to the nonproliferation R&D program supervised by 
DOE'S NN-20. In July of 1998, a CRS Report on the Department of Energy's FY 1999 
Research and Development Budget noted that DOE funds research to support 
nonproliferation, described that research in very broad teims, and provided budget data 
for FY 1998 and FY 1999. The CRS wrote that both the House and Senate approved the 
$210M authorization in the FY1999 Defense Authorization Bill, and that the Senate 
expressed support of DOE activities in this area. The report notes, however, that the 
House "expressed concern" about a lack of focus in the program and the absence of an 
overall program plan or "technology roadmap," and suggested an external peer review. 

The CRS is not mandated to provide recommendations when it reviews programs. 

B) General Accounting Office 

Several General Accounting Office (GAO) studies have bearing on NN-20's 
research and development programs, but currently avaUable GAO reports do not cover the 
full scope of NN-20 research. There do exist a number of GAO studies pertaining to 
government R&D more broadly, including such issues as peer review, and there is a series 
of GAO reports on the subject of counterterrorism. 

— The most directly relevant recent report is Chemical and Biological Defense: 

Coordination of Nonmedical Chemical and Biological R&D Programs (GAO/NSIAD- 
99-160). This report considers the DOE program alongside those administered by DoD, 
DOE, DARPA, and the Technical Support Working Group (TSWG). 

The above report also has a companion analysis: Chemical and Biological 
Defense: Program Planning and Evaluation Should Follow Results Act Framework 
(GAO/NSIAD-99-159). This study focuses primarily on DoD apphcation of the 
Government Performance and Results Act to the chemical and biological defense R&D 
effort. DOE is not the focus of this study. However, the report does note that DOE 
laboratories perform research in support of both the DoD and DOE programs in this area, 
and expresses concern about the absence of a performance plan on the part ofDARPA, 
DOE, or the Joint Program Office for Biological Defense. (The Report notes that DOE 
has included a 5-year roadmap for developing, demonstrating and delivering technology in 
its strategic plan.) 
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The GAO has also issued several studies relating broadly to the Department of 
Ene:gy, and thus touching on NN-20. For example, DOE's Fiscal Year 2000 Performance 
Plan (GAO/RCED-99-218 R) recommends that performances measures be organized by 
DOE organization, so as to enable better tracking. Other GAO reports focus broadly on 
government-funded and -sponsored research and development. An example is Measuring 
Performance: Strengths and Limitations of Research Indicators (GAO/RCED-97-91), 
which points out the limitations of spending data as an indicator of effectiveness. 

Fmally, the GAO has issued a series of "Combating Terrorism" reports, several of 
which touch on DOE efforts in this sphere. Combating Terrorism: Federal Agencies' 
Efforts to Implement National Policy and Strategy (GAO/NSIAD-97-254), includes a 
chart of USG agencies' WMD-related capabilities; DOE's capacity to "identify or evaluate; 
WMD agents," for example, is incltrded with a list of relevant DOE organizations.^ 
Combating Terrorism: Observations on Federal Spending to Combat Terrorism, 
Congressional testimony by Henry L. Hinton, Jr. (GAO/T-NSIAD/GGD-99G07) 
includes a chart of agency counter-terrorism budgets for FY2000, including DOE's. 
Combating Terrorism: Issues to be Resolved to Improve Counterterrorism Operations 
(GAO/NSIAD-99-135) lauds DOE for its use of "after action reports" following anti- 
terrorism exercises. A third report, Combating Terrorism: Spending on Government- 
wide Programs Requires Better Management and Coordination (GAp/NSIAD-98-39), 
recommends more structured NSC and OMB oversight and control of government anti- 
terrorism efforts. None of these reports, however, appear to have direct bearing on the 
issues that were raised by the House concerning the NN-20 programs. 

C) Congressional Budget Office 

There is only one readily available CBO study relevant to the NN-20 mission. 

This is a May 1999 study, Cooperative Approaches to Halt Russian Nuclear 
Proliferation and Improve the Openness of Nuclear Disarmament, in which the 
Congressional Budget Office (CBO) wrote that there is a need to increase funding for 
DOE's Warhead Dismantlement and Fissile Materials Transparency Program to enable 
more joint and US analyses and demonstrations. Some of the related work is, of course, 
conducted under the auspices of NN-20. CBO's recommendation that the "Second Line of 
Defense" program, which would enhance Russian ability to detect nuclear materials. 

The organizations are the joint Technical Operations Team, the Nuclear-Radiological Advisory 
Team, the Nuclear Emergency Search Team, and the Lincoln Gold Augmentation Team. 


specifically at customs points, be established and expanded, bears on DOE/NN-20 
research related to radiation detection and counter-nuclear smuggling. 
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NN-20 StIBMISSION: 

U.S. NATIONAL SECURITY LAWS/TREATlES/STATUTES/DIRECnVES 
APPLICABLE TO THE DEPARTMENT OF ENERGY 

Public Laws: 

Defense Production Act of 1950 (50 U.S.C. App, 2061 et seq.) - Conversion of civffian materials 
to military use. 

Atomic Energy Act of 1954 (42 U.S.C. 201 1 et seq.), as amended (PubUc Law 83-703): 

• 4 (42 U.S.C. 205 1 -2053) - R&D in the theory and production of atomic energy, 
including application for mihtary purposes 

• 5 (42 U.S.C. 2061-2064) - Production of special nuclear materials 

• 6 (42 U.S.C. 2071-2078) - Special Nuclear Material 

• 7 (42 U.S.C. 2091-2099) - Source Material 

• 8 (42 U.S.C. 211-2114)- Byproduct Material 

• 9 (42 U.S.C.~ 2121-2123)- Military application of atomic energy 

• 10 (42 U.S.C. 2131-2141) - Atomic Energy Licerrses 

• 1 1 (42 U.S.C. 2151-2160)- 11 International Activities 

• 12 (42 U.S.C. 2161-2169) - Control ofRestricted Data and establishment of personnel 
security program 

• 13 (42 U.S.C. 2181-2190) - Patents and Inventions 

• 18 (42 U.S.C. 2271-2284) - Criminal provisions relating to security functions 

• 25 (42 U.S.C. 2035) - Establishes the Division of Military Application 

• 31 (42 U.S.C. 205 1) - Atomic energy research and development activities through 
contracts, agreements and loans with private or public institutions or persons, including 
foreign governments 

• 161 (42 U.S.C. 2201) - Protection of nuclear materials and Restricted Data 
Department of Energy Organization Act (DOE Act) - (42 U.S.C. 7101 et seq.) 
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• 102(10) (42 U.S.C. 7112(10)) - Authorizes DOE to undertake international energy 
activities, in coordination with the Secretary of State 

• 309 (42 U.S.C. 7158) - Naval reactors 
Energy Reorganization Act of 1974: 

• 103(8) and 107(a) (42 U.S.C. 5813(8) and 5817(a)) - DOE may encourage and 
participate in international cooperation in energy and related environmental research-and" 
development, and DOE may rc^e arrangements for the conduct of research and 
development activities with private or public institutions, including participation in joint or 
cooperative projects of a research, developmental or experimental nature 

• 104 (42 U.S.C. 58 14) - Naval reactors 
Arms Export Control Act of 1 976 

Aimual Department of Energy National Security Authorization Acts, 1977 to present (since 1986, 
enacted as title XXXI of National Defense Authorization Acts), including: 

Department of Defense Authorization Act, 1985, _1634 - Freezes E.O. 12344 on Naval 
Reactors in place unless changed by law (42 U.S.C. 7158 note) 

National Defense Authorization Act for Fiscal Year 1993, 3161 and 3163 (42 U.S.C. 

7274h, 7274j) - DOE defense nuclear facilities workforce restracturing plan 

National Defense Authorization Act for Fiscal Year 1994, _ 3138 (42 U.S.C. 2121 note) - 
Establishes the Stockpile Stewardship Program 

National Defense Authorization Act for Fiscal Year 1995,_3131 (Public Law. 103-337) - 
Provides a “Stockpile Stewardship Recruitment and Training Program” 

National Defense Authorization Act for Fiscal Year 1996, _ 3 133 (42 U.S.C. 2121 note)- 

Establishes a tritirrm production program capable of meeting the tritium requirements of the 

United States for nuclear weapons 

Natiorral Defense Authorization Act for Fiscal Year 1997, _ 1441 (Public Law 104-201) - 
Establishes National Coordinator on Nonproliferation (for weapons of mass destruction) 
and provides funding for cooperative plutonium disposition activities with Russia 
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Nuclear Nonproliferation Act of 1 978 (Public Law 95-242) 

Cooperative Threat Reduction Authorization 

Arms Export Control Act and Foreign Assistance Act (22 USC 2798) as amended 

Export Administration Act of 1979, as amended 

Public Law 95-124, Resource Conservation and Recovery Act 

Public Law 96-510, Comprehensive Environmental Response, Compensation and Liability Act 

Public Law 99-499, Superfund Amendments and Reauthorizations Act 

Pubbc Law 100-707, Disaster Relief and Emergency Assistance Amendments of 1988 (Stafford 
Act) 

Public Law 101-510, Missile Technology Control Act of 1 990 
Public Law 101-549, Clean Air Act Amendments of 1990 

Soviet Nuclear Threat Reduction Act of 1991 (and subsequent amendments) (22 U.S.C. 2551 note) 
- Provides authority for the transfer of certain funds to DOE for use in assisting in certain nuclear 
activities in the independent states of the former Soviet Union. 

Energy Policy Act of 1992, _2121-2124 (42 U.S.C. 13491-13494) -Advanced nuclear reactors 
R&D 

Federal Response Plan for Pubhc Law 93-28, April, 1992 

Atomic Weapons and Special Nuclear Materials Rewards Act, 2-1 (50 U.S.C. 47a-47f) - 

Rewards for information on illegal possession of atomic weapons or special nuclear material 

Public Law 102-386, Federal Facilities Compliance Act 

Pubhc Law 102-484, Iran-Iraq NonproHferatibn Act of 1992 

Weapons of Mass Destruction Control Act of 1992 

Public Law 103-236, Nuclear Nonprohferation Act of 1994 

Public Law 103-337,NationalDefense Authorization Act for Fiscal Year 1995, October 1994, 
amending the DOE Organization Act and creating the Office of Fissile Materials Disposition 
reporting to the Undersecretary of Energy. 

Federal Radiological Emergency Response Plan, May 1996 

Public Law 104-106, Section 3158, Responsibility for Defense Programs Emergency Response 
Program, 10 February 1996 
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Public Law 104-29, Economic Espionage Act of 1996 

Public Law 104-132, Antiterrorism and Effective Death Penalty Act of 1996 

Public Law 104-201, National Defense Authorization Act for FY1997 

Cooperative Threat Reduction Act II, 1996; Chemical and Biological Weapons Nonproliferation 

DoD CJCS CONPLANs 0300-97 (draft) and 0400, Rapid Emergency Actions to Coimter 
Terrorism Directed Against Domestic and Overseas United States Citizens, Interests and Property 

Treaties and Agreements: 

START I 

START n 

Open Skies Treaty 

Agreement between the Government of the United Stat^ of America and the Government of the 
Russian Federation Concerning the Disposition of Highly Enriched Uranium Extracted from 
Nuclear Weapons, February 18, 1993 

Comprehensive Test Ban Treaty 

Helsinki Joint Statement on Future Reductions in Nuclear Forces (START HI) 

Agreement Between the Department of Defense of the USA and the ministry of the Russian 
Feder^on for Atomic Energy Concerning Control Accounting and Physical Protection of Nuclear 
material dated September 2, 1993 

NSC Memorandum (1974), and National Disclosure Policy Committee, as modified in 1994. 

Agreement between the Defense Department of the USA and the Ukrainian State Committee on 
Nuclear and Radiation Safety Concerning Development of State Systems of Control, Accounting, 
and Physical Protection of Nuclear Materials to Promote the Prevention of Nuclear Weapons 
Proliferation fi-om Ukraine, June 17, 1995 

Joint Statement on Cooperation Between the Ministiy of Defense of the Russian Federation and the 
United States Department of Energy on Control, Accounting and Physical Protection of Nuclear 
Materials, January 30, 1996 and Jidy 16, 1996 

Agreement between the Government of the US And the Government of the Russian Federation 
concerning Cooperation Regarding Plutonium Production Reactors, September 23, 1997. 

Joint Statement on the Activities of the Intemational Nuclear Safety Centers, September, 1 997 
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Joint Statement on U.S.-Russian Cooperation to Implement the Nuclear Cities Initiative, July 24, 
1998 

Scientific and Technical Cooperation in the Management/Disposition of Plutonium which Has 
Been Designated To Be No Longer Required for Defense Purposes, July 1998 

Memorandum of Cooperation on Matters Pertaining to the Protection of Nuclear materials between 
the Office of Nonproliferation and National Security of the U.S. Department of Energy and the 
Main Command of the Internal Troops of the Russian Ministry of Interior (MVD) Concerning 
Cooperation, September, 1998 

Agreement between the Government of the U.S. and the Govenunent of the Russian Federation on 
the Nuclear Cities Initiative, September 22, 1998 

Executive Orders: 

Executive Order 10450 
Executive Order 10865 
Executive Order 10480 
Executive Order 1 1057 
Executive Order 1 1912 

Executive Order 1 1953 
Executive Order 12058 
Executive Order 12333 
Executive Order 12334 
Executive Order 12356 
Executive Order 12656 
Executive Order 12742 
Executive Order 12829 
Executive Order 12938 
Executive Order 12958 
Executive Order 12968 
Executive Order 12981 
Executive Order 13010 
Executive Order 13021- 
Directives: 

PDD 13 - Non-Proliferation and Export Controls 
PDD 15- 
PDD 17 - 
PDD 18- 

PDD 23 - Foreign Access to Remote Sensing Space Capabilities 
PDD 27 - 

PDD 29 - Security Pohcy Coordination 
PDD 34 - Conventional Arms Transfer Policy 
PDD 35 - 
PDD 37 - 
PDD 39 - 


- Security Requirements for Government Employees 

- Safeguarding Classified Information Within Industry 

- Defense Production Act Priority Contracting and Allocation Authority 

- Communication of Restricted Data 

- DPA Priority Contracting and Allocation Authority to Maximize 
Domestic Energy Siqrpties 

- Emergency Preparedness 

- Delegation of Authority to the Secretary of Energy 

- Functions and Responsibilities of U.S. Intelligence Co mmuni ty 

- President's Intelligence Oversight Board 

- Special Access Programs for Intelligence Information 

- Assignment of Emergency Preparedness Responsibilities 

- National Security Industrial Responsiveness 

- Administration of Export Controls 

- National Emergency in Regards to Weapons of Mass Destruction 

- Procedures for Classification of National Security Information 

- Procedures for Access to Classified Information 

- Administration of Export Controls 

- Protection of Critical Infiastructure 

■ Admimstration of Export Controls on Encryption Products 
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PDD41- 

PDD 42 - International Organked Clime 

PDD 47 - 

PDD50- 

PDD 55 - 

PDD 60 - 

PDD 62 - Protection Against Unconventional Threats to the Homeland and Americans Overseas. 
PDD 63 - Critical Infrastructure Protection and Information Assurance 

Records of Decision 

Record of Decision by Secretary of Energy Hazel O’Leary on the Disposition of Surplus U.S. 
Highly Enriched Uranium (July 1996) - U.S. to maximize the blend down of surplus HEU to LEU 
for burning in commercial reactors. 

Record of Decision by Secretary of Energy Hazel O’Leary on the Storage and Disposition of 
Surplus Weapons-Usable Fissile Materials (January 1997) - Set forth the hybrid strategy (both 
immobilization and MOX/reactor) for disposing of surplus U.S. weapons plutonium as well as a 
plan for reducing the number of sites where surplus weapons plutonium is stored. 
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NN-IO Research on Nonproliferation Technologies: 
A Brief History 


This paper is meant to convey the key features in the evolution of the Department of 
Energy's research on nonproliferation and related technologies. It was prepared by RAND staff, at 
the request of the Nonprohferation and National Security Advisoiy Committee (NNAC). The 
paper focuses on two aspects in particular (a) the principal activities and emphases of the 
research supported by DOE's Office of Nonproliferation Research and Engineering (NN-20) and 
its predecessors; and (b) the changing organizational stractures within which that work has been 
carried out. * 

A) The Early Years 

For the first several decades after World War II, there was little centralized coordination 
of the research and development performed by the National Laboratories in support of U.S. 
government nonproliferation and other arms control objectives. Instead, the labs tended to deal 
directly with their customers in the mihtary and the intelligence community. Indeed, according to 
one official, even in the early 1970s the coordination finiction, such as it was, was performed by a 
single officer, who discussed the verification requirements flowing fiom the Limited Test Ban 
Treaty with lab personnel. 

The instituhonalization of a more centralized, Washington-based coordination and 
oversight role can be traced to December 1971, when then-chairman of the Atomic Eneigy 
Commission James Schlesinger created a new Division of International Security Affairs (ISA) and 
tasked it with supporting U.S. government arms control policy, among other responsibilities. In 
June 1972, an official with a technical background-fi:om the Defense Advanced Research Projects 
Agency (DARPA)-was appointed Director. When the Energy Research and Development 
Administration (ERDA) was established in January 1975,^ ISA was carried over to the new 
structure, with arms control and disarmament as one of its main functional areas. It reported to the 
Assistant Secretary for Defense Programs (DP), through a Deputy Assistant Secretary for Security 
Affairs. 

In practice, ISA's arms control agenda focused on nuclear testing. The Threshold Test Ban 
Treaty (TTBT) and the Peaceful Nuclear Explosions Treaty (PNET) had been signed the previous 
July, and monitoring these treaties generated a clear need for better coordination between the 
research efforts at the labs and the pohcy concerns in Washington. A Deputy Director for 
Programs was thus made exphcitly responsible for "support activities, including research," and a 


This account is based on internal AEC, ERDA, and DOE documents, and on interviews with current and former 
DOE officials tamiliar with this history. Any mistakes of omission or conunission are the author's. 

ERDA was created by the Energy Reorganization Act of 1974. 



231 


Technical Support Branch was created to serve as the "focal point for obtaining technical and 
scientific support fi:om...the ERDA laboratories concerned with nuclear arms control-related 
research and development."^ 

As a by-product of the CTB negotiations, ISA's interactions with the national laboratories 
increased considerably during the Carter years. Even when the CTB talks collapsed, the 
interagency policy community continued to grapple with a range of test-related issues that called 
for technical input from the national laboratories. To improve management of these relationships, 
in June 1 977 ERDA's arms control functions were consohdated under ISA, and the broad purposes 
and directions of the Agency's related R&D were spelled out." A Verification and Control 
Technology program was created within ISA, and given a mandate to support research in such 
areas as detection technology, seismology, non-seismic techniques for detecting underground 
explosions, and remote sensing. Nevertheless, much of the funding for the R&D was adminisfcd 
not by ISA but elsewhere in Defense Programs; ISA did not have formal authority to coordinate 
verification R&D, nor did it control the funding for those purposes. In 1980, however, Energy 
Secretary Schlesinger agreed that ISA should have the formal authority to coordinate verification 
R&D on behalf of the Department, subject to the proviso that the ISA role would not be to 
"direct" the research but rather to serve as the labs' coordinator with and liaison to the policy 
community.’ 

By the end of the Carter administration, ISA had settled in to a structure of three divisions : 
Defense Intelligence, Political-Military Security Affairs, and Systems and Technology (S&T- 
essentially a re-naming of the Verification and Control Technology program). (See Figure 1.) 
S&T's Technical Program Branch administered the R&D programs in verification and control 
technologies, and served as DOE's technical liaison to DoD, the intelhgence and arms control 
commumties, and other government agencies concerned with verification and monitoring. 


’ERDA Manual, 26 March 1975. 

"The consoUdation was made expUcit in a June 1 977 "Memorandum of Understanding on Arms Control Matters" 
(U) between ISA and the Division ofMlKtaryAppUcation (DMA). The memorandum covered three areas: "arms 
control initiatives, negotiations and treaties related to nuclear explosives; test ban verification (and associated 
research and development); and research, study and measures to understand, detect and/or prevent evasion or the 
clandestine testing of nuclear explosive devices.** 

Interviews. Also see "A Brief Examination of the Relationslup Between the Nuclear Weapons Laboratories and 
OISA" (U), Eagle Research Group, June 27, 1985. Acc(»ding tills memorandum, the laboratories viewed the 
ISA projects at that time as "a kind of sustaining effort, mosdy self-directed," that would allow the labs to assist 
ISA with arms control issues as they arose. 
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Figure 1 . Office of International Security Affairs, 1980 
B) The Reagan and Bush Administrations 

The Reagan years, however, witnessed a series of organizational changes. First, in 1985 
the three ISA divisions were reduced to two, but the Systems and Technology Division remained 
intact, and contiiiued to be responsible for managing the Department's research programs for 
verification and control technologies. Two years later, ISA was reorganized once more, this time 
taking on new functions in arms control policy, export control, and technology transfer issues. 
Intelligence-related functions were separated out of the new stmcture, but the Systems and 
Technology Division and its research function again remained in place. (See Figure 2.) 



Figure 2 . Office of International Security Affairs, 1987 


These reorganizations were in part a result of the fact that, by the mid-1 980s, the research 
programs in ISA's Systems and Technology Division had begun to broaden in scope, spurred by 
two developments in particular. One was the Intermediate-Range Nuclear Forces (INF) 
negotiations, which gathered momentum in 1986-87 and generated new requirements for 
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monitoring nuclear warheads and their delivery systems. Technologies for this task were 
developed in the national labs, with Sandia playing an especially prominent role, A second 
impetus came from the multilateral discussions on chemical weapons (CW) at the Committee on 
Disarmament in Geneva: when the Soviet Union took a position there in favor of an ambitious 
verification regime, CW monitoring issues were placed on the U.S. policy agenda, and the 
development of relevant systems and technologies began to receive more attention, including from 
DOE and the national labs. (As noted below, however, CW issues became a major part of the 
DOE research portfolio only later, in the mid-1990s.) 

This growth in ISA's research frinctions— and the government's more complicated arms 
control agenda which it reflected-put an increasing premium on coordination both within DOE 
and between the Department and the test of the policy community. But, according to DOE 
officials, even within ISA there was often a lack of communication between the S&T division'bn 
the one hand, and the Arms Control division on the other. To address these concerns, an Arms 
Control Working Group (ACWG) had been created wifliin DOE, tasked with coordinating the 
techmcal analysis assigned to the Department in interagency forums. In practice, this meant that the 
ACWG was to oversee— and, if necessary, order— cooperation between the S&T and Arms Control 
divisions within ISA, and between those offices and other components of Defense Programs; the 
ACWG also began to provide the DOE representation to inter-agency groups. 

hr short, the ACWG was an attempt to improve the link between technology and policy. 
Apparently the ACWG worked reasonably well in that role, but not weU enough: DOE officials 
continued to see a need for a more coherent, institutionalized structure to deal with the 
technology/policy nexus. By 1987, S&T's research on verification technologies encompassed 
more than 70 research projects. Managing and providing coherence to this array of projects were 
becoming increasingly difficult for a staff that itself had grown little over the years, and staff-level 
interactions between S&T and the Arms Control division were still judged inadequate. Officials 
were also dissatisfied with DOE's role and effectiveness in the inter-agency policy community. 

The solution was a third re-organization, late in the Reagan administration, designed to 
streamline and consolidate the arms control-related woric and to raise the stature of the arms 
control function within DOE. ISA was ehminated altogether, its technology transfer and etqtort 
control functions assigned elsewhere, and a new Office of Arms Control was established to 
administer the two remaining elements-the Systems and Technology Division (where the R&D 
was done) and an Arms Control Pohcy Division. The new Office of Arms Control reported 
directly to the Assistant Secretary for Defense Programs (not through a Deputy Assistant Secretaiy, 
as before), and through him to the Secretary. (See Figure 3.) 
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Fiswre 3 . Office of Arms Control, 1988 

After a top-to-bottom review of defense and arms control policies early in the Bush ' 
administration, DOE implemented yet another major reorganization“One which sought to re- 
establish the links between arms control'work (including the R&D) on the one band and other 
proliferation-related aspects of the DOE portfolio on the other. The export control and technology 
transfer ftmctions were re-combined with the aims control units, and responsibility for 
international safeguards and other nonproUferation poUcy matters (such as the Department's work 
with the International Atomic Energy Agency in Vienna)' was added to the mix. The result was a 
new Office of Anns Control and Nonproliferation (designated "AN"), with divisions in arms 
control policy, international nonproliferation poUcy, export controls and safeguards, and research 
and development. The new AN was also given an oigankational boost within the Department: it 
was taken out from under the Assistant Secretary for Defense Programs (DP), and now reported 
directly to the Secretary. 

The Bush years also witnessed a considerable expansion in both the scope and the volume 
of the R&D supported by AN's Systems and Technology Division. First of aU, AN officials 
succeeded in enhancing DOE's involvement in the broader inter-agency arms control agenda. That 
agenda was itself becoming increasingly ambitious. Particularly important in this regard was the 
START process, which generated new and challenging verification requirements. By the early 
1990s, the functions of AN's "treaty monitoring" R&D thus went wefi beyond the traditional (and 
still core) work on nuclear testing. Secondly, when the New Production Reactor (NPR) was 
cancelled, then-Secretary Watkins proposed that a large share of the NPR funding be re-allocated 
to DOE’S work on nonproliferation. The proposal was accepted, and the result was an infusion of 
some $70-80 milUon doUars in additional funding for AN, the great bulk of which went to support 
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new R&D on "proliferation detection.'"' All in all, AN's total R&D funding nearly doubled, rising 
from about $ 1 00 million per year in 1 987 to some $200 million by 1 993 


C) The Clinton Adininistration 

Total fimding for nonproliferation research and development has remained fairly constant 
for most of the Clinton admhustration. There have, however, been important organizational and 
programmatic changes. 

Organizationally, the major change has been the transition from AN to the current structure 
of the Office of Nonproliferation and National Security (NN). NN was created in 1993, initially 
combining the old AN office with new units responsible for energy intelligence and for safeguards 
and security. In later realignments these latter functions have been moved elsewhere, while other 
functions have been added. The current five-office stmcture reflects a focus on the new, post-Cold 
War array of international proliferation-related concerns on DOE’s agenda. Thus, a new office for 
nuclear safety and cooperation has come under NN's wing, while an on-going (five-six year) 
initiative in nuclear material protection grew large enough to become a major, self-standing 
program in its own right. In addition, the head of NN has been elevated to Assistant Secretaiy 
status, and its offices-including the Office of Nonproliferation Research and Engineering (NN- 
20)~are now headed by Deputy Assistant Secretaries. (See Figure 4.) 
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Figure 4. Office of Nonproliferation and National Security 


The key substantive change during the Clinton administration has been the addition of a 
major program in chemical and biological nonproliferation to the NN-20 R&D portfoho. There 
had, in fact, been some R&D efforts on chem/bio issues carried out by the old Systems and 
Technology division in the late 1980s, in support of the Chemical Weapons Convention. Most of 

‘This new emphasis on proliferation detection was given legislative force in the Prevention and Control of 
Weapons of Mass Destruction Act of 1 993, which explicitly directed DOE to address nonproliferation technology 
issues and increased its budget to do so. 

’See, for example, the Statement hy Dr. Victor E. Alessi, Director, Office of Arms Control and Nonproliferation 
to the FY 1994 Appropriations Hearings, April 28, 1993. 
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this was a direct off-shoot of work in the national laboratories on satellite detectors of nuclear 
explosions: it turned out that analysis of nuclear explosions produced useful capabilities for 
detecting trace chemicals in general. But DOE's work was temporarily de-emphasized in the 
early-to-mid 1990s*, not to be revived until a series of Congressional initiatives placed chem/bio 
nonproliferation squarely on DOE's agenda. In particular, the Defense Against Weapons of Mass 
Destruction Act For Fiscal Year 1997 stressed this threat, and aUocated $17 million to DOE’s 
budget for chem/bio detection technology. DOE concentrates on domestic preparedness, and NN- 
20's R&D focuses on providing tools for "first responders" to detect and identify chemical and 
biological agents. Spending in this area increased slightly (to about $ 19 million) in FY 1 998 and 
FY 1999, but Congress has authorized a major funding spike (to $32 million, $10 million more ^ 
than DOE requested) for FY 2000; and current program plans call for spending on chenfbio R&D 

to rise to more than $100 million over the next five years. ' ■ 


Several DOE officials suggest that this was due, at least in part, to an early- 1 990s agreement between DoD and 
DOE, according to which DOE would focus on nuclear-related R&D while DoD would be responsible for 
chem/bio work. They suspect that this understanding was "over-interpreted" in DOE, and the chem/bio work was 
Stopped. 
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NN-20 Review and Selection Processes 


This paper characterizes the processes by which projects funded by DOE's Office of 
Nonproliferation Research and Engineering (NN-20) are selected and reviewed. The paper was 
prepared by RAND staff at the request of the Nonproliferation and National Security Advisory 
Committee (NNAC). The discussion is organized by program area. 

Several general points should be noted at the outset. First, NN-20 staff and management 
stress that NN-2Q is not a science program, but rather a program of applied engineering and 
development. As such, NN-20 programs inevitably depend very heavily on interactions with users.! 
For these reasons, the standard NSF "peer review" model is not applied as such (though elements of 
that model are adopted for the particular purposes and requirements of NN-20). 

Second and relatedly, NN-20 project activities are often interdisciplinary: they are meant to 
bring together lab capacities with operators, industry, and others. NN-20 staff and management 
regard making and managing these connections as an important part of their work. This 
consideration conditions the criteria they apply to project selection and review. 

Third, NN-20 also interacts closely with NN-40 (policy) and with DoD (especially 
OSD/Policy and the Defense Threat Reduction Agency). These interactions often produce program 
plans laying out specific R&D efforts, in areas where firm requirements do not yet exist. (An 
example: monitoring warhead dismantlement in START III.) In other words, an important part of 
NN-20 work is directed at anticipating what might be needed in the future. This has important 
implications for the various selection and review processes carried out within NN-20. 

Finally, there are considerable variations by program, reflecting differences in size, levels of 
"maturity" (how long they have been in existence), and other factors. For example, the Chem/Bio 
program is new, and addresses issues where some of the underlying scientific issues (e.g., of 
signature propagation) are not well understood. As a result, it tends to involve more fundamental 
science than the other programs do. Other programs, hy contrast, involve large multi-year projects, 
based on priorities which are more firmly established and which tend to change more slowly over 
time. 

There are, however, major elements of these selection and review processes common to 
NN-20 as a whole. Most NN-20 research projects are selected as part of the annual budget 
planning process with the National Laboratories. Each year, in response to a memorandum from 
the NN-20 Director (frequently referred to as a "CaU for Proposals"), the Labs submit Project 
Lifecycle Plans (PLP) that prioritize new research efforts along with currently funded projects. 

Each of the plans is targeted to a specific portion of the NN-20 program, AAdth projected funding 
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levels over the next five fiscal years. Detailed statements of work are provided for each of the 
projects (new and existing) , describing their contribution to NN-20 program goals, scientific and 
technical merit, and specific tasks to be accomplished. 

Together with users and outside experts, NN-20 program staff review the resulting proposals 
and recommend final project selections. 

AU NN-20 projects are required to submit quarterly reports, indicating their technical 
progress to date, issues and problems, milestones and schedules, and cost data. These reports are 
supplemented by a great deal of personal contact between NN-20 staff and the Pis and their 
program managers at the labs; these meetings take place 2-3 times per year, for all projects, and 
result in status reports of varying degrees of formality. In addition, each project is given one formal 
program review per year, in which the Pis make structured presentations to NN-20 staff. Again, 
this is a requirement for all NN-20 proems. 

An example of the "Call for Proposals" for FY 2000 is attached to this Appendix. (Note that 
the example dates from March 1999; the names of some NN-20 programs have changed since that 
time.) 

The selection and review processes carried out by the various NN-20 programs are 
described below. 


A) NUCLEAR EXPLOSION MONITORING 

For ground-based sensors, national laboratory projects are submitted as part of the project 
lifecycie planning process. Selection is based on reviews by NN-20 and the Air Force Technical 
Applications Center (AFTAC), considering the potential contribution to the overall program goals. 
Contractors outside of the National Laboratories (e.g,, universities, companies, US government 
agencies) submit research proposals in response to Broad Area Announcements that NN-20 
publishes in the Commerce Business Daily. Selection is based on reviews by NN-20 staff, AFTAC, 
National Lab scientists, and the external research community. 

Research on satellite sensors has been performed under an almost continuous tasking to 
Los Alamos and Sandla National Laboratories, that originated with the VELA program in the early 
1960s. Except for a small external research project transferred from DoD, there have been no new 
projects In this program element over the past five years. On an annual basis, NN-20 provides 
specific direction for the ongoing research projects through the project lifecycle planning process. 
The Air Force and Intelligence Community provide input and guidance for these efforts. 
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B) PROLIFERATION DETECTION 

The Proliferation Detection Program is distinctive in that it funds a small number of 
relatively large, multi-year projects. These features condition the Program's selection and review 
processes in several respects. First, because the Program goals and priorities tend to be quite stable 
over time, the Program stresses evolutionaiy technical development: hence, the labs do not usually — 
submit new proposals each year but rather ideas for an updated program plan. Program staff 
estimate that, on average, only about one new project is selected every other year (and a similar 
number are shut down). Relatedly, the Program does not receive large numbers of new proposals, 
nor does it typically issue RFPs or solicit proposals in other ways. (Often, the technology of 
interest does not yet exist, though the science may be well understood.) FinaUy, criteria for project 
selection and criteria for project review-often merge; put differently, selection of areas for priority 
technical development generally flow from assessments of progress to date. 

In short, the selection and review processes in the Proliferation Detection Program are both 
closely linked and highly iterative, and depend upon regular interactions among NN-20 staff, key lab 
investigators and managers, and representatives of the user communities. Program managers 
describe these interactions as consisting of several general steps: 

• identify and characterize the detection problem. Overall R&D priorities reflect regularly 
scheduled meetings with users (e.g., MASINT committees and others), as well as broader national- 
level guidance. 

• determine attack vectors —that is, identify technology areas of particular promise for 
addressing the detection problems. These do not usually change greatly from year to year (though 
prioribes can and do evolve). Technological opportunities are identified through regular discussions 
with the national labs. Assessments of technology thus often have a large impact on the Program's 
R&D priorities. 

• develop an end-to-end project As noted above, the Program supports a few large 
projects, in multi-year efforts with multi-agency participation. Typically, the project plan will 
encompass work in signatures, phenomena (e.g.. the physics of signature propagation), sensor 
science and sensor engineering, data analysis, and support to systems implementation. Program 
staff stress that these are not separable components which can be handled through RFP 
arrangements and then selected by independent review: rather, the parts are inter-dependent, and 
must be selected and reviewed as such. 

• review/retire/replace. Again, Program staff meet regularly with lab personnel and the 
users (e.g., through quarterly meetings of the Program's "Partnership Panel") to consider questions 
like the following Are there new "attack vectors" of particular promise? Is the project's overall 
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R&D strategy still valid? Are there other approaches that might be better? Is the project still 
important (i.e., does it still respond to national priorities)? 

Though the results of these processes are usually incremental, the on-going reviews do 
sometimes produce major program decisions. One example-Ulustrative of how the review and 
selection processes in this Program inevitably tend to merge-concerns ±e Thermal and Spectral IR 
(TASIR) project. TASIR derived from a determination In 1993 that high-resolution imagery 
spectroscopy was a particularly promising area for technology development {that is, it was identified 
as an "attack vector"). By 1996, however, after on-going project reviews, a combination of DOE, 
laboratory, and user personnel concluded that the program was not meeting its objectivesr-that 
imaging spectroscopy was still of interest, but TASIR was not a fruitful approach. As a result, a f 
new approach was developed, which became a hyperspectral infrared imaging system. 

C) PROLIFERATION DETERRENCE 

1) Nuclear Materials 

Roughly half of the Nuclear Materials program serves law enforcement customers. The 
roles and tasking for these efforts have been specified in MOUs between DGE and the Departments 
of Treasury and Justice and the FBI, In response to these agreements, the FBI has published 
requirements and technical goals for research activities as part of program announcements in the 
Commerce Business Dally. In response to the first announcement in FY 1998, the National 
Laboratories responded with 225 proposals. The FBI selected 27 of these to be carried out under 
the "work for others" program at the Labs. 

A separate proposal call, via NN-20, came from the FBI Hazardous Materials Response Unit 
for technologies to prevent use of weapons of mass destruction. There were 79 lab proposals, with 
10 being funded. As specified in the MOUs, NN-20 plays a role to manage this research effort that 
is funded by the FBI. 

At the same time. NN-20 funds the National Labs to cany out research that is consistent 
with the FBI's requirements. Proposals for this work are submitted to NN-20, and they are sent to 
approximately three external (non-DOE) experts for consideration. The review critepa include 
technical quality, potential contributions from the research, and feasibility of the proposed work 
plan (see attached review form at Appendix C). Selection is based on a ranking from these reviews. 

In addition, the Nuclear Materials program funds research on detecting the signals from 
proliferation activities. These proposals from the National Laboratories are reviewed and ranked by 
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the Air Force Technical Applications Center. In general, the project selection follows this AFTAC 
guidance. 

2) Microtechnologies 

The project selection process for the Microtechnologies (MT) Program combines informal 
and formal elements. Program managers travel to the national laboratories several times per year, 
meeting with lab staff to gather information, opinions, and suggestions about current and future 
work. Pis and program managers at the labs also come periodically to NN-20, to make Informal 
proposals and solicit information about new priorities. NN-20 staff describe these interactions as 
"iteration and negotiation," aimed at drawing on the technical expertise at the labs to identify 
promising ways to responding to the generally-stated requirements contained in PDDs and other 
guidance. 

The formal Call for Proposals is linked to the yearly NN-20 budget process. The Call is 
distributed to all lab personnel, and sets out NN-20's main priorities for the coming year (as well as 
schedule and formatting guidance). The Call does not usually convey specific technical 
requirements; rather, these are communicated by NN-20 through the rounds of informal discussion 
with lab personnel. 

Project proposals for the MT Program tend to range from about $200,000 to $1 million or 
more per year. They are reviewed by the MT program manager, according to two main criteria: 

(a) technical excellence (e.g., the credentials and track record of the PI; technical credibility of the 
project, including the feasibility of the goals; clarity of the work plan; etc.; and (b) the relevance to 
program priorities, or mission areas (that is, the extent to which the project addresses technical 
needs of the Program. As noted above, the technical requirements are often communicated to the 
program manager by the NN-20 Director and other senior staff; they can sometimes be quite 
specific (e.g., that there is a need for a small, hand-held sensor to measure a given phenomenon). 
There is also another, subsldiaiy criterion, resulting from the need to balance the funding to the 
scope of the work. That is, given the overall funding constraints, can the project produce a useful 
result for the funding that can be made available to it? 

Assessments of on-going project work also have several components. As noted above, all 
NN-20 projects are required to submit quarterly reports, supplemented by personal contacts, and 
each project is given one formal program review per year. Pis understand that funding can be re- 
programmed-increased or decreased-during the year. 
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It should also be noted that funding is done on a yearly basis. But most projects in the MT 
program are multi-year efforts; hence, a project "review" Is an inherent adjunct to re-funding 
decisions. 

3) Radiation Detection 

As with other programs, the input from the Radiation Detection Program to the NN-20- 
wide Call for Proposals is derived by the program manager from broad policy guidance (described 
above), interagency discussion and guidance, and discussions with laboratory personnel, and 
university and Industry representatives. In addition, a Radiation Detection Panel, consisting of DOE 
laboratory specialists and funded by Program money, serves as an ad hoc advisory board. 

For out-of-cycle proposals, "White Papers" outlining proposed projects are submitted by 
DOE labs and by outside sources to NN-20 for consideration. 

Most proposals come from the labs (having undergone internal, lab review). Program 
managers evaluate these for relevance and usefulness to mission needs. They will frequently solicit 
expert advice from Radiation Detection Panel, as well as from other experts within and without the 
US Government. In addition, contractors may be hired to support the expert review process. The 
result is a set of prioritized recommendations to NN-20 management about which proposals should 
be funded. The lab Pis are sometimes asked to change project plans either to focus more directly 
on specific issues or to downscale planned work consistent with resource constraints. 

- The Program manager is responsible for on-going project reviews. Projects are reviewed 

annually in the field, and the Program manager will also visit the relevant labs at least twice annually 
to assess progress. Reactions will sometimes be solicited from informed representatives of the user 
community as well, and members of the Radiation Detection Panel may be asked to conduct 
reviews of specific bodies of work. Projects deemed (by NN-20) of particular concern may have a 
review committee appointed to evaluate them. This panel, comprised of USG and outside experts, 
conducts periodic reviews of the project and its progress. (No such committees are currently in 
operation for Radiation Detection Program projects.) 

4) Counter-Nuclear Smuggling 

Because the Counter-Nuclear Smuggling Program was defined as such specifically to 
respond to needs of other agencies (Customs, the FBI, etc.) , important aspects of its review and 
selection processes reflect a heavy use-needs focus. The MOUs agreed with these agencies are 
fairly specific in defining requirements for program planning and review. Any projects that propose 
to undertake prototype development require expressed user Interest to go forward, as well as an 
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outside (non-DOE) merit review, which must include the prospective user. Applied research 
projects may be subject to a positive inter-lab peer review, to demonstrate technical merit, prior to 
NN-20 approval. 

Also, because Counter-Nuclear Smuggling lacks unique funding of its own. all projects 
undertaken under its auspices are subject to the processes and procedures of one or more other 
NN-20 programs, whose program funds support them. At the prototype stage, the user may 
contribute funding as well. 


D) CHEMICAL AND BIOLOGICAL NONPROLIFERATION 

The Chemical and Biological Nonproliferation Program has two distinct efforts: the 
Technology Development Initiatives, and the System Integration Initiatives. These differ 
significandy in both size and complexity: consequently, different methods for selection and review 
are used for each. Additionally, since the Chemical and Biological Nonproliferation Program is 
relatively new, some of its review processes have changed each year. The short summary below 
describes both the most salient history and also the current and planned review methods that are 
used within the program. 

1) Technology Development Initiatives 

The selection processes in this area have evolved considerably over the past three years, 
along with the Program itself. Program managers intend that the most recent method will continue 
to be used in the future, without more large-scale changes. The most recent method consisted of a 
two step process, separately assessing operaUonal worth and technical soundness. 

First, short "white papers" were solicited from the national laboratories on ideas for new 
projects. These white papers were then judged on their potential "impact," or the potential 
operational utility of a proposed technological development. This judgment was made by the three 
Program Managers, based on their experience gained in overseeing the entirety of the program. 
About a third of the white papers survived this review, and proposals were requested for each. 

Second, those proposals were then sent through an external peer review process 
orchestrated by the Oak Ridge Institute for Science and Education (ORISE). The ORISE process is 
also used for proposal evaluation by the Office of Biological and Environmental Research within the 
DOE Office of Science. This stage of the review process was external in the sense that none of the 
participants were drawn from the national laboratories. 
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The peer reviewers were asked to estimate three factors which were aggregated into a 
single score, user Impact, scientific and technical soundness, and management and execution plan. 
In the future, the impact criterion may be evaluated by a different external group from the scientific 
peer group. For the most part, final project selection tracked review scores; however, 
programmatic considerations also Influenced the final portfolio. 

, Earlier methods of selection differed in two interesting dimensions. First, most lacked an 
explicitly external peer review for technical and managerial soundness. Such judgments were made 
by representatives from the national laboratories. Second, the earlier methods estimated the utility 
to potential users differendy. In an early process, this estimate was informally arrived at in a round- 
table discussion of the proposals, involving available representatives from the Departments of « 
Defense, Justice (FBI), Health and Human Services, and Transportation, the Intelligence 
Community, and others. In a subsequent process, used only for redirecting the detection initiative, 
explicit scenarios of domestic attacks, developed by a team of systems analysts from several 
national laboratories, were used to analy 2 e the potential utility of proposed developments. The 
selection process will continue to undergo modifications, but the intent is to continue to use external 
peer review, at least for the scientific and technical evaluation. 

Reviews of all on-going projects are held every three to four months. The method is to 
convene a meeting involving all the Principal Investigators for one Initiative for about one day. The 
meeting rotates around the involved laboratories. This serves both to communicate the status of 
each project, and also to increase the communications aaoss the laboratories. Typically, in additinn 
to DOE laboratory personnel, only the Program Managers have attended these meetings. The 
exception is the yearly overall program review, which draws a wider audience, extends over three 
days, and serves as one of the quarterly reviews for each initiative. Current plans are to invite 
selected external experts to the regular review meetings. 

2) System Integration Initiatives 

The System Integration Initiatives are large-scale demonstrations of technology in an 
operational setting. A potential user from outside the Department of Energy is heavily involved in 
the design and execution of both of the existing initiatives, and that is planned for any future ones as 
well. 

The two current initiatives evolved from studies done by laboratory teams looking at user 
applications of technology and were selected infonnally by the Program Managers. These two 
existing initiatives, or Domestic Demonstration and Application Programs as they are sometimes 
called, are: 1) PROTECT (Program for Response Options and Technology Enhancements for 
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Chemical/Biological Terrorism), which is designed to detect the release of a chemical weapon within 
vulnerable fixed infrastructure (e.g. subway, airport) and to improve the operational response; and 
2) SCMIS (Sentry and Consequence Management Information System), which is designed to 
provide the detection of the release of a biological agent during a specific event (e.g. sporting event, 
political gathering) and to aid the response to the release. 

The plan for the Chemical and Biological Nonproliferation Program envisions significant 

growth in such initiatives within the new five years. The most recent solicitation for new initiatives 
generated only one proposal, on decontamination, which was deferred. No review and selection 
process has been chosen to assess the potential of such proposals in the future, although the 
Prograhi Managers intend the user dimension to play a significant role. s; 

The review process for the System Integration Initiatives is just being designed, as the 
Initiatives are still rather new. The Pro^am Managers expect to convene a panel or advisory board 
for each initiative, and review each initiative about three times a year. The panel would provide 
technical oversight, but would primarily consist of potential users similar to those already involved: 
for example, PROTECTS panel would include representatives from transit systems not involved in 
PROTECT. The boards would advise the Program Managers on whether the initiatives were 
producing systems likely to be widely used. The detailed composition of these boards, the details of 
their operation, and the usefulness of their comments must await their creation. 
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Attachment to Appendix E: Budset Guidance 


( 


March 11, 1999 


MEMORANDUM FOR DISTRIBUTION 

Subject: FY2000 Project Lifecycle Planning, Program and Ontyear Budget Guidance 

Project Lifecycle Plans will be due April 15, 1999 to the Office of Research and Development (NN-20). 
Please include a cover letter, which lists, in your laboratory’s priority order for FY 2000, a combined listog 
of your new proposals and currently funded projects. Updates to currently funded projects should be 
submitted as electronic (see Enclosure 1) markups of the existing Project Lifecycle Plans, We request that 
you distribute this guidance within your organization(s) to all personnel who may be involved with the 
preparation of Project Lifecycle Plans or the Budget, and ensure that we receive a consolidated submittal 
from the Laboratory. 

PROGRAM GUTOANCE 

Enclosure 2, Progcam Guidance FY20QQ/2001 ajid Beyond, describes plans for continuing our currently 
^ded programs as well as identifies a number of potential areas for new initiatives. We are always 
interested in evaluating new initiatives or better ways to approach long standing high priority mission 
research areas. Accordingly we encourage you to "float" new ideas to us at any time that you have them. 

However, recognizing that if we were to decide to fund any of these ideas, the practical matter of integrating 
them into the Project Lifecycle Plans associated with a particular funding cycle suggests a few efficiency 
measures should be observed. Please use an appropriate subset of the information fields that will be 
eventually required in a funded Project Lifecycle Plan, We suggest this would consist of (see Enclosure 3 
for format and content), the front page, the "Proposed Work and Scientific Basis", the "Research Issues" 
and the "Tasks and Associated Technical Deliverables". Also, the earlier in the annual funding cycle 
that you float a new idea, the easier the integration into the funding cycle. If you float an idea 
between October and February you will likely get feedback sufficient to help you include the idea properly 
mto the Project Lifecycle Planning process with the least amount of iteration or extra paperwork. If you 
float an idea at the same time as Project Lifecycle Plan submittal, you will probably only get a yes/no 
anstwr in the June timeframe in the overall ranking sent to the labs. If you float an idea in the July to 
September timeframe, it will most likely end up in the pile of unfunded ideas for consideration in the next 
funding cycle unless it is substihited for some other ongoing work Finally, due to the consolidated 
approach we have take to Project Lifecycle Plans in recent years, a new initiative may end up as a new task 
in an ongoing Project Lifecycle Plan rather than as a separate one. If you propose or anticipate this to be 
the case, please specify in which ongoing Project Lifecycle Pian the new idea should included. 


OUTYEAR BUDGET GUIDANCE 

Onrto again we continue to look at a constrained budget environment, with a decline in some program areas. 
While overaU program dollars are requested to increase slightly, the increase in Chem/Bio and the addition 
of a Construction project will cost mote than the increase, resulting in a decrease to other program areas. 
The challenge is to continue to support our other missions and customers while looking for a few new 
opportunities. 

Consistent with our reduced budget reporting requirements, a separate Field Budget Submission from the 
Operations Offices to the Chief Financial Office (CR) is not required for our programs. We will prepare 
outyear budget formulation for CR. Our ability to justify maintaining the projected level of funding rehes 
heavily on die outyear projections in the Project Lifecycle Plans. Therefore, please ensure that your 
proposals (i.e.. Project Lifecycle Plan submissions) show complete lifecycle information, esneciallv for 
the budget for FY 2001, whether they are a continuation of currently funded projects or new outyear 
mitiatives. ^ 
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Attachment to Appendix E: Budget Guidane.t’ 

FORMAT AND CONTENT OF PROJECT MANACTMENT DOCIHVTFNTS 
Enclosures 1, 2, 3 and 4 are guidelines and examples of project management documents each principal 
investigator needs to be aware of and submit to the laboratory point of contact if necessary. The table 
below summarizes from whom the doi^ents are required and when. Each of these documents has a 
rtmdard format and content as shown in the enclosures. Technical reports should be submitted as separate 
dehverables and not attached to quarterly progress reports. Also, any document which is classified should 
be submitted as a separate document, and should not be attached to any other document, not even one 
related to the same project. 


PROJECT 

MANAGEMENT 

REQUIRED FROM 

DUE DATE 

ADDITIONAL 

GUIDANCE/ 

EXAMPLE 

Project Lifecycle Plan 

Each laboratory point 
of contact for each of 
dieir projects in PMIS 

April 15, 1999 

Enclosures 1, 2, 3 and 4. 
Classified Project Lifecycle 

Plans should be avoided, 
if at all possible. 

Quarterly Progress 
Reports 

Each laboratory point 
of contact for each of 
their projects in PMIS 

20**^ of the month 
following each 
quarter 

Enclosure 5 


For Project Mmiagement Infonnation System (PMIS) purposes, a project is defined as anything that is 
^signed a unique Department of Eneigy (DOE) PMIS project number and has funding and a corresponding 
Project Life^cle Plan, ^though we occasionally fund activity oriented projects, product oriented projects 
are preferred as they typically have a defined user and appropriate endpoint; the level of funding may vary 
substantially from year to year, consistent with which part of the development lifecycle is planned for which 


Project Lifecycle Plans for projects we are funding by NN-20 in FY 1999 will be forwarded (electronically) 
to the laboratories uniter separate cover. These should be reviewed hv the nrincipal investigators. 
marked (as outlined in Enclosure 1) with an y updafes/ehanges and relumed bv April Hi. 1999. at the 
Mwe time that new p roposals are electronically submitted by the laboratory. ’ 

D p NOT RETYPE Project Lifecycle Plans for currently funded projects that are already in the PMIS 
database. P<D1CATE CHANGES on your April 15, 1999 submission bv following the nrneednres 
2 fltUned in Enclosure 1. It is critical that changes be highlighted this way to focus negotiations with the 
DOE program managers on the changes to the statements of work as well as to enable PMIS updating. 

Please identify one individual from your organiration to work with NN-20 on the electronic version of the 
ftoposal/I^ject Lifecycle Plan (Enclosure 4). Questions regarding Project Lifecycle Pl annin g and Outyear 
Budget guidance should be directed to NN-20. The electronic versions of the Proposal/Project Lifecycle 
plans should be sent via e-mail to NN-20. 


Robert E Waldron, Director 

Office of Research and Development 

Office of Nonproliferation and National Security 
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Attachment to Appendix E: Budset Guidance 

Enclosures: 

1) Electronic Submission of Proposal/Project Lifecycle Plans 

2) Program Guidance FY2000/2001 and Beyond 

3) Sample Proposal/Project Lifecycle Plan 

4) NN-20 2000 Prograni Grouping Guidelines 

5) Checklist for Quarterly Progress Reports 

Distribution to Points of Contact at: 

Albuquerque Operations Office 

Ames Laboratory 

Argonne Nationd Laboratory 

Brookhaven National Laboratory 

Chicago Operations Office 

CR, Department of Energy 

Environmental Measurements Laboratory 

Idaho National Engineering and Environmental Laboratory 

Idaho Operations Office 

Los Alamos National Laboratory " 

Lawrence Berkley Laboratory 

Lawrence Livermore Nationd Laboratory 

Nevada Operations Office 

Oak Ridge Nationd Laboratory 

Oak Ridge Operations Office 

Oak Ridge Y-12 Plant 

Oakland Operations Office 

Remote Sensing Laboratory 

Pacific Northwest National Laboratory 

Richland Operations Office 

Sandia National Laboratories 

Savannah River Operations Office 

Savannah River Technology Center 


Attachment to Avnendix E: Budget Guidanrp 

ELECTRONIC SUBMISSION OF PROJF.rT IJFF.rYCLE PI.AN.S 


We ^1 distribute to the laboratories miniPMIS, an abbreviated version of the project management 
^tabaae program PMIS Plus, which wiU be used to enter or modify only the “first page” information of the 
Project Lifecycle Plan. 

The rest of the piuject data: narrative, statements of work, deliverables and milestones wiU be entered or 
modified using Microsoft Word (version 6.0 or higher). The ‘Track Changes” feature in MS WORD will 
be used to identify changes made to the Natiative and Statements of Work for the currently fimded 
projects. This featoe will automatically “strike through” words/sentences that are deleted; and underline 
words/sentences that have been added. Instructions will be included with the miniPMIS program (under 
s^arate cover). Also, m important change is that the upcoming technical deliverables need to be moved 
into the Smtement of Work to facilitate electronic uploading. Please list them in chronological order under 
the Task from which they will be produced. Also continue to use the “deliverables format ” described imthe 
proposal ^ide. Management deliverables will be entered in the DeUverables fields by DOEmO data entry 
personnel for the current year. ^ ^ 

All Proposals/Project Lifecycle Plans are to be submitted “electronically” via e-maU. The files may be 
compressed by PKZIP or similar program, and sent to XXXXX@hq.doe.gov. 

The minjmuffi recommended ^ configuration to run the miniPMIS program is an IBM compatible 
PC rising Wmdows 9V98/NT and Microsoft Word 6.0 (or higher). The miniPMIS program sh^d be 
M^ork accessible from any IBM compatible PC connected to the 


If you have problems or questions, please contact NN-26. 
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PROGRAM GUIDANCE 
FY 2000/2001 AND BEYOND 


NUCLEAR TEST TREATY MONITORING 

GROUND-BASED MONITORING initiatives are well underway in the technology areas of the proposed 
CTBT International Monitoring System and our planning assumptions are geared to fulfilling these 
initiatives. In the seismic area, we are transitioning from compiling existing information into a stmctured 
data processing form to collecting new data through cahbration experiments. In the hydroacoustic area, 
calculational studies in support of station installation are proceeding at a low support level, and will continue 
at that level. In the radionuclide area, major hardware deliveries were completed in FY 98. Out year 
funding will focus on software and operational support to assure user success through the commercialization 
process. Sunilarly, mftasound hardware dehvery to the procurement process is scheduled to occur in FY99, 
and the out year funding will be on research to reduce false alarms through signal processing. In the year 
2000 and beyond, funding will be redirected to calibration and operational support to assure that our R&D 
investment actually reaches implementation. The period of support is dependent on actual dates of 
ratification and treaty entry-into-force, as well as resolution of implementation issues as they arise. 

U.S. NUCLEAR DETONATION DETECTION SYSTEM (USNDS) will continue to meet interagency 
commitments for production, launch support, and operational support of current generation USNDS satellite 
sensors. In anticipation of future changing national requirements, but constrained by DoD operational 
budgets as well as DOE research and development budgets, DOE/NN-20 will continue to evolve the 
USNDS sensor technologies. Specifically, DOE/NN-20 will: (1) develop, demonstrate, validate, and deploy 
new optical imaging sensors to improve atmospheric explosion detection sensitivity; (2) develop, 
demonstrate, and validate on-orbit and ground-based autonomous electromagnetic-pulse data processing 
techniques to ensure all-weather and second-phenomenology atmospheric explosion detection; (3) deploy 
extended-range x-ray sensors for hi^-altitude and space explosion monitoring coverage; (4) develop, 
demonstrate, and validate, minimal-cost neutron/gamma/space-environment sensors to provide detection 
and characterization of explosions in space; and (5) deploy NDS Analysis Package systems to provide 
enhanced satellite/ground data transfer capabihties. 

New initiatives are being sought for the out years to apply technology to monitoring other treaties and 
agreements such as: STrategic Arms Reduction Treaty (START ni). Biological Weapons Convention 
(BWC), Chemical Weapons Convention (CWC), and Fissile Material Cut-off Treaty (FMCT). 

DETERRENCE AND DETECTION TECHNOLOGIES 

NUCLEAR MATERIALS ANALYSIS PROGRAM (NMA). NMA will advance the state-of-the-art in the 
detection and analysis of activities that threaten the National Security and the Public Safety by chemical or 
nuclear means. The desired outcome of these R&D efforts is the application of better, faster, cheaper 
solutions to the collection and analysis of proliferation and terrorism threats associated with weapons of 
mass destruction (WMD). NMA addresses R&D gaps in five major areas: 

1 . Selection of useful signatures 

2. Development of appropriate sampling methods 

3. Development of new analytical instruments and improved procedures 

4. Implementation of better forensic analysis tools 

5. Evaluation of analysis strategies 


While prt^osals in all of the above five areas wUl be given serious consideration, particular emphasis this 
budget period (FY 2000) should be given to developing better forensic analysis tools. Am ong the usual 
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selection criteria (potential applications, user interest, perceived technical g^s, etc.), particular weight will 
be given to proposals that complement the current NMA R&D portfolio by either extending or leveraging off 
of currently funded research. Forensic analysis tools and the exploitation of non-nuclear signatures to 
determine attribution are also of special interest 

As in the previous year, greater weight wUl also be given to proposals emphasizing the development of “base 
technologies.” Base technologies are concepts that provide a significant technological advantage and can be 
combined with other ideas and used in multiple ways. (Examples of two such “base technologies” are 
compact electrostatic precipitators and portable timc-of-flight mass spectrometers.) 

The user community this year has expressed particular intcr^t in more fully automated gas and particle 
collection systems with in situ analysis capabilities. In addition, they are looking for novel ways to mitigate _ 
the problems associated wifii large chemical or particulate backgrounds and innovative ways to reduce per 
sample analysis costs in the laboratory. (More infi>nnation on any or all of these needs will be furnished 
upon request.) Some technologies proposed in diis program area may have applications for Countering 
Nuclear Smuggling. Proposals with this potential application should be so marked. 

In support of DOE s Law Enforcement Initiative to address the science and technology needs of the 
criminal justice system, we are continuing to build iq>on the existing relationships between the DOE 
laboratories and the Federal, State, and Local law enforcement communities. We plan to provide technical 
support and non-redundant forensic analysis, develop technology and systems for combating crime, conduct 
long-term rese^ch and development, and provide specialized training. Research areas of particular interest 
include: reduction of casework burden, arson detection, questioned document analysis, physiological fluid 
sensors, and location and assessment of clandestine drug labs.' In addition, we are encouraging partnerships 
between tiie DOE labs and regional law enforcement for development, evaluation, and validation of new 
forensic tools. 

Finally, we will balance our R&D portfolio by considering a few high-risk ideas that are still in the proof-of-- 
principle stage but have high potential to advance the state-of-the-art. 

MICROSENSOR TECHNOLOGIES. The principal Mission of Microsensor Technologies R&D Program is 
to develop and test new sensors based on the commercial advances in niico and nano technology fabrication 
techmques. The goal is to (1) enhance international transparency in various arms control inspection and 
verification scenanos; (2) strengthen the U.S. capabili^ to monitor proliferation activities associated with 
w^pons of mass destruction; and (3) provide new technologies to protect national borders, cities, and 
^tical facilities from transnational terrorist threats. The program will develop new monitoring capabilities 
tor global nuclear programs and detection of unauthorized activities. The product from this investment will 
sensor systems that can be operated remotely and/or unattended, and/or that can be readily deployed on 
demand by U.S. government organizations. These technologies frequently have duaJ-use for arms control 
and nonproliferation applications, detection of terrorist activities, and safeguards and security monitoring. 

Proposals are solicited for RDT&E for detection and sensor technologies that will lead to- (1) advanced 
discrete chemical sensors, arrays, and networks tiiat wUl substantially enhance tiie detection of signature 
__.j)ecies in en^nmental samples indicative of nuclear, chemical, and biological weapons activities; (2) data 
fusion methodologies to interpret large quantities of data from heterogeneous sensor networks; (3) micro- 
tectoologics for near-real-time ch&mcd analysis of signature species; (4) sensor systems for monitoring 
ni^-radiation areas and storage facilities; and (5) integrated systems for protection of national borders 
cities, and ended facilities. 

Total funding for the area is expected to be approximately the same as in recent years. Additional fimdine 
may be available through development of partnerships with operational users. While the majority of the 
tundmg will be allocated to continue existing multi-year projects, fundamental work to develop new 
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innovative concepts and prototypes wiU also be supported. All proposals should portray an integrated 
lifecycle view of the technology that will lead to prototype capabilities on the order of three years or less. 
Fundamental work should show collaborations with applied work to lead to such prototype capabilities. The 
resulting enhanced operational capabilities should be clearly described. Proposals will be subjected to merit 
review and in some cases technical peer review. 

RADIATION DETECTION TECHNOLOGIES (RDT) research and development provides the core U. S. 
radiation detection and characterization capability to maintain U.S. leadership in reducing the threat of 
nuclear weapons proliferation. This program provides the key radiation detection and characterization 
technologies within DOE and for all U.S. agencies to improve domestic and international safeguards, reduce 
exposure to radiation, develop algorithms, sensors, and methods to provide technology options to support 
arms control treaties and agreements, and develop supporting technologies through both basic and applied 
research. RDT supports the DOE Counter Nuclear Smuggling Program, the U. S. Customs Service, joint 
U. S. and international exercises, DOE laboratory collaborations with universities, and innovative research at 
small businesses, and it provides new technology in support of the International Atomic Energy Agency 
(IAEA). The funding level will be approximately the same level as FY 1999. 

Areas of research and development will include, but not be limited to, room temperature, high resolution 
radiation detection materials, micro-electronics, algorithm development and improvement, imaginative 
mtegration of technologies, cryogenic cooling systems, infomiation barriers, vulnerability assessments, long 
range detection of special nuclear material (SNM), mtegration of sensor systems for specific appUcations, 
concepts to detect/intaxUct nuclear materials (especiaUy highly enriched uranium), and hand portable or ’ 
trat^ortable "smart*’ inspection systems. A “grand challenge** view is to develop the ability to detect 
radioactive materials in heavily shielded containers at remote distances. 

The program will focus on innovative, sometimes high risk, concepts that have the potential to produce 
major breafc-throu^ to increase sensitivity, resolution, rai^e, and fieldability, and to simplify operations 
and the inteipretation of data. Proposals addressing new and innovative concepts (Phases 1 and 2) are of 
high interest along with improved methods for arms control treaty verification. Proposals for field 
demonstration and prototype development (Phases 3 and 4) will also be considered when a user has been 
identified. - 


PROLIFERATION DETECTION 

The Proliferation Detection Program is divided into three thrust areas: Effluent Detection, Physical 
Detection, and Detection Enablin g Technologies. 

^ Detection thrust develops improved methods of searching for, detecting, identifying and 

quantifying effluent signatures related to proliferation activities. The Effluent Detection research thrust is 
currently composed of both passive and active spectral detection technology development 

2 . Physical Detection thrust develops improved measurement methods for physical quantities (heat 
panchromatic and multispectral images, topography, physical displacement) to locate and identify processes ' 
mdicative of weqjons proliferation. The Physical Detection research thrust is currently composed of four 
activity areas: Multispectral Thermal Imaging, Advanced Radar Systems, Optical and La^er Applications 
and Advanced Radio Frequency Detection. ’ 


3- Detection Enabling Technologies thrust is cuirently composed of a collection of small 
independent or loosely allied projects. Separation of some of these projects from the effluent and physical 
detection trusts is mtended to prevent neglect in the putsoit of larger themes. Some projects are directed 
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toward early exploratory development of mnovative and unconventional sensor technologies that exploit 
physical phenomena that are not normally taken advantage of in remote sensing systems. Other projects are 
directed toward technologies (such as sensor data processors) that can be applied to a wide range of sensor 
systems or that combine the output of multiple sensor systems. This thrust is currently composed of two 
activity areas; Unconventional Sensor Concepts and Information Extraction Technologies. 

effluent DETECTION. The long term goal of the Etfluent Detection program is to develop technology 
that can detect, identify, and quantify effluents during a broad area search. This admittedly ambitious goal 
is broken down into three intermediate steps. The intermediate goals are to detect, identify, and quantify 
effluents when: 

A specific building is suspected to be engaged in proliferation activities. 

A specific industrial paik is suspected to be engaged in proliferation activities. 

A specific industrial region is suspected to be engaged in proliferation activities. 

The two major programs within this thrust area are CALIOPE and HIRIS. The CALIOPE program, as 
curr^tly structured, will conclude in FY1999. The UV fluorescence hdar project within CALIOPE will 
continue on its current schedule. The primary passive hyperspectral program within this thrust area is 
HIRIS. The HIRIS project will complete its major milestone in FY1999, and further hardware development 
of this sensor is not expected. 

During the current fiscal year, two planning eflbrls are underway that will serve to identify the specific areas 
of research and development that will be pursued in the Effluent Detection program over the next several 
years. The first planning effort is for a prototype lidar system that will be developed jointly with a user 
agency. Although the purpose of this project is to develop a prototype hdar, it will prohab lv incorporate 
^pects of passive spectral sensing as part of the complete system. This planning effort should conclude in 
time to be incorporated into the initial lifecycle plan submission. 

The second planning effort is a continuation of what began in FY 1998 as the “Active-Passive Trade Study 
(APTS).” The purpose of APTS is to build an interiaboratoiy consensus as to the state and capabilities of 
NN-20 sponsored spectral sensing technologies. With this as a foundation, specific issues will be identified 
that require further research and development to allow us to meet the goals stated above. Building on what 
has been accomplished in CALIOPE and HIRIS (and other projects), the restructured effluent detection 
progr^ will bring the best of both technologies to bear on the goals of the program in the most cost 
effective maimer to achieve users’ requirements. 

PHYSICAL DETECTION. The Multispectral Thermal Imager (MIT) activity is not accepting new project 
submissions. The existing proj^ will be continued according to current plans. Following satellite launch 
in FY2000, the MTI activity will consist of three main components: Satellite Operations, Data Processing 
and Analysis Center (DPAC) Operations, and Ground Truth activities. 

Cuirent SAR activities will be continued as well as being expanded and consolidated into a single Advanced 
Radar Systems activity area. This area will develop hardware and exploitation technology to present 
pra^cal and useful system solutions to existing and emerging problems of national importance. Such 
activity would include airborne testing to support algorithm development and validate utility, modeling and 
surrogate measurements to justify performance predictions, and, if cost effective, development of a 
^monstration/proof of concept prototype. A key aspect of such a prototype will be the transfer of know- 
how to system developers and operational support providers so that successful results ftbm DOE sponsored 
R&D are readily available for user agency competitive acquisition. ' 

A portion of this effort in Advanced Radar Systems will continue to emphasize advanced algorithms 
applicable to all SAR systems as well as novel hardware system development using airborne platforms We 
consider science and technology developments in these areas to be of national value in their own right as 
well as to contribute to an essential expertise base that supports specific new SAR initiatives. 
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We do not anticipate any major new initiatives in FY 2000 in the Optical and Laser Applications area. 
However, we are receptive to concept exploration that has potential for providing: unique techniques for 
foliage-penetration; three-dimensional imagery; alternative measurement techniques for physical parameters; 
and information complementary to other sensor systems. Prior activities in ultralow light level imaging have 
demonstrated passive methods for nighttime imaging that will reveal nighttime prohfeiation achvities. 

In the Advanced Radio Frequency Detection activity, we currently support a few small projects to develop 
capabilities that make use of radio frequency observables to detect or provide supplemental information 
about remote activities. New observables need to be found as potential indicators of proliferation. We 
intend to maintain a modest effort in this area for innovative and high-payoff R&D. 

DETECTION ENABLING TECHNOLOGIES. The ongoing projects funded under the Detection Enabling 
Technologies area will be continued according to current plans; however, limited funds may be available to 
initiate small projects to develop innovative and effective computahonal technologies or to evaluate sensors 
that use currently unexploited physical phenomena. 

It is highly likely that some future advancements in proliferation detection systems wiU be the result of the 
simultaneous application of multiple sensor 'types. DOE/NN-20 wishes to explore applications for multiple 
sensor technologies, such as radar, hyperspectral imagers, or lidar, that can be used to augment each other, 
to improve cirrrent detection systems, to provide wider area coverage of future systems, or to provide new 
detection techniques. 

Much of the effort in the Information Extraction Technologies activity is now centered on the development 
of reconfigureable processors that utilize field programmable ^ate arrays. This involves the development of 
software environments and toolkits to fecilitate their use, application of these processors in heterogeneous 
processor systems, and algorithms to apply the processor systems to wide band radio frequency and 
achve/passive optical data. Another effort in this activity is directed towards development of fast, efficient 
versions of algorithms pioneered by the Advanced Radar Systems achvity to enable operational exploitahon 
of SAR data on affordable general-purpose desktop computers as well as massively parallel computers. 

This will rrrake these umque capabihties more accessible to the general remote sensing commrmity. 


FORMULATING A VISION FOR THE FUTURE OF PROLIFERATION DETECTION 

In the coming year, we will be reformulating our program vision and estabUshing oitr strategic goals for the 
early ye^ of the new millennium. The rest of this section will summarize our initial ideas defrning general 
areas of interest. We actively solicit any comments and suggestions that you may have that will help us to 
refine, expand or redirect these concepts. We will be meeting in the near future to work with you to develop 
strategic plans. 

The current DOE sensor development activities have concentrated on the development of a unique set of 
prototype sensor systems to detect and identify suspected proliferation activities. Prototyping these sensors 
will absorb most of the Proliferation Detection resources for the next few years. We are reaching the point 
where the application of sensors currently under development will be sufficiently well understood so that 
their ability to provide sigmficant advancement in proliferation detection will be demonstrated in the next 3 
to 5 years. After that, significant resources will become available to fund projects to develop fully new 
^sor concepts. In the meantime, limited resources may be avaUable to fund concept exploration or the 
initial development of innovative concepts to address the following concerns. 

Sensor systems currently under development have small fields-of-view and result in low search sweep rates. 
We will need concepts for enlarging the field-of-view or otherwise increasing the search sweep rate. 
Alternatively, we are interested in the development of sensors that would “reduce” the size of the search 
area that confirmatoiy sensors would need to search. This would make the overaU detection and 
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identification processes more effective because of a significant reduction in the volume of data that would 
need to be processed by die confirmatory sensor systems. 

The utility of current proliferation detection tools will deteriorate, as their nature md vulnerabilities become 
widely known. Camouflage, denial, and deception can certainly degrade our nation’s ability to detect 
proliferation. We need new sensors that are more difficult to counter. New signatures must be exploited and 
methods must be developed to overcome denial and deception efforts. Furthermore, we must have tools 
that allow us to search beyond the large institutions of our traditional adversaries as the composition of the 
potential dneat evolves. 

The sensing systems that are now under development may cover large ^eas in very short periods of time 
with hi^ spatial resolution using hundreds of frequency bands. As a result these systems will generate huge 
quantities of data. This enormous flow of data win cause immense problems for storage on-board, 
fransmission, processing, display, interpretation, and archiving. This flow of data will have to be reduced to 
information useable by decision-makers who must make decisions about whether a proliferation event has. 
occurred, the nature of the event, and what should be done about it. Present processing systems are -ii 
incapable of handling such huge quantities of data. Innovative, imconventional, ad^tive, efficient, and 
effective processing algoridims along with pIatfonn>deplo}^le and ground-based, high-power processor 
hardware to implement them must be develbped, if the fuU potential of tomorrow’s remote sensing systems 
are to be realized. 

Once mformation is extracted, it must be combined with information from odier sources n^ing data fusion 
and model-based techniques for detection, identification and characterization of targets. This approach 
should not only support post data collection assessment, but have significant value in queuing sensor 
syst^ that can provide additional information of the right type to detect proliferation activity. Effective 
application of multi-source data also requires the devel<^ment of systematic data collection strategies. We 
will also be interested in methods to simultaneously use multiple sensors to improve the detection, 
identification, characterization, and monitoring of proliferation activities. 

A key component of future R&D projects will be the preplanned migration of DOE technology to systems 
capability, includmg the timisfer of know-how to industry to support eventual operational employment 
through competitive user agency acquisition. Our sponsored R&D should continuously advance the leading 
edge of science and technology for the purpose of advancing the stale-of-practice within the broader US 
national security arena. 
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OFFICE OF RESEARCH AND DEVELOPMENT, NN-20 

PROPOSAL/PROJECT LIFECYCLE PLAN 
PREPARATION GUIDE 


[The purpose of this guide is to enable first time proposers to the Office of Research and 
Development, NN-20, to prepare a proposal which has the correct information content for 
proposal evaluation, and to facilitate updating currently funded projects.] 



257 


A^ch^nt to App endbrEi Budffet Guidance 

U.S. Departmoit of Energy (BOE) 

Office of Nonproliferation and Naticnal Security (NN-1) 
Office of Research and Development (NN-20) 
PROPOSAL/PROJECT LIFECYCLE PLAN 


DATE: 

PROJECT NO. : * PROJECT STATUS : Awaiting Disposition 

TITLE : 

B&R CODE/DESCR This data will be entered by NN-20. 

HQ OFnCE : NN-20 LAB/CQNTRACTOR: 

HQ MANAGER : ** POINTS OF CONTACT : *•* 

FUNDING START DATE : 00/00/00 
FUNDING COMPLETION DATE : 00/00/00 
[these dates are entered by NN-20 at time of funding] 

FUNDING HISTORY 


OPERATING $ EQUIPMENTS OPERATING $ EQUIPMENTS 
EXECUTED PLANNED 

FY 1999 0 0 

FY2000 0 0 

FY2001 0 0 

FY2002 0 0 

FY 2003 0 0 


PROJECT DESCRIPTION : (OFHCIAL USE ONLY) 

[The project description is intraded to succinctly express why it is worthwhile to invest in this project Provide a brief summary of 
tire project objective, application, product, method and value to a user. This description is used by NN iqjper managem^ and 
provided to other agencies fcff research and development coordination. Please take extra care that this be well written and short 
{^proximately 560 characters car 8 lines).] 

PROJECT SUPPORTS: [Select the best one and no more than three from below****. NOTE: Do not enter Keywords that are 
not listed below.] 


• Project numbers are assigned at each laboratory in coordination with NN-20. Contact your designated liaison to NN-20 for 


•• Choose OTiyae manager name: Michael O'Coiindl, Ledie Casey, Stephen Herrick, or Robert Waldron, m 

the closea Pit^rara Area (see Biclosure 4). 

Enter up to 2 names, telephone numbers, and E-mail addresses, preferably the progr am manager first 
and a technical principal investigator second. 

**** Chemical/Biological Defense; CTBT; Man^ement; NPT; Nuclear Smuggling; Special Nuclear Material Controls- START 
ni; USQ and Law Enforcement 


i 
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STATEMENT OF WORK (NARRATIVE) 

Objective; 

[State the olgective of liie project] 

Application: 

[Describe the product and how the product is to be used; address die anticipated value of the information obtained fiom the 
deployment of the proposed system relative to proliferation detection application or fee treaty being si^ipoifed; and address any 
operational considerations (e.g., fleldability, access, coverage, etc.) and wliether the proposed system is sccaiaiio specific. 
Descnbehow the application would be achieved without the product of this project and how this product is better for the 
application than what is currently available.] 

User(s): 

[List the arganizations that would use flie product of die project and indicate whether or not the organizations have been ■! 
contacted and have a declared interest.] 

Prior Work: 

[Summarize the current state-of-the-art in the field, including bibbogr^hic references to pertinent reports and journal articles; diai 
cite previous work done by the proposer that is direedy relevant to tins Project lifecycle Plaa] 

Collaborators: 

pden^ any other government agencies, Umvereity or mdustrial involvement and'or planned partnerehips (e.g., CRADAs); 
identify any additional sponsors whose contributions will diiectiy affect the performance of this pKgect] 

Work for Others: 

[Specify prc^sal numbers and titles for related WFO projects.] 

Proposed Work and Scientific Basis: 

[Describe how the project will advance the statoof-the-art; describe what we will know tiiat we <10011; now know describe the 
scientific basis for die wori^ describe the expected new capabilities and quantify to the degree possible; describe the work that 
win done during this project; commerrt briefly at staff rerpiiraiients, capital equipment needs, unique expatise, capabilities, 
and racdihes to be used, etc. as ^jpropriate.] 

Research Issues: 

[List the technical issues that will be addressed durmg the project; include anticipated major technical hmdles and disenss cunent 
ideas for resolving them.] 
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I STATEMENT OF WORK (TASKING) FOR FY 

Durmg FY_ • the following tasks** will he perftpmKd to produce the associated technical deliverables: 
Taskl. 

[Describe task 1 and specdiy a dollar amount] 

*** Deliverables (see ftxmat next page) 

•**Milestoies (see fomiat next page) 

Task 2. 

[Describe task 2 and specify a dollar amount] 

^♦'^DeUverables 
*** Milestones 

[etc.] 


EQUIPMENT $ JUSTIFICATION: [coly items $25,000 and greater that will be capiialiw-H] 


• A separate task sheet should be filled out for each year proposed lor the lifecycle of the project 

** f*'™'!** ^ ^ independent singes of a project and can 

proceed either sequentially or in parallel. SmallpiqiectsmayliaveoolyQneQrtWDlnskBpcryearoffunding. 

•••List technical deliverables /milestones under the task that will produce them using Hie foonat shown on the next page. 
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FY 20_* SCHEDULED DEIJVERABLES: 

[DELIVERABLES arc Physical products such as reports c«r hardware. 

Two types of deUverables are tracked in PMIS: technical deliverables and management deliverables. Technical deUverables arc to be 
defined by the proposer in the space below. Management delivocables (i.e., quarterly progress reports and updates to the Project 
Liftcycle Plan) will be automaticaUy added into PMIS by the DOE®Q data entry person. Do not add management deliverables at the lab. 
Proposers should focus on identifying the technical deliverables. 

NOTE: Every project should have at least one technical deliverable in the March-April time frame to assist DOE in the out 
year renewal process.] 

DUE DATE COMPLETION DATF. 

/ / / / 

sends DOE/HQ 

II II 

sends DOE/HQ 


etc. 

FY 20_* SCHEDULED MILESTONES: 

[MILESTONES are: Non-physical events, such as major decision points, laiefiags or prescnutions, or steps in the research process. 
MILESTONES should be consistent with the Statement of Wodt,have scheduled dates and be representative of the research steps.] 

SCHEDULED DATE 

/ / 


/ / 


etc. 

* Enter both milestones and technical deliverables for eadi-fisc^ year. 

•• Milestones and DeUverables are not numbered; the FMIS orders the deUverables (and mUesrones) chronologically by due date and 
sorts them automatically when there are additions. 

**• For each Milestone and Deliverable, a scheduled drtte or due date (month/day/Vear) MUST be entered. 

•••• Final reports should also be sent to the DOE's Office of Scientific and Technical Information (OSTI), - 
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U.S. DEPARTMEPfT OF ENERGY 
OFFICE OF RESEARCH AND DEVELOPMENT, NN-20 
FY2000 PROGRAM GROUPING GUIDELINES 

The Department of Energy’s Office of Research and Development (NN-20) has a Project Management 
Information System (PMIS) Program Grouping Report with a three position field to sort on Program Grouping. 
For program grouping, each project will have one (1) numeral fiom each level in the order A-B-C.* 

ABC 

EXAMPLES: SL200 SNL Nuclear Material Analysis Program = 114 


LEVEL A - Funding 


1 = Currently Funded 

2 • Proposed 

3 - Awaiting 

4 ~ Retired 

5 - Will Not be Funded 


1 

Disposition 




LEVEL B — Application 


Michael O’ConneU LesUe Casey Stephen Herrick Robert Waldron 

Program Manager Program Manager Program Manager Director 


1 = Detection and 

2 = Treaty 

3 = Proliferation 


Deterrence 

Monitoring Program 

Detection Program 

Research and 

Technologies 



Development 

Program 



Activities 


LEVEL C - Program Groupings 


GROUPING 

1 

GC0401-01 

Genaal, Reserve 

GC0402-01 

Gaiaal, Reserve 

GC0403-01 

Genaal, Resave 

GC0404-01 

General, Resove 

GROUPING 

2 

GC0401-02 

Radiation Detecticn 
Tecbnologies 

GC0402-02 
Ground-Based Sj^tems 

GC0403-02 

Effluent Detection 

GC0404-02 

Reserved, 

Lab Su^xtit* 

GROUPING 

3 

GC0401-03 

Phasel 

GC0402-03 

Satellite InstrunKiitaticn 

GC0403-03 

H^^ical Detection 

GC0404-03 

Resaved, 

SBIR/STIR 

GROUPING 

4 

GC0401-04 

Fcraiacs, EfiSuent 

Research, Nixdear 
MafimalAna^^ 


GC0403-04 

Detection Etabling 
Tecbnc^ogies 

GC0404-04 

CbonicalBiok^ical 

Weqxms 

GROUPING 

5 

GC0401-OS 

Microsensors, Neural 
Netwcttks 





•Ah laboiatorySrj^xjrt in one project under Waldron, along with tasks iudenlifying who they support 
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CHECKLIST FOR QUARTERLY PROGRESS REPORTS 
QUARTERLY PROGRESS REPORT FOR THE PERIOD XXX-XXX, 19XX 

PROJECT TITLE: (use same project title used in the DOE/HQ PMS) 

DOE/HQ PROJECT NUMBER: aaxxx LAB/CONTRACTOR: xxxx 

B&R CODE: GCxxxxxxx DATE: (date quarterly prepared) 

PRINCIPAL lNVESTIGATOR(S): (name, organization, phone number) 

HQ PROJECT MANAGER: (manager name, NN-xx, (202) 586-xxxx) 

PROGRESS (BY TASK) DURING QUARTER: This should include: 

Statement of project progress on objectives, 

Statement of what was done during the quarter, 

Deliverable and milestone accompUshments/status; refer to deliverables and Milestones by 
their fiiU title and NOT by their number, and 
Discussion of any technical difficulties or breakthroughs. 

COMMENTS (BY TASK): This should include topics such as: 

Planned activities for next reporting period, 

- Any changes in schedule of ^estones or deliverables. 

Discussion of any anticipated tunding shortfalls. 

Requests or recommendations. 

General remarks. 

Discussion of spending progress against the cost plan, and 
Problems. 

FUNDING STATUS (BY TASK): 

OPER $ CAP $ 

UNCOSTED FROM PREVIOUS FY: 

CURRENT FY FUNDING: 

TOTAL FUNDING AVAILABLE: 

$ SPENT THIS QUARTER: 

$ SPENT YEAR-TO-DATE: 

$ REMAINING FOR THIS FY: 

ANTICIPATED UNCOSTED CURRENT FY FUNDS: 

TECHNICAL REPORTS/PRESENTATIONS (BY TASK): 

Include such information as titles of reports worked on or delivered during the quarter as well as dates and 
locations of briefings, or presentations. 
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INTERNATIONAL NUCLEAR SAFETY 

19. Senator Landrieu. General Gordon, how many reactors of the Chernobyl type 
are still operating, where are they, and what is NNSA planning to do about them? 

General Gordon. There are 13 RBMK (Chernobyl type) reactors still operating. 
Lithuania’s Ignalina nuclear power plant has two reactors. Eleven reactors are in 
Russia near her western border: four reactors at the Leningrad nuclear power plant 
located about 60 miles west of St. Petersburg, three reactors at the Smolensk nu- 
clear power plant located about 250 miles southwest of Moscow; and four reactors 
at the Kursk nuclear power plant located about 300 miles south of Moscow. 

There are also three plutonium production reactors which have a design similar 
to RBMK type reactors. They are located in Siberia, with two at Seversk and one 
at Zheleznogorsk. These reactors are even older and the least safe reactors in the 
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entire former Soviet Union. These three plutonium production reactors are still 
needed to provide heat and electricity to the local communities until replacement 
power is available in about 2006-2007. The administration is considering the possi- 
bility of implementing projects to improve near-term safety at the plutonium pro- 
duction reactors until replacement fossil power becomes available. 

Previously, the program has provided safety improvements in the areas of safety 
equipment upgrades, safety analysis, fire safety, and operational safety. For exam- 
ple: a safety parameter display system was completed at Kursk unit 2; an in-depth 
safety assessment was completed at Leningrad unit 2; fire safety improvements 
were implemented at the Smolensk plant; and at the Ignalina plant, excellent re- 
sults have been achieved in upgrading the control and protection systems, installing 
safety parameter display systems, and implementing emergency procedures. 

The program plans to continue with a limited set of projects to improve safety. 
Safety parameter display systems are being completed at Leningrad units 3 and 4. 
A project is underway to evaluate and mitigate pipe cracking problems due to inter- 
granular stress corrosion cracking. Our planned support emphasizes the area of 
safety assessments in order to identify tbe weakest and highest risk components 
and procedures. An in-depth safety assessment is in progress at Leningrad unit 1, 
and a review of the Kursk unit 1 safety analysis is planned. At the Ignalina plant, 
we are providing limited technical assistance to complete a safety analysis for unit 
2 . 


20. Senator Landeieu. General Gordon, the funds for these programs have been 
substantially reduced. What is the impact of the funding cuts? 

General Gordon. The reduced budget means that the program must reorient to- 
ward fewer and smaller safety projects, and more limited interactions between U.S. 
and Russian nuclear experts. As a result, the program will have less impact on the 
safety of the RBMK plants than otherwise would have been the case. These funding 
levels cannot support implementing specific upgrades at all 13 operating RBMK re- 
actors. Therefore, the program will complete more general safety culture upgrades 
such as improving quality control procedures, emergency operating instructions, and 
configuration management systems in order to have the widest possible impact on 
safety throughout the country. 

In Russia, support for safety analyses will be limited, and no support will be 
available for safe shutdown evaluations or fire safety improvements (although they 
have been identified by international experts as key areas of concern). In Lithuania, 
we will not be able to fund any new safety projects, nor to provide any support for 
decommissioning. 

Besides the 13 RBMK reactors and the three plutonium production reactors, there 
are 54 WER type Soviet-designed reactors operating in Russia, Ukraine, Bulgaria, 
Slovakia, Hungary, and the Czech Republic. Many of these reactors need help to im- 
prove their safety systems, safety procedures, and safety analyses. We plan to pro- 
vide very limited support to the Russian and Ukrainian reactors, but we will be un- 
able to provide support to those in Bulgaria and other countries. 

We feel the program may need to serve an increasingly important role, consider- 
ing that Russia plans to continue to operate its older reactors, including the 
RBMKs. In addition, with nuclear power as a key part of our national energy plan, 
it is important to minimize the risk of nuclear accidents abroad, as they would ad- 
versely impact the prospects for nuclear power in the United States. We hope that 
despite a smaller program with fewer nuclear safety projects, we will be able to con- 
tinue to have a meaningful impact on Russia’s ability to improve its nuclear safety 
and infrastructure. 


AVANGARD 

21. Senator Landeieu. General Gordon, how do we know that the Russians are 
really closing the Avangard plant? We have heard that the plant workers are de- 
manding that it not be closed. 

General Gordon. It is not surprising that the plant workers do not wish the plant 
to be closed. Warhead production is what they know best and, like people every- 
where, many of them wish to go on doing what is familiar to them. However, the 
Russian officials have reiterated in a number of public settings and private meetings 
their desire to close Avangard, a desire that makes sense in the light of post-Cold 
War realities. NCI worked directly with Avangard to reduce 10 percent of the facil- 
ity by moving the security fence line. Such cooperation suggests that the Russians 
are serious about their plan to close Avangard. 
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22. Senator Landrieu. General Gordon, will we have any transparency into this 
process? 

General Gordon. The best assurance of transparency is the continued involve- 
ment of the NCI program in Avangard’s transformation. NCI officials and their lab- 
oratory contractors were the first Westerners to enter the Avangard facility. If NCI 
moves forward with its plans to develop businesses in the Avangard technopark, 
this will also help ensure both the transparency and irreversibility of the closure 
process. The NCI approach to Avangard is to convert more and more of the site for 
commercial ventures that provide alternative employment to weapons scientists. 
The site floor space has already been reduced by 10 percent and we hope to keep 
reducing it by steady increments. 

23. Senator Landrieu. How will we know that they are not continuing nuclear 
warhead work? How do we know that the Avangard plant is not being used for a 
build-up in new tactical nuclear weapons? 

General Gordon. The Avangard plant is the oldest of the four Soviet-era nuclear 
plants; it has been in operation the longest, and its physical plant is the oldest, 
which is why MinAtom has selected it for early shut-down. From a manufacturing 
point of view, Russia would have to undertake a massive retooling and re-equipping 
of the plant to make new warhead production possible. In essence, they would have 
to build a wholly new production line, which likely would be observable through al- 
ternative technical means. 

At the same time, accelerating the decommissioning of the existing warhead pro- 
duction lines will remove Avangard permanently from nuclear operations. Restart- 
ing warhead work at a “clean” plant would be very expensive and time-consuming, 
and once Avangard is decommissioned, Russia would not be able to quickly restart 
operations there. Thus, providing NCI’s work not only reduces the current Russian 
weapons through-put, but also makes it harder to increase the level of production 
at Avangard as a result of its reduced size. 

24. Senator Landrieu. General Gordon, aren’t the Russians emphasizing nuclear 
weapons as a way to compensate for the weakness of their conventional forces? 

General Gordon. A debate has been ongoing in Moscow on this very issue, and 
it will probably be some time before we know its complete and final outcome. How- 
ever, we do know that President Putin has lately made some significant decisions 
that point toward that outcome. Marshal Sergeyev, the former Commander-in-Chief 
of the Strategic Rocket Forces (SRF) and, in latter days, the Minister of Defense, 
had been the proponent of a nuclear emphasis in Russian military strategy. He was 
removed from his position in March, and is now serving as an advisor to President 
Putin. Just a few weeks ago. General Vakovlev, the Commander-in-Chief of the 
Strategic Rocket Forces, lost his job. The position was downgraded to a commander, 
the job was given to an individual who is not an expert on nuclear weapons, and 
the SRF was placed under the Army. In the meantime. Chief of the General Staff 
Kvashnin, who during the debate has been a proponent of modernizing and 
strengthening Russia’s conventional forces, has seen his position strengthened. This 
seems to indicate that the Russians will be emphasizing conventional moderniza- 
tion, not nuclear weapons. However, I defer to the Intelligence Community for a 
more authoritative and detailed response to this question. 

25. Senator Landrieu. General Gordon, what happens if we don’t support efforts 
to shut down Avangard? If it’s so bad, won’t the Russians close it anyway without 
us? 

General Gordon. Ending nuclear activities at this plant takes a significant 
amount of money and resources, both in direct and indirect costs. Russia may, in 
time, be able to accomplish the job, but not by the end of 2001, as they have said 
they would like to do. They have said that they are ready to begin downsizing their 
nuclear weapons complex, but that they would like our help in order to accelerate 
the process. From the outset, this has been a major rationale for NCI, and it has 
given us unprecedented opportunities to work inside the Russian nuclear weapons 
complex. At this point, a delay or halt in U.S. funding under the NCI would have 
the effect of sustaining Russia’s capability to manufacture warheads at their current 
rate. 
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FUNDING DIVERSION 

26. Senator Landrieu. General Gordon, is there any evidence that funds from the 
DOE/NNSA nonproliferation programs have been diverted to nuclear weapons devel- 
opment programs? 

General Gordon. [Deleted.] 

27. Senator Landrieu. General Gordon, is there good cooperation between the 
DOE programs and the intelligence community? 

General Gordon. [Deleted.] 

28. Senator Landrieu. General Gordon, NNSA has been responsible for canning 
the spent fuel in North Korea as part of the Agreed Framework. Is there any evi- 
dence that this material has been diverted? 

General Gordon. There is no evidence to date that indicates North Korea has di- 
verted any of the canned spent fuel. The canned material, slightly under 8,000 spent 
fuel rods, is currently stored under water in 412 canisters at North Korea’s spent 
fuel storage facility in Nyongbyon, North Korea. The canisters have been sealed by 
the International Atomic Energy Agency (IAEA). The IAEA maintains a continuous 
monitoring presence at Nyongbyon, inspecting the seals on a recurring basis. In ad- 
dition, continuous coverage is provided by IAEA surveillance cameras. 


NUCLEAR CITIES 

29. Senator Landrieu. Ms. Jones, establishing a climate attractive to western 
business is hard. Doing business there is more difficult there, is even more difficult 
than doing business generally in Russia. 

How would you recommend attracting business to these sites, as opposed to just 
bringing some work to these sites? 

Ms. Jones. As noted in our report, Nuclear Nonproliferation: DOS’s Efforts to As- 
sist Weapons Scientists in Russia’s Nuclear Cities Face Challenges (May 3, 2001, 
GAO-01^29), there are numerous impediments associated with tr 3 ring to start 
businesses in the nuclear cities. The nuclear cities are geographically and economi- 
cally isolated, access is restricted for security reasons, and weapons scientists are 
not accustomed to working for commercial businesses. As a result, western busi- 
nesses are reluctant to invest in the nuclear cities. However, the successful collabo- 
ration of a major U.S. computer firm in the Russian nuclear city of Sarov dem- 
onstrates what can be accomplished over time if the skills of Russia’s weapons sci- 
entists are properly matched with the needs of business. This was the most success- 
ful commercial effort we observed in the nuclear cities and it has been undertaken 
without U.S. government assistance. This effort which began about 7 years ago em- 
ploys about 100 scientists who have cut all ties to Russia’s weapons institutes. The 
U.S. company representative responsible for developing this business effort told us 
that the key to establishing successful commercial ventures in the nuclear cities is 
to identify the skills and capabilities of the scientists and match their skills to the 
company’s specific business needs. For example, the company determined which sci- 
entists in Sarov had math and science backgrounds suitable for computer software 
development. These scientists were then trained by the company in software devel- 
opment and hired away from the Russian weapons institutes. We believe that the 
approach followed by this U.S. firm makes sense and could be used by other compa- 
nies seeking to employ Russian scientists. Furthermore, we believe that DOE can 
play an important role in identifying the skills and capabilities of scientists located 
in Russia’s nuclear cities and facilitating contacts between the scientists and U.S. 
companies interested in hiring them. 

30. Senator Landrieu. Ms. Jones, in your report, you suggest combining the Nu- 
clear Cities Initiative with the Initiatives for Proliferation Prevention Program. 

If this is done, what are the goals of the combined program? 

Ms. Jones. As noted in our report, both programs already share a common under- 
lying goal — the emplojunent of Russian weapons scientists in alternative, non- 
military scientific commercial activities. Scientists who are employed in sustainable 
nonweapons-related jobs will be financially able to move out of the weapons facili- 
ties which will assist in the downsizing of Russia’s weapons complex — another goal 
of doe’s efforts. Russian officials we met with told us that they are judging the suc- 
cess of doe’s programs by one standard — the creation of sustainable jobs. These 
Russian officials have criticized those projects, such as community development 
projects, that do not lead to employment opportunities or provide sustainable jobs 
for weapons scientists. We believe that DOE needs to concentrate its limited finan- 
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cial resources on those projects that will most realistically lead to sustainable em- 
ployment for weapons scientists. 

31. Senator Landeieu. Ms. Jones, if NCI and IPP are combined, what legislative 
changes would be needed to the language governing the IPP program and the lan- 
guage governing the NCI program? 

Ms. Jones. Both NCI and IPP operate under the same general statutory authority 
granted to the Department of Energy in 42 U.S.C. 5817(a), 42 U.S.C. 7112(10), and 
42 U.S.C. 5813(9). No changes would be necessary to any of these statutory authori- 
ties. The authorization acts, however, contain different requirements and restric- 
tions on the use of appropriated funds under each program. Section 3172 of the Na- 
tional Defense Authorization Act for Fiscal Year 2001 (P.L. 106-398) restricts the 
use of funds in the NCI program for the fiscal year. Section 3136(a) of the National 
Defense Authorization Act for Fiscal Year 2000 (P.L. 106-65) restricts the use of 
funds for the IPP program available in any fiscal year after fiscal year 1999. Some 
legislative alternatives for combining the programs are listed below. 

1. Congress could act now and 

(a) define the Initiative for Proliferation Program as including the Nuclear 
Cities Initiative activities. 

Congress could add a definition section for IPP that incorporates the defi- 
nition of NCI and transfers NCI 2001 appropriated funds to IPP, thus cre- 
ating one program that would operate under current IPP authorization re- 
quirements and restrictions. To do this. Congress would also need to revoke 
authorizing language that refers to NCI; or 

(b) enact more specific statutory authority, under which the combined pro- 
gram would operate. 

2. Congress could wait and combine the programs in fiscal year 2002 authoriza- 
tion act. 

Congress would set requirements in new authorizing language for the com- 
bined program. 

32. Senator Landeieu. Ms. Jones, does your recommendation imply that there 
should only be an IPP program with its fairly narrow focus? 

Ms. Jones. We would not characterize the IPP program as having a fairly narrow 
focus. The objectives of the IPP program are to (1) engage weapons scientists and 
institutes in productive nonmilitary work in the short term, and (2) create jobs for 
former weapons scientists in the high-technology commercial marketplace in the 
long-term. As noted in our report, IPP has funded over 100 projects in Russia’s nu- 
clear cities at a cost of over $13 million. The program also funds other projects at 
weapons institutes outside of the closed nuclear cities throughout Russia. 

We believe that combining the IPP and NCI programs could result in a more ef- 
fective and efficient consolidated effort incorporating the best aspects of both pro- 
grams. As noted in our report, both the IPP program and the NCI program share 
a common underlying goal — the employment of weapons scientists in nonmilitary 
work — and there is not a clear distinction between the two programs. Combining the 
two programs could alleviate many of the concerns we have with the implementa- 
tion of the NCI program. For example, the IPP program already has established lim- 
its on the amount of program funds to be spent in the United States and Russia 
as well as a strengthened project review and selection process. We believe that any 
consolidated effort should he flexible to allow for worthwhile projects initiated under 
the NCI program such as business training and development activities while con- 
centrating on those projects that lead to sustainable employment for weapons sci- 
entists. 

33. Senator Landeieu. Ms. Jones, the NCI program has an agreement governing 
how the Russian government treats programmatic funds for tax and other purposes, 
the IPP program does not. As a result, it works through the State Department-spon- 
sored International Science and Technology Center (ISTC) or under the NCI agree- 
ment. 

How important is this agreement to future efforts given Congress’ concern about 
not having programmatic funds taxed? 

Ms. Jones. While we believe the agreement is important, in our opinion, DOE 
could explore several options to avoid program funds from being taxed by the Rus- 
sian government. For example, if the IPP and NCI programs are combined the gov- 
ernment-to-government agreement between the United States and Russia for the 
Nuclear Cities Initiative can be renegotiated to accommodate the combined program. 
In addition, the IPP program seeks teix relief through the U.S. Civilian Research 
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and Development Foundation — a U.S. nonprofit organization. Under this arrange- 
ment, IFF funds are transferred to the Foundation, which provides tax-exempt pay- 
ments directly into the Russian project participants’ bank accounts. DOE could ex- 
plore whether this approach could also be used for all projects initiated under a pro- 
gram that consolidates the IFF and NCI programs. 

[Whereupon, at 3:56 p.m., the hearing was adjourned.] 
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OPENING STATEMENT OF SENATOR MARY L. LANDRIEU, 

CHAIRMAN 

Senator Landrieu. Good afternoon and let me welcome all of you 
to our Emerging Threats and Capabilities Subcommittee. I thank 
you for joining us this afternoon. I want to begin by thanking my 
most able ranking member. Senator Roberts, for his good work in 
this area, and look forward to working very closely with him as we 
did when our chairs were reversed. We have a wonderful relation- 
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ship and will work closely together. I welcome our other members, 
Senator Allard and Senator Hutchinson. Thank you for your inter- 
est and your involvement in this important subject. 

Let me just do one order of business before we start with opening 
statements. We welcome all of you as we said, but we had a slight 
problem this morning. We did not receive some of the written testi- 
mony in the usual, customary manner. So, I just want to, on the 
record, really encourage our witnesses to try to get their written 
material to the staff, which is very helpful to them in helping us 
to be prepared for the meetings. This is the second time today this 
has happened. Please be mindful of that for future hearings. 

We are going start with our first panel. We have a lot to cover. 
This is the last of the Emerging Threats and Capabilities Sub- 
committee budget hearings this year. Due to the late DOD budget 
request, the ability of this subcommittee to hold more budget hear- 
ings has unfortunately been constrained. However, we are going to 
do the best we can under a tight timeframe and think we have 
done the best we could do. 

As a result, we have a very full agenda to try to cover some of 
the matters that we were not able to cover before. We are here 
today to discuss the wide-ranging efforts of the Departments of De- 
fense and Energy to address weapons of mass destruction. 

Our witnesses today are Dr. Anna Johnson-Winegar, Deputy As- 
sistant to the Secretary of Defense for Chemical and Biological De- 
fense; Maj. Gen. Robert P. Bongiovi, Acting Director of the Defense 
Threat Reduction Agency; Dr. Susan Koch, Acting Assistant Sec- 
retary of Defense for Threat Reduction; and Robert Waldron, As- 
sistant Deputy Administrator for Nonproliferation Research and 
Engineering at the National Nuclear Security Administration of 
the Department of Energy. 

Today we will focus on the Cooperative Threat Reduction pro- 
grams, commonly known as Nunn-Lugar, and the research and de- 
velopment efforts to assist both the warfighter and the wider com- 
munity concerned broadly with weapons of mass destruction to de- 
tect, destroy, protect against, and stop the spread of weapons of 
mass destruction and weapons’ usable materials. We will also dis- 
cuss the U.S. efforts to destroy stockpiles of chemical munitions 
and stockpiles of chemical agents both in the United States and in 
Russia. 

In January, a task force co-chaired by former Senator Howard 
Baker and former White House Counsel Lloyd Cutler concluded, 
“the most urgent unmet national security threat to the United 
States today is the danger that weapons of mass destruction or 
weapons’ usable material in Russia could be stolen, sold to terror- 
ists or hostile nation-states and used against American troops 
abroad or our citizens at home.” This threat is real and our work 
today is important. The report went on to state that this threat is 
a clear and present danger to the international community as well 
as to American lives and liberties. 

The task force concluded that much has been done by the pro- 
grams that our witnesses here today represent, but much remains 
to be done. “Current nonproliferation programs in the Department 
of Energy, the Department of Defense, and related agencies have 
achieved impressive results thus far, but their limited mandate and 
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funding fall short of what is required to address adequately the 
threat.” 

Today we would like to review many of those efforts to deal with 
this situation. We would like to understand where we have suc- 
ceeded and where we have failed; how we can improve and the bar- 
riers left to achieving those results. Again, I welcome you all and 
look forward to hearing from each of you. I would at this time wel- 
come any opening statement from our able ranking member, Sen- 
ator Roberts, and then in turn the members who are present. After 
those opening statements we will hear from our panelists and then 
proceed to a round of questioning of whatever time will allow us. 

Senator Roberts. 

STATEMENT OF SENATOR PAT ROBERTS 

Senator Roberts. Thank you. Madam Chairman. I would like to 
extend a very warm welcome to the witnesses this afternoon. Your 
work on the U.S. programs, as the chairman has indicated, that ad- 
dress the threats posed by weapons of mass destruction both at 
home and abroad represent some of our country’s most important 
national security efforts. So, I want to thank you for your tireless 
work. I want to thank you for your dedication to this very critical 
mission. I want to thank you for the time and attention you have 
placed in preparing your remarks for this hearing. I know it is a 
tough job. As a matter of fact, we were working on my statement 
as of last night, so I stand guilty as you are. I look forward to re- 
ceiving your testimony. 

The subcommittee has had a tradition of holding hearings that 
examine how the United States is implementing programs designed 
to address the present and future threats to the United States. We 
have held hearings in the subcommittee on cyber threats and criti- 
cal infrastructure protection, terrorism, weapons of mass destruc- 
tion, civil support teams, nonproliferation and Russian threat re- 
duction programs, science and technology research and develop- 
ment, and joint experimentation. That’s pretty wide pasture. Our 
jurisdiction is indeed broad. These hearings have established what 
I hope is a solid record of accomplishment and challenges in meet- 
ing the emerging threats that face our Nation. 

Today’s hearing actually compliments the topics that the sub- 
committee has examined over the past 2 years. The programs we 
will hear about from you attempt to enhance U.S. strategic capa- 
bilities by developing and implementing technologies that give us 
the leading edge over known and potential adversaries, and provide 
the United States the ability to monitor arms control agreements. 
These programs combat threats posed by weapons of mass destruc- 
tion either by improving security, as the chairman has indicated, 
or by eliminating the chemical, biological, and nuclear threats 
posed by these stockpiles. Finally, these programs augment the 
U.S. efforts to detect, deter, and protect vital national security in- 
terests to meet the challenges posed by the evolving threats of the 
21st century. 

I cannot stress enough how important this work is and what a 
great supporter I am of the mission and your work and your dedi- 
cation. I hope today’s hearings will illustrate that point. I am par- 
ticularly pleased that we will have an opportunity to discuss the 
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U.S. chemical weapons demilitarization program. The $1.2 billion 
requested by the administration for this program will be necessary 
to support ongoing destruction operations, bring new facilities on- 
line, and ensure the safety of citizens in communities and towns 
adjacent to the destruction facilities. 

This subcommittee has been very supportive of this program and 
I intend to maintain that tradition. I will note, however, that the 
U.S. chemical weapons program is not without its share of prob- 
lems. There have been growing concerns about oversight and man- 
agement of the program. Many members of this subcommittee, as 
well as Senators Shelby and McConnell, have been outspoken in 
this regard. Congress, through the work of this subcommittee, has 
repeatedly directed the Secretary of Defense to take a greater over- 
sight role in this program. 

Despite the public law that states that no one service will bear 
the financial burden of this program, the budget request for this 
program is included in the Army procurement account. That means 
that as a result, the decisions affecting Black Hawk helicopters, 
Abrams tanks, or M-16 rifles could impact or be impacted by fund- 
ing for this program. Executing the chemical demilitarization pro- 
gram and meeting our obligations under the Chemical Weapons 
Convention is a national priority and should receive a commensu- 
rate degree of oversight from the Secretary of Defense. I am look- 
ing forward to hearing from Dr. Winegar on what steps have been 
taken to address these concerns. 

Now we have received your budget request for fiscal year 2002. 
I hope you will be able to provide the subcommittee today with a 
clear and detailed discussion of how your budget request meets 
your mission and what you expect to accomplish with these re- 
quested funds. Shortly the subcommittee, as the chairman has in- 
dicated, will begin marking up the bill. I expect your testimony will 
contribute to the subcommittee’s oversight role in the mark-up 
process, so we look forward to your statements and answers to your 
questions. 

I would say again to the chairman, thank you for holding this 
hearing and this concludes my opening remarks. 

Senator Roberts [presiding]. I would assume now acting as my 
role of chairman emeritus of the Emerging Threats and Capabilties 
Subcommittee, I would recognize the distinguished Senator from 
Arkansas. 


STATEMENT OF SENATOR TIM HUTCHINSON 

Senator Hutchinson. Thank you, Mr. Chairman. I will be brief. 
We have a vote ongoing so I will make this opening statement very 
quickly so we can begin receiving testimony. I want to thank you 
for being here. I want to thank the panel for their willingness to 
detail specifically the budget requests. As the chairman mentioned, 
the chemical demilitarization program should be a top national pri- 
ority. Pine Bluff, Arkansas, the Pine Bluff Arsenal, is one of the 
prime sites of the Department of Defense chemical demilitarization 
program. So, I am very interested in the budget numbers regarding 
that program and, as Senator Roberts said, the oversight by the 
Department of Defense. 
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I will spend the bulk of my time during the questioning to dis- 
cuss an issue that I think is very important not only to our na- 
tional security but also to our force protection — that is the need for 
a vaccine production facility — a government-owned contractor-oper- 
ated (GOCO) facility, the failure of the current program and the 
need to accelerate. I am disappointed that the administration only 
included $700,000 for this program. I think it needs to be acceler- 
ated. 

There is an article in the Chicago Tribune that appeared just last 
week regarding two deaths that occurred at the Great Lakes Naval 
Training Center; two of our recruits died of viral infections. It has 
been linked to the failure to vaccinate these recruits and the ces- 
sation of the production of the vaccine that would have protected 
them back in the 1970s because the manufacturing company deter- 
mined that they could not make money at it; that there was a very 
small demand for the product and therefore it was not profitable 
for them in terms of revenue. That is what commercial companies 
do and I think that is the compelling reason that if we are going 
to protect our men and women in uniform, we need to have a 
GOCO vaccine production facility. So, I am going to have a few 
questions regarding that. 

I thank you for being here and I look forward to your testimony. 

Senator Roberts. Senator, we have a vote that I did not realize 
that we would have so quickly and there are about 9 minutes left. 
I know the chairman wants to hear your testimony directly. I do 
as well. Usually we try to rotate back and forth in the interest of 
time, but we put you off so much now, I think you might as well 
sit back and relax for about 15 minutes and we will go vote. We 
will declare the subcommittee in a temporary recess until we come 
back from voting. We apologize. [Short recess.] 

Senator Landrieu [presiding]. We thank you all for your pa- 
tience. I appreciate it. We are going to wait just a moment because 
our members are very interested in the testimony. So, if everybody 
will just be at ease for a few minutes and they will be making their 
way back from this vote. [Pause.] 

We thank you all for your patience. I believe Senator Allard has 
an opening statement. 

STATEMENT OF SENATOR WAYNE ALLARD 

Senator Allard. Madam Chairman, I do. In light of our being 
behind schedule, I am just going to ask permission that we put it 
in the record in its full context. 

Senator Landrieu. Without objection. 

[The prepared statement of Senator Allard follows:] 

Prepared Statement by Senator Wayne Allard 

Thank you Madam Chairman, 

I want to thank all of you for coming here today. Cooperative threat reduction, 
nonproliferation research engineering, and chemical weapons demilitarization are 
areas of significant importance to the United States and the world. We saw today 
at the earlier ballistic missile defense hearing that the United States is working to 
assure our security on all fronts. Just as we prepare a ballistic missile threat de- 
fense, we must also prepare defenses for the other major threats of our times. Non- 
proliferation, cooperative threat reduction, and BMD are together a “defense in 
depth” and each area needs development. 
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The Cooperative Threat Reduction Program has had great success in reducing the 
number of ballistic nuclear missiles that can threaten us and our allies. Addition- 
ally, the National Nuclear Security Administration’s Nonproliferation and Verifica- 
tion Research and Development Program has been successful at tracking and limit- 
ing the proliferation of nuclear threats. These endeavors coupled with our success 
in creating a robust missile defense system will certainly provide us a more secure 
world environment. 

In 1997, the Senate agreed to ratify the Chemical Weapons Convention. Meeting 
the milestones prescribed in this treaty is critical to our reputation and our credibil- 
ity on the world stage. The destruction process at the Pueblo Army Depot in Colo- 
rado has shown the potential to hinder our compliance to the treaty, but I will con- 
tinue to insist that all responsible parties work to avoid this. 

Thank you, I look forward to hearing today on the progress of these programs. 

Senator Landrieu. Thank you, Senator. I think we are ready for 
our panelists to begin. Dr. Winegar, please proceed. 

STATEMENT OF DR. ANNA JOHNSON-WINEGAR, DEPUTY AS- 
SISTANT TO SECRETARY OF DEFENSE (CHEMICAL AND BIO- 
LOGICAL DEFENSE) 

Dr. Winegar. Madam Chairman and distinguished members of 
the subcommittee, I wish to thank you for the opportunity to ap- 
pear before this subcommittee today to discuss the United States’ 
chemical demilitarization program. I am Dr. Anna Johnson- 
Winegar, but for simplicity’s sake. Dr. Winegar is fine for address- 
ing. I am the Deputy Assistant to the Secretary of Defense for 
Chemical and Biological Defense Programs. My office is the single 
focal point within the Office of the Secretary of Defense responsible 
for oversight, coordination, and integration of the chemical and bio- 
logical defense programs, counterproliferation support, chemical de- 
militarization, and assembled chemical weapons assessment pro- 
grams. 

Today I would like to highlight for you the major changes that 
the Department of Defense is implementing with regard to the 
United States chemical demilitarization program. As you well 
know, Mr. E.C. (Pete) Aldridge was confirmed as the Under Sec- 
retary of Defense for Acquisition, Technology and Logistics in the 
second week of May. On May 21, after examining concerns related 
to program cost, schedule and management. Secretary Aldridge di- 
rected that this program be categorized as an acquisition category 
ID program. This change is intended to streamline future decisions 
and oversight authority. It is also consistent with the size and 
scope of this program, the international treaty obligations, and the 
level of local, state, and Federal interest in the safe and timely de- 
struction of our Nation’s chemical weapons stockpile. 

In this capacity. Secretary Aldridge will oversee a defense-wide 
review that will provide him with a comprehensive assessment of 
our entire chemical demilitarization program. This defense acquisi- 
tion executive review, and I will call it the DAE review, is an ex- 
tensive and rigorous process that was initiated approximately 1 
year ago when the Under Secretary of Defense for Acquisition, 
Technology and Logistics — Dr. Jacques Gansler at that time — di- 
rected this total review of all program components. This includes 
the chemical stockpile disposal, chemical stockpile emergency pre- 
paredness, alternative technologies and approaches, non-stockpile 
chemical materiel, and the assembled chemical weapons assess- 
ment programs. 
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As the status and future plans of each of these areas is exam- 
ined, the following issues will be covered: The Chemical Weapons 
Convention compliance, life cycle cost estimates, program plans for 
closure of the stockpile facilities, and other organizational issues 
related to program management. This DAE review is scheduled to 
be held the first week of September. 

Another important focus of this review is the need to select a de- 
struction technology for the chemical weapon stockpiles stored in 
Pueblo, Colorado and Blue Grass, Kentucky. In accordance with 
Public Law 105-261, the Department is performing detailed assess- 
ments of the associated costs, scheduling, and safety of incineration 
and the alternative candidate technologies for those sites. This por- 
tion of the DAE review will occur in the spring 2002 timeframe in 
order for the technology decision to be made consistent with the 
final environmental impact statements and the subsequent records 
of decision for the Pueblo and Blue Grass sites. 

In closing, I wish to reemphasize that the Department’s intention 
to address chemical demilitarization program management issues 
underscores our commitment to strengthening and improving over- 
all organizational effectiveness. Change has already begun at the 
top with future changes expected to positively impact different as- 
pects at all levels of program management. 

As we work our way through the DAE review, the Department 
will develop its recommendation for a decision on how to proceed 
in demilitarizing our Nation’s chemical stockpiles. I welcome your 
comments on every aspect of how our program is proceeding. I also 
welcome the opportunity introduced by Senator Hutchinson to ad- 
dress his issues and concerns about the GOCO vaccine facility, 
which also falls under my purview. 

I thank you again Madam Chairman and this entire subcommit- 
tee for inviting me to testify here today and I look forward to work- 
ing with each of you to advance our common goals of the safe and 
complete elimination of our Nation’s chemical weapons stockpile 
and the furtherance of our chemical and biological defense pro- 
grams. Thank you. 

[The prepared statement of Dr. Winegar follows:] 

Prepared Statement by Dr. Anna Johnson-Winegar 

Madam Chairman and distinguished subcommittee members, I wish to thank you 
for the opportunity to appear before this subcommittee today to discuss the United 
States chemical demilitarization program. I am Dr. Anna Johnson-Winegar, Deputy 
Assistant to the Secretary of Defense for Chemical and Biological Defense. My office 
is the single focal point within the Office of the Secretary of Defense responsible for 
oversight, coordination, and integration of the chemical and biological defense, 
counterproliferation support, chemical demilitarization, and Assembled Chemical 
Weapons Assessment (ACwA) Programs. 

RECENT PROGRAM CHANGES 

Today I would like to highlight for you the major changes the Department of De- 
fense is implementing with respect to the United States chemical demilitarization 
program. As you well know, Mr. E.C. (Pete) Aldridge was confirmed as the Under 
Secretary of Defense (Acquisition, Technology, and Logistics) in the second week of 
May. On May 21, after examining concerns related to program cost, schedule, and 
management. Secretary Aldridge directed that the program be categorized as an ac- 
quisition category-ID program. This change is intended to streamline future deci- 
sions and oversight authority. It is also consistent with the size and scope of this 
program, international treaty obligations, and the level of local, state, and Federal 
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interest in the safe and timely destruction of our Nation’s chemical weapons stock- 
pile. 

In this capacity, Secretary Aldridge will oversee a defense-wide review that will 
provide a comprehensive assessment of our entire Chemical Demlitarization Pro- 
gram. The Defense Acquisition Executive (DAE) review is an extensive and rigorous 
process that began approximately 1 year ago when the Under Secretary of Defense 
for Acquisition, Technology and Logistics directed a total program review. Subse- 
quently, special panels consisting of cost, schedule and program analysts from the 
Program Manager for Chemical Demilitarization (PMCD) and PM ACWA were es- 
tablished and have met consistently for the purpose of conducting a review of each 
program component. This includes chemical stockpile disposal, chemical stockpile 
emergency preparedness, alternative technologies and approaches, non-stockpile 
chemical materiel and the assembled chemical weapons assessment. As the status 
and future plans for each of these areas is examined, the following issues will be 
covered: Chemical Weapons Convention (CWC) compliance, life cycle cost estimates, 
program plans for closure of the stockpile facilities, and other organizational issues 
related to program management. The DAE review is scheduled to be held the first 
week of September. 

Another important focus of this review is the need to select a destruction tech- 
nology for the chemical weapon stockpiles stored in Pueblo, Colorado and Blue 
Grass, Kentucky. In accordance with Public Law 105-261, the Department is per- 
forming detailed assessments of the associated costs, schedules, and safety of incin- 
eration and the candidate technologies for those sites. Our analysis also carefully 
considers public acceptability as a critical factor. We realize that we owe the com- 
munities our best, not necessarily the easiest, solution to the problem we face. This 
portion of the DAE review will occur in the spring 2002 time frame, in order for 
the technology decision to be made consistent with the final environmental impact 
statements and subsequent records of decision for the Pueblo and Blue Grass sites. 
The Draft Environmental Impact Statement for Pueblo was released May 9, 2001 
with a 45-day public comment period that was extended an additional 46 days and 
will end August 8, 2001. The Blue Grass Draft Environmental Impact Statement 
is expected to be released by the first quarter fiscal year 2002. 

PROGRAM STATUS 

This year the chemical demilitarization program will enter a critical phase, with 
two new facilities scheduled to begin operational verification testing (systemization), 
and with Tooele chemical demilitarization facility continuing full-scale operations at 
our largest stockpile site. The state-of-the-art features at these facilities and ability 
to handle the throughput rates are unparalleled on a global scale. These efforts are 
indeed recognized by the international community as a major step towards contin- 
ued compliance with the Chemical Weapons Convention (CWC) destruction dead- 
lines. I am pleased to report that as of July 5, 2001, the United States had de- 
stroyed 20 percent of the stockpile that existed when the CWC entered into force 
4 years ago. The interim deadlines set forth in the CWC require 20 percent destruc- 
tion by April 29, 2002, putting us nearly 10 months ahead of the milestone. 

FINAL REMARKS 

In closing, I wish to reemphasize that the Department’s intention to address 
chemical demilitarization program management issues underscores our commitment 
to strengthening and improving overall organizational effectiveness. Change has al- 
ready begun at the top, with future changes expected to positively impact different 
aspects and levels of program management. As we work our way through the DAE 
review, the Department will develop its recommendation for a decision on how to 
proceed with demilitarizing our remaining chemical stockpile sites. I welcome your 
comments on every aspect of how our program is proceeding. I thank you. Madam 
Chairman, and this subcommittee for the opportunity to testify today. I look forward 
to working with you to advance our common goal of the safe and complete elimi- 
nation of our Nation’s chemical weapon stockpile. 

Senator Landrieu. Thank you very much. 

General Bongiovi. 
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STATEMENT OF MAJ. GEN. ROBERT P. BONGIOVI, USAF, ACT- 
ING DIRECTOR OF THE DEFENSE THREAT REDUCTION 

AGENCY 

General BoNGiovi. Thank you. Madam Chairwoman and mem- 
bers of the subcommittee, I am Maj. Gen. Robert Bongiovi, the Act- 
ing Director of the Defense Threat Reduction Agency. I am pleased 
to have this opportunity today to testify on the mission of the agen- 
cy. I would like to summarize my statement and request that it be 
included in its entirety in the record. 

Senator Landrieu. Without objection. 

General Bongiovi. The Defense Threat Reduction Agency, com- 
monly referred to as “DTRA”, was established in October 1998 as 
part of the Defense Reform Initiative. The intent was to consolidate 
within one agency most of the DOD organizations executing weap- 
ons of mass destruction, or WMD-related missions, except for the 
Title 10 responsibilities of the services. This new, focused agency 
was intended to enhance overall Department understanding of the 
WMD threat and facilitate appropriate responses. Today, DTRA is 
far more than just the sum of its merging organizations. It is an 
innovative thinker and responder to the WMD challenge. 

Before proceeding further, it might be helpful to define the term 
“weapons of mass destruction” or WMD. The definition encom- 
passes nuclear, chemical, and biological weapons. However, it also 
includes radiological, electromagnetic pulse, and other advanced or 
unusual weapons capable of inflicting mass casualties or wide- 
spread destruction. In addition, conventional high explosive de- 
vices, such as those used in attacks on Khobar Towers and the 
U.S.S. Cole, are legally and operationally considered to be WMD. 

Although the spectrum of our mission is large, it can be simply 
divided into four major functions: WMD combat support, technology 
development, threat control, and threat reduction. I will summarize 
each of these in my following remarks. The WMD combat support 
function provides operational and technical support to the Joint 
Chiefs of Staff, the warfighting commanders in chief, the CINCs, 
and the services to engage the threat and challenges posed to the 
United States, its forces, and allies by WMD. For example, DTRA 
provided targeting and consequence management support to the 
Joint Staff and a U.S. -European Command during Operations 
Desert Fox and Allied Force. In conjunction with the Commander 
in Chief, U.S. Strategic Command and the services, DTRA devel- 
oped the first DOD Nuclear Mission Management Plan to sustain 
the U.S. nuclear deterrent in the years ahead. 

At the direction of the Chairman, Joint Chiefs of Staff, DTRA 
will integrate threat reduction support and response capabilities 
into the warfighters’ contingency plans, operational plans, and the- 
ater engagement plans. Also at the direction of the Chairman, 
DTRA performs as many as 100 force protection assessments of 
U.S. military installations at home and abroad each year. These as- 
sessments identify ways in which base commanders can improve 
their force protection posture. At the direction of OSD, we also per- 
form more detailed balanced survivability assessments of critical 
facilities. 

The technology development function develops, manages, and co- 
ordinates research and development activities underpinning other 
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DTRA functions. The DTRA technology development function in- 
cludes programs to provide both offensive and defensive tools to the 
warfighter; develop technology needed to support arms control; 
manage nuclear weapons effects simulators and simulation; and de- 
velop radiation hardening of microelectronics for the protection of 
our weapon and space systems. 

DTRA managed the Advanced Concept Technology Demonstra- 
tion Program that developed the advanced unitary penetrator and 
hard target smart fuze used in Operation Allied Force in the 
former Yugoslavia. DTRA munitions effectiveness tools for the de- 
feat of hardened/deeply buried targets and consequence manage- 
ment tools are in wide use. Among our top R&D priorities are im- 
proved tunnel and hardened/deeply buried defeat capabilities with 
emphasis on stand-off attack, faster detectors for chemical and bio- 
logical agents, improved counterforce planning tools, and terrorist 
device defeat tools. 

The third function, threat control, maintains U.S. technological 
security through policy execution, implementation of technology se- 
curity programs, and compliance and enforcement. It includes in- 
spection, escort, and monitoring missions to help ensure compliance 
with arms control agreements and new non-treaty means of threat 
control. Major accomplishments within the threat control function 
include the establishment of the congressionally-mandated program 
to monitor foreign launches of U.S. satellites; reengineering and re- 
vitalization of the DOD export control process; and successful com- 
pletion of all arms control missions. 

Finally the threat reduction function centers on the execution of 
the Cooperative Threat Reduction or “Nunn-Lugar” program. This 
program assists the eligible states of the former Soviet Union with 
the dismantlement of WMD and reduces the threat of WMD pro- 
liferation. Specifically, it destroys strategic delivery systems, stores 
and safeguards fissile materials, and improves safeguards for WMD 
materials and warheads. 

Although our focus will remain on the warfighters, DTRA con- 
tributes to efforts to counter WMD terrorism at home. We share 
our WMD expertise with the Department of Justice, FEMA, the 
Center for Disease Control, and other Federal, state and local offi- 
cials. DTRA also maintains an operation center that provides the 
warfighters and government officials on line access to a wide range 
of WMD expertise. 

DTRA also assists interagency exercise planning. We have identi- 
fied issues that national, state and local decision-makers would 
face should such an event occur. At the national level, we have 
worked directly and regularly with officials as senior as the Attor- 
ney General. Moreover, we have an important relationship with the 
Joint Forces Command’s Joint Task Force for Civil Support. As a 
combat support agency, we offer planning, exercise, operational, 
legal, and public affairs support to this Joint Task Force. 

I will conclude by noting that the Defense Department and Con- 
gress agree that WMD challenges continue to evolve and grow. 
DTRA is an important response to this threat. Our mission contin- 
ues to expand. I thank you for your past support of DTRA and re- 
spectfully request your support for our fiscal year 2002 program. 
Thank you. I would be pleased to answer your questions. 
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[The prepared statement of Major General Bongiovi follows:] 

Prepared Statement by Maj. Gen. Robert P. Bongiovi, USAF 

Madam Chairwoman and members of the subcommittee, I am Maj. Gen. Robert 
Bongiovi, the Acting Director of the Defense Threat Reduction Agency. I am pleased 
to have this opportunity today to testify on the mission of the agency. I would like 
to summarize my statement and request that it be included in its entirety in the 
record. 

The Defense Threat Reduction Agency, commonly referred to as “DTRA”, was es- 
tablished in October 1998 as part of the Defense Reform Initiative. The intent was 
to consolidate within one agency most of the DOD organizations executing WMD- 
related missions, except for the Title 10 responsibilities of the services. This new, 
focused agency would enhance overall Department understanding of the WMD 
threat and facilitate appropriate responses. Today, DTRA is far more than just the 
sum of its merging organizations. It is an innovative thinker and responder to the 
WMD challenge. 

Before proceeding further, it may be helpful to define the term “weapons of mass 
destruction” or WMD. The definition encompasses nuclear, chemical, and biological 
weapons. However, it also includes radiological, electromagnetic pulse, and other ad- 
vanced or unusual weapons capable of inflicting mass casualties or widespread de- 
struction. In addition, conventional high explosive devices, such as those used in the 
attacks on Khobar Towers and the U.S.S. Cole, are legally and operationally consid- 
ered to be WMD. 

Although the spectrum of our mission is large, our missions can be simply divided 
into four major functions: WMD combat support, technology development, threat 
control, and threat reduction. I will summarize each of these in my following re- 
marks. 

The WMD combat support function provides operational and technical support to 
the Joint Chiefs of Staff, the warfighting commanders in chief, and the services to 
engage the threat and challenges posed to the United States, its forces and allies 
by WMD. Program activities include: 

• Support for the planning, safety, security, and reliability of the nuclear 
deterrent; 

• Warfighter support across the spectrum of threats and capabilities to in- 
clude expanded support for CINC contingency plans, operational plans, and 
theater engagement plans; and 

• Assessments of the vulnerabilities of U.S. military installations to terror- 
ist threats. 

DTRA WMD combat support has aided the Joint Staff and Commander, U.S. Eu- 
ropean Command with targeting decisions during Operations Desert Fox and Allied 
Force. DTRA has also developed, in conjunction with the Commander in Chief, U.S. 
Strategic Command, and the services, the first DOD Nuclear Mission Management 
Plan to sustain the U.S. nuclear deterrent in the years ahead. A top priority for 
DTRA at the direction of the Chairman of the Joint Chiefs of Staff is the integration 
of threat reduction support and response capabilities into the warfighters’ plans — 
that is, providing them the offensive and defensive tools to prevail in WMD environ- 
ments. Also at the direction of the Chairman, DTRA performs as many as 100 force 
protection assessments of U.S. military installations at home and abroad. These as- 
sessments identify ways in which base commanders can improve their force protec- 
tion posture. At the direction of OSD, we also perform more detailed balanced sur- 
vivability assessments of critical facilities. 

The technology development function develops, manages, and coordinates research 
and development (R&D) activities underpinning other DTRA functions. It is impor- 
tant to understand that DTRA is an integrator and shaper of technology rather than 
a “bench science” R&D center. We reach out to wherever the needed technology ex- 
ists, bringing together diverse ideas and capabilities, and shaping them into inte- 
grated R&D programs responsive to the needs of the warfighters. We rely heavily 
on a contractor base, including the DOE national labs, for the performance of the 
R&D we manage. As appropriate, DTRA either develops and delivers the final prod- 
uct direct to the customer, or provides the technology to the services or other appro- 
priate organization for final refinement and fielding. Conceptually, we strive to dedi- 
cate 75 percent of our technology development to identified requirements while fo- 
cusing about 25 percent on new concepts we can “push” to customers. 

The DTRA technology development mission includes efforts to: 

• Develop and test systems to characterize and strike WMD sites; 

• Provide both offensive and defensive tools to the warfighter; 
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• Develop technology needed for DOD engagement activities involving arms 
control implementation, verification, monitoring, and inspection require- 
ments; 

• Manage nuclear weapons effects simulators and simulation; 

• Develop radiation hardening of microelectronics for the protection of our 
weapon and space systems; and 

• Provide electromagnetic pulse (EMP), radiation, blast, thermal effects 
data and related next generation technologies. 

Products developed by DTRA have been used operationally. DTRA managed the 
ACTD that developed the advanced unitary penetrator and hard target smart fuze 
which were used in Operation Allied Force in the former Yugoslavia. Our munitions 
effectiveness tools are widely used for the defeat of hard and deeply buried targets. 
DTRA consequence management tools have also supported operations worldwide 
and are relied upon by domestic first responders to WMD events. Among our top 
R&D priorities are improved tunnel and hardened/deeply buried defeat capabilities 
with emphasis on stand-off attack, faster detectors for chemical and biological 
agents, improved counterforce planning tools, and terrorist device defeat tools. 

The threat control function maintains U.S. technological security in three basic 
areas: policy, implementation, and compliance and enforcement. It includes inspec- 
tion, escort, and monitoring missions to help ensure compliance with arms control 
agreements; and new non-treaty means of threat control. 

Major accomplishments within the threat control function include the establish- 
ment of the congressionally-mandated program to monitor foreign launches of U.S. 
satellites; re-engineering and revitalization of the DOD export control process; and 
successful completion of all arms control missions. 

The threat reduction function centers on the execution of the Cooperative Threat 
Reduction or “Nunn-Lugar” program. This program assists the eligible states of the 
former Soviet Union with the dismantlement of WMD and reduces the threat of 
WMD proliferation. Specifically, it destroys strategic delivery systems, stores and 
safeguards fissile material, and improves safeguards for WMD materials and war- 
heads. Under this program, 5,580 strategic warheads have been deactivated, 428 
ICBMs destroyed, 388 ICBM silos eliminated, 87 strategic bombers eliminated, 483 
long-range nuclear air-launched cruise missiles destroyed, 20 ballistic missile sub- 
marines destroyed, 352 submarine ballistic missile launchers eliminated, 217 sub- 
marine-launched ballistic missiles eliminated, and 194 nuclear test tunnels and 
holes sealed. 

DTRA performs these missions with 2,000 personnel primarily concentrated in 
northern Virginia and New Mexico. We also have people literally across the globe. 
The workforce is divided nearly equally between civilians and military personnel. 

The DTRA budget request for fiscal year 2002 is over $1.1 billion. However, we 
will also provide executive management for the approximately $900 million Joint 
Chemical/Biological Defense Program. We also assist the Ballistic Missile Defense 
Organization and other U.S. Government organizations on a reimbursable basis. For 
example, the interagency Technical Support Working Group funds many of our blast 
mitigation and structural response field tests in order to make government facilities 
safer against car and truck delivered high explosives attack. 

Although our mission spectrum is wide, our focus remains on supporting the 
warfighters. DTRA is a combat support agency and, therefore, subject to direct 
tasking by the Chairman of the Joint Chiefs of Staff, as well as the Secretary of 
Defense. 

Although our focus will remain on the warfighters, we make important contribu- 
tions to efforts to counter WMD terrorism at home. The Department of Defense does 
not have the lead responsibility for responding to acts of WMD terrorism within the 
United States. However, as the Department would likely be called upon should such 
an event occur, DTRA assists both preparedness and consequence management ac- 
tivities. 

We share our WMD knowledge with the Department of Justice, FEMA, the Cen- 
ters for Disease Control, and other Federal, state, and local officials. DTRA also 
maintains an operations center that provides the warfighters and government offi- 
cials on-line access to a wide range of WMD expertise. DTRA also assists inter- 
agency exercise planning. We have also aided with the identification of issues that 
national, state, and local decision-makers would face should such an event occur. 
At the national level, we have worked directly and regularly with officials as senior 
as the Attorney General. Moreover, we have an important relationship with the 
Joint Forces Command’s Joint Task Force for Civil Support. As a combat support 
agency, we offer planning, exercise, operational, legal, and public affairs support to 
this Joint Task Force. 
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I will conclude by noting that DOD and Congress agree that WMD challenges con- 
tinue to evolve and grow. For fiscal year 2002, DTRA is requesting a budget growth 
for its R&D and mission-related O&M accounts. Specifically, we are requesting in- 
creases to enhance our capability to defeat the hard and deeply huried targets pro- 
liferating around the world, ensure the availability of radiation-hardened microelec- 
tronic components essential for our military and commercial space systems, and de- 
velop “energetic materials” to improve weapon lethality and chemical/biological 
agent defeat. The growth in our O&M budget request principally reflects expanded 
targeting support, additional balanced survivability assessments of critical com- 
mand, control, and communications facilities, and expanded underground facility as- 
sessments support. In addition, we are pursuing a terrorist device defeat initiative 
that will enable us to defeat nuclear devices improvised by terrorists, attribute the 
origin of domestic nuclear events, and detect special shielded nuclear material. I re- 
spectfully request your support for our fiscal year 2002 program. 

I would be pleased to answer your questions. 

Senator Landrieu. Thank you, General. 

Mr. Waldron. 

STATEMENT OF ROBERT WALDRON, ASSISTANT DEPUTY AD- 
MINISTRATOR, NONPROLIFERATION RESEARCH AND ENGI- 
NEERING, NATIONAL NUCLEAR SECURITY ADMINISTRATION 

Mr. Waldron. Thank you. Madam Chairwoman and members of 
the subcommittee, I am Robert Waldron, Assistant Deputy Admin- 
istrator for Nonproliferation Research and Engineering at the Na- 
tional Nuclear Security Administration (NNSA). I would like to 
summarize my statement and request it be included in its entirety. 

Senator Landrieu. Without objection. 

Mr. Waldron. Thank you. The NNSA’s Nonproliferation and 
Verification Research and Development Program is focused on pro- 
viding technology to operational users whose mission it is to 
strengthen U.S. responses to current and projected threats to na- 
tional security posed by the proliferation of nuclear, chemical, and 
biological weapons. This program compliments the other non- 
proliferation programs within the NNSA which are Russian fo- 
cused. We provide technologies that can be used worldwide and can 
be applied to making assessments about regional proliferation ac- 
tivities. Our goal is to enhance U.S. national security through 
needs-driven research and development. The emphasis is on devel- 
oping the requisite technologies to detect and deter nuclear pro- 
liferation, to meet U.S. nuclear explosion monitoring goals, and to 
develop and demonstrate chemical and biological detection and re- 
lated technologies to enable us to better prepare for and respond 
to the threat of domestic and biological attacks. 

I used the phrase “needs-driven R&D” earlier to draw a distinc- 
tion between the focus of our work and that of the DOD which is 
primarily requirements-driven. Since a significant portion of our 
R&D work is not tied to DOD or other formal requirements, we are 
able to take a longer-term focus and stay the development course 
to mature the technology. This needs-driven approach also allows 
us to pursue revolutionary, higher risk solutions that frequently 
push the state-of-the-art. Having NNSA conduct this needs-driven 
R&D allows us to marshal multi-disciplinary, inter-laboratory 
teams from the national laboratories to address these very chal- 
lenging technical science and engineering problems. 

Our tie to the operational community is strongest in the area of 
nuclear explosion monitoring where we have had an almost 40-year 
history of working together. Our relationship with the operators of 
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the space and ground nuclear explosion monitoring systems is close 
and productive, and they acknowledge us as critical to the success 
of their efforts. 

In addition to our connections to individual operational organiza- 
tions, we also work closely with other developers. Our collabora- 
tions include a variety of projects and cooperative mechanisms from 
jointly funding development to developing joint technical roadmaps. 
While we have very close ties to individual developers and oper- 
ational users, there are other more formal coordination mecha- 
nisms like the Counterproliferation Review Committee and various 
memoranda of understanding for technical operation with other 
agencies. 

Based on our extensive cooperation and relationships and coordi- 
nation with operational and development organizations, let me 
highlight some of the technical challenges we face. In the nuclear 
explosion monitoring area, challenges in the development of the 
next generation of NNSA satellite-based sensors are primarily in 
improving the sensor detection performance while maintaining or 
decreasing the sensor size, weight, and power. For the ground- 
based nuclear monitoring system, most of the challenges are seis- 
mic and brought about by the transition from current long-range — 
or teleseismic — methods to new regional monitoring methods. This 
change requires significant improvement of our understanding of 
how the earth’s crust affects the passage of seismic signals. 

For our program supporting homeland defense, the chief chal- 
lenge facing researchers in the chemical/biological areas is biologi- 
cal detection. The challenge of distinguishing a threat pathogen 
from its harmless, very close relatives is pushing scientists to dis- 
cover new and finer distinctions among organisms. Other techno- 
logical gaps we face include accurately predicting where and how 
the plume of a threat agent will spread in, out, or around a build- 
ing and in a city. An accurate understanding of the hazard area is 
critical to a rapid and effective response. 

Detecting the diversion or smuggling of nuclear materials re- 
mains a constant challenge. The ability to detect plutonium and 
highly enriched uranium at standoff distances is driving us to ex- 
plore not only new radiation detection materials, but also new de- 
tection systems. 

Now let me move to our technology supporting national efforts to 
detect and understand WMD proliferation at its source. The chal- 
lenge is to catch clandestine WMD programs at the earliest stage 
of development. Potential adversaries have taken considerable 
steps to disguise activities that might provide clear indications of 
the nature of their weapons development programs. Our challenge 
is to obtain sufficient information to enable us to distinguish steps 
in a weapons production program from closely related legitimate 
industrial activities. New sensors that detect new kinds of signa- 
tures are necessary and advanced processing and exploitation 
methods must be developed to create useful information out of this 
data. 

The NNSA Nonproliferation and Verification R&D Program is es- 
sential to the agencies responsible for combating proliferation being 
able to fulfill their operational missions. It is well coordinated with 
individual users and other developers. There is no simple solution 
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to this problem and we alone cannot solve it. With the support of 
Congress and through continued collaboration with DOD and oth- 
ers, and the necessary advances in technology and analysis tech- 
niques, we can make a quantum leap in our ability to detect and 
understand these threats. I would be pleased to answer any ques- 
tions you may have. 

[The prepared statement of Mr. Waldron follows:] 

Prepahed Statement by Robert E. Waldron 

Madam Chairwoman and members of the subcommittee, thank you for the oppor- 
tunity to testify on the Department of Energy (DOE) National Nuclear Security Ad- 
ministration’s (NNSA) Nonproliferation and Verification Research and Development 
Program. 

The NNSA’s Nonproliferation and Verification Research and Development (R&D) 
Program conducts a full-scope R&D program from basic research through test and 
evaluation to produce technologies that lead to prototype demonstrations and result- 
ant weapons of mass destruction (WMD) detection systems. Our mission is to pro- 
vide these technologies to the operational users whose mission it is to strengthen 
the United States response to current and projected threats to national security 
posed by the proliferation of nuclear, chemical, and biological weapons and diversion 
of special nuclear material. The technologies are developed for a wide range of gov- 
ernment users including the Department of Defense (DOD), the intelligence commu- 
nity and Federal health and safety agencies. 

Detecting the proliferation of foreign nuclear weapons capabilities is an increas- 
ingly daunting task. A number of countries are seeking to acquire nuclear weapons. 
These nations and organizations take great pains to elude detection. The challenge 
is to detect and understand the threats posed by weapons of mass destruction at 
the earliest stage of development, to guide diplomatic actions and, if necessary, a 
military response. We must also deter the use of such weapons hy being able to 
trace a weapon to its source before its use — or, in the worst case, after its use. 

The NNSA’s laboratories are the Nation’s repository of expertise on nuclear weap- 
ons design and production. For more than 50 years, the Nation has tapped this re- 
source in assessing foreign nuclear weapons programs. The labs have also supplied 
detection technologies to monitor these programs. The goal is to enhance U.S. na- 
tional security through needs-driven R&D. The emphasis is on developing the req- 
uisite technologies to detect and deter nuclear proliferation, to meet U.S. nuclear ex- 
plosion monitoring goals, and to develop and demonstrate chemical and biological 
detection and related technologies to enable us to better prepare for and respond 
to the threat of domestic chemical and biological attacks. To address the broad array 
of mission challenges our program objectives are to: 

• Develop and demonstrate technologies needed to remotely detect the 
early stages of a proliferant nation’s nuclear weapons program. 

• Develop, demonstrate, and deliver technologies to detect, locate, identify, 
and characterize nuclear explosions underground, underwater, in the at- 
mosphere, and in space. 

• Develop technologies to improve our national capability to counter nu- 
clear smuggling, to identify the origins of nuclear materials, to monitor 
global fissile material production, and to monitor Russian nuclear warhead 
dismantlement and Cooperative "Threat Reduction programs. 

• Develop, demonstrate, and deliver technologies and systems that dra- 
matically improve our ability to detect the proliferation or use of chemical 
and biological agents, and to minimize the consequences of potential use of 
chemical or biological agents. 


coordination 

The importance of stemming the proliferation of weapons of mass destruction is 
unquestioned. The Nonproliferation and Verification R&D Program fills a gap be- 
tween basic research and application-specific acquisitions. These needs are not al- 
ways documented in DOD or intelligence community requirement statements, but 
are based upon the realization that current technology will eventually become obso- 
lete and/or understood by adversaries, thus new capabilities must be constantly pur- 
sued. 

I used the phrase “needs-driven R&D” earlier to draw a distinction between the 
focus of our work and that of DOD which is primarily requirements-driven. Since 
a significant portion of our R&D work is not tied to formal DOD requirements, we 
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are able to take a longer-term focus and stay the development course to mature the 
technology. This needs-driven approach also allows us to pursue revolutionary, high- 
er risk solutions that frequently push the state of the art. Having NNSA conduct 
this needs-driven R&D allows us to marshal multi-disciplinary, inter-laboratory 
teams from the national laboratories to address these very challenging technical 
science and engineering problems. 

A distinguishing feature of our work in recent years has been our success in un- 
derstanding and communicating with the user community, both in understanding 
their needs and in transitioning technologies from purely R&D efforts into oper- 
ational use or to follow-on R&D. Technology transition is always a challenge for re- 
search and development organizations, but without it the value of the R&D is not 
fully realized. I believe we are showing the way in terms of maintaining a cutting- 
edge research program while also keeping abreast of user needs and interests and 
transitioning technologies to satisfy them. 

The tie to the operational community is strongest in the area of nuclear explosion 
monitoring where we have an almost 40-year history of working together. We pro- 
vide remarkably capable and robust hardware for space systems, as well as expert 
advice in analyzing the data they produce, and are authors of the knowledge base 
critical to modernizing the Air Force Technical Applications Center’s seismic mon- 
itoring capability. Our relationship with the operators of the space and ground nu- 
clear explosion monitoring systems is close and productive, and they acknowledge 
us as critical to the success of their efforts. 

In addition to our connections to individual operational organizations, we also 
work closely with other developers like the Defense Threat Reduction Agency 
(DTRA). Our collahoration with DTRA includes a variety of cooperative mechanisms 
from jointly funding development activities in nuclear warhead dismantlement to 
developing joint technical roadmaps for chem/bio. 

While we have very close ties to individual developers and operational users, 
there are other more formal coordination mechanisms. The Counterproliferation 
Program Review Committee (CPRC) was established by Congress to coordinate all 
DOD, DOE, and intelligence community R&D programs for countering proliferation. 
We have been actively involved in the CPRC and its various focus or working 
groups. Recently the Chemical and Biological (CB) Defense Research, Development, 
and Acquisition Focus Group was established to develop a coordinated plan for DOE 
and DOD’s CB technology development programs. Building on the success of an ini- 
tial biodetection “roadmap”, chemical detection, and soon decontamination, will he 
included in the CB roadmap. This will enable us to resolve any areas of possible 
duplication and to better integrate our technology development efforts toward na- 
tional needs. 

A few other formal interagency coordination mechanisms we participate in in- 
clude: 

• The Nonproliferation and Arms Control Technology Working Group 
(NPAC TWCx), a multi-agency group I co-chair with my colleague here at 
the table Anna Johnson-Winegar and Sallie Mullen at the State Depart- 
ment. This group coordinates all Federal agency R&D programs related to 
nonproliferation and arms control. 

• The NRO-NNSA Technology Partnership Panel, a working group to co- 
ordinate interactions in research and development, information systems, 
personnel exchanges, and security. 

• The Space Technology Alliance, a multi-agency forum to address national 
space technology issues such as the health of the U.S. space industrial base, 
maintenance of critical U.S. space infrastructure and skills, and coordina- 
tion of interagency technology development activities. 

TECHNOLOGY CHALLENGES 

Based on our extensive cooperative relationships and coordination with oper- 
ational and development organizations, let me highlight some of the technical chal- 
lenges we face. 

Nuclear Explosion Monitoring: Challenges in the development of the next genera- 
tion of NNSA satellite-hased sensors going on-orbit aboard the next block of Global 
Positioning System satellites in 2005 are primarily for the optical sensors. This chal- 
lenge is extreme, involving the development of focal plane array “active pixel” tech- 
nology. In effect, thousands of individual optical sensors will be fit into a space not 
appreciably larger than that required for today’s single optical sensor. In addition 
to solving substantial hardware challenges, we will have to develop the on-board 
processing algorithms needed to discriminate natural events, such as lightning, from 
nuclear explosions on thousands of individual optical sensors as opposed to a single 
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sensor. Significant technology challenges also exist for us as we develop a small, 
low-weight, low-cost payload to replace existing neutron and gamma-ray sensors. 
Size, weight, and power restrictions present challenges to provide sufficient sensor 
sensitivity with an acceptably low false alarm rate. 

Most of the challenges for the ground-based nuclear explosion monitoring systems 
are very computationally intensive. Seismic challenges are brought about due to the 
transition from current long-range, or teleseismic, methods to new regional monitor- 
ing methods. This change requires significant improvement of our understanding of 
how the earth’s crust affects the passage of seismic signals through it and to dif- 
ferentiate a nuclear explosion from the enormous number of background nonnuclear 
events like mining blasts and earthquakes. With a better understanding of the 
earth’s geology on a regional basis, we will improve the capability for identification, 
location, and characterization of nuclear explosions and be able to lower the yield- 
detection thresholds. We also need to automate the calibration of new seismic sta- 
tions to increase the speed with which they can be brought into the monitoring sys- 
tem and enable the user to do more of the future data upgrade themselves. 

Homeland Defense: In the chem/bio area, the chief challenge facing researchers is 
biological detection. Specific and selective detection of biological agents is genera- 
tions behind that of chemical agents. The challenge of distinguishing a threat patho- 
gen from its harmless, very close relatives is pushing scientists to discover new and 
ever finer distinctions among organisms. The more we learn about pathogens, the 
less we know. As these distinctions are developed, we must develop detection meth- 
ods to exploit these differences. Once these methods are developed, engineers must 
advance the state of the art in detectors to utilize and apply these methods. Eventu- 
ally, these detectors will need to be refined to increase the breadth of biological 
agents covered and decrease their costs. 

Other technological gaps we face include accurately predicting where and how a 
plume of a threat agent will spread in a building and in a city. Specifically, we face 
the challenge of working backward from detector measurements to decipher infor- 
mation about the amount, location, and type of agent released. This release informa- 
tion is a crucial variable in accurately predicting the hazard cloud. An accurate un- 
derstanding of the hazard area is critical to a rapid and effective response. 

A new detector alone, regardless how sophisticated, cannot protect its user from 
harm unless it is integrated into the user’s standard operating procedures. We are 
proud of our efforts in addressing this gap between the laboratory and the ‘real 
world.’ Our demonstration and application programs work closely with user partners 
to integrate emerging and off-the-shelf technologies into potential systems to ad- 
dress real world needs in areas such as biological aerosol detection at special events, 
a chemical detection and response system in subways and airports, and biological 
forensic investigations. This gap is especially crucial in the civilian realm, where 
structured requirements and identified needs for technology to fill do not exist. 

Detecting the diversion or smuggling of nuclear materials remains a constant 
challenge. The ability to detect plutonium and highly enriched uranium at stand- 
off distances is driving us to explore not only new radiation detection materials, but 
also new detection system concepts. In addition to new detectors and materials, we 
are confronted with the need to develop new concepts for networking a collection 
of sensors into an integrated architecture for layered defense networks and perim- 
eter monitoring systems. 

Proliferation Detection: Now let me move to our technology supporting national ef- 
forts to detect and understand WMD proliferation at its source. The challenge is to 
catch clandestine WMD programs at the earliest stage of development. Potential ad- 
versaries have become witting of our traditional monitoring methods. They have 
taken considerable steps to disguise activities that might provide clear indications 
of the nature of their weapons development programs. Analysts are left to piece to- 
gether a more complex puzzle, often attempting to determine how much of legiti- 
mate industrial activity might be used in support of a weapons program. 

Our challenge is to obtain sufficient information to enable us to distinguish steps 
in a weapons production program from closely related legitimate industrial activi- 
ties. Yet we are forced to gather this information from great distance, during limited 
access opportunities, or under other stressing circumstances. New sensors that de- 
tect new kinds of signatures are necessary, and advanced processing and exploi- 
tation methods must be developed to make sense of this data. Ground breaking 
science and engineering is needed to open up new detection and monitoring opportu- 
nities, but it must be built on a foundation that includes: 

• a thorough understanding of the current and likely future threat, 

• assessments of the adequacy of current capabilities to detect and monitor 
this threat. 
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• identification of gaps in our capabilities and recognition of opportunities 
to improve our capability, and 

• feedback and evaluation of the technical limits and programmatic fea- 
sibility of implementing new capabilities in an operational environment. 

This foundation comes from the historical expertise of the DOE’s nuclear weapons 
program and intimate involvement with both the arms control/intelligence analysis 
community and the intelligence collection community. This foundation ensures that 
our technology developments are relevant, and we are working on complete end-to- 
end approaches to solving national priorities. We must ensure that the problems we 
are addressing are critical, the new or improved collection methods are robust, the 
information has utility, and the employment concept of the technology is realistic. 
Some of the key challenges we face include: 

• Validation that new sensor systems will provide actionable information. 

This involves field trials in an environment where we often don’t have sur- 
rogates of the threat we are attempting to detect and monitor. In some case 
we can make use of U.S. weapons program infrastructure or rely on the co- 
operation of American industry. In specific cases, we operate special test fa- 
cilities such as the Spill Test Facility, a national resource we maintain for 
our own and other agencies’ use. 

• Acceptance of new complex detection methods in an environment of 
shrinking anal3dical resources. We must ensure our exploitation methods 
are robust and save time. New tools are difficult to adopt unless they lessen 
overall workload, especially when existing data sources swamp the limited 
anal3dical personnel. 

• New detection and monitoring systems produce massive quantities of 
data, and we are often limited by small data bandwidths. Thus, we must 
develop methods to autonomously process the data at the sensor and send 
back only the meaningful parts. This raises the issue of confidence in both 
the sensor and the data exploitation that must be thoroughly addressed 
through testing. 


CONCLUSION 

The NNSA Nonproliferation and Verification R&D Program is essential to the 
agencies responsible for non/counterproliferation being able to fulfill their oper- 
ational missions. It is well coordinated with individual users and other developers, 
as well as through formal coordinating organizations. 

Our technology will get even better — because it must. Rogue countries, terrorists 
and the suppliers of the nuclear, biological, and chemical tools of their trade are 
using increasingly sophisticated means to evade detection. Our methods and tech- 
nology must outpace this growing threat. 

There is no simple solution to this problem, and we alone cannot solve it. With 
the support of Congress and through continued collaboration with DOD and others 
and the necessary advances in technology and analysis techniques, we can make a 
quantum leap in our ability to detect and understand these threats to the American 
people. 

I would be pleased to answer any questions you may have. 

Senator Landrieu. Thank you. 

Dr. Koch. 

STATEMENT OF DR. SUSAN KOCH, ACTING ASSISTANT 
SECRETARY OF DEFENSE FOR THREAT REDUCTION 

Dr. Koch. Thank you Madam Chairman. I am Susan Koch, Act- 
ing Principal Deputy Assistant Secretary of Defense for Strategy 
and Threat Reduction. 

It is a pleasure to appear before the subcommittee to discuss the 
DOD’s plans to continue to use the Cooperative Threat Reduction, 
or CTR, program, to address the threat posed by the remnants of 
the former Soviet arsenal of weapons of mass destruction. I too 
have submitted a longer statement, which I would request be in- 
cluded in the record. 

Senator Landrieu. Without objection. 
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Dr. Koch. Thank you. I would like just to touch now on some of 
the highlights of our request for the Cooperative Threat Reduction 
program for fiscal year 2002. Let me preface my remarks by noting 
that the administration is completing its review of nonproliferation 
and nonproliferation-related cooperative programs with Russia to 
include CTR. Thus our budget request and the proposed assistance 
activities that I will discuss this afternoon are subject to the con- 
clusion of that review. 

Our program’s single largest effort, as it has been for the last 
several years, will be in strategic offensive arms elimination pro- 
grams in Russia. This program will accelerate elimination of strate- 
gic nuclear delivery systems, ballistic missiles, silo launchers, and 
ballistic missile-carrying submarines. Another important effort in 
Russia will be our nuclear weapons storage security program. This 
assistance will enhance Russia’s ability to secure, control, and ac- 
count for nuclear weapons and their storage by providing equip- 
ment and training for guard forces, security upgrades at nuclear 
weapons storage sites, and furthering developing an inventory con- 
trol system to track nuclear weapons scheduled for dismantlement. 

Closely related is the request for nuclear weapons transport secu- 
rity, which primarily funds transportation services to move nuclear 
warheads from deployed sites to storage and from storage to dis- 
mantlement, thereby facilitating Russia’s acceleration of warhead 
dismantlement. 

An important element of our request for fiscal year 2002 will be 
the slightly over $41 million for the elimination of weapons grade 
plutonium production in Russia. As originally envisioned, this 
project would convert the cores of the three remaining Russian plu- 
tonium producing reactors so that they would continue to provide 
heat and electricity to the surrounding regions without producing 
weapons grade plutonium. Unfortunately as we worked on the 
project, it became increasingly clear that the reactor cores could not 
be converted safely enough to meet our standards. We therefore, 
about 18 months ago, embarked on a study of the best approach 
to bringing an end to Russian plutonium production and have de- 
termined that the provision of fossil fuel alternatives, which would 
allow for the complete shut-down of the plutonium producing reac- 
tors while continuing to provide needed heat and electricity, would 
be the fastest, least risky, and most cost-effective approach to the 
overall problem, and have the distinct advantage of having the 
complete shut-down of reactors, as I mentioned. 

Another important planned program is in the area of chemical 
weapons destruction and an end to Russia’s ability to produce 
chemical weapons. We have requested funds to continue to help 
Russia dismantle two former Soviet chemical weapons facilities and 
to help construct a destruction facility for something over 5,000 
metric tons of dangerous artillery and missile delivered nerve agent 
at a town called Shchuch’ye. 

The Shchuch’ye project has been discussed with this committee 
more than once in the past. The committee and the Senate have, 
in the past, laid down important conditions for a project that would 
serve U.S. security interests in the most efficient, cost-effective 
manner. The conditions outlined by the Senate have definitely at- 
tracted the attention of our Russian partners and we believe they 
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have made substantial progress in addressing congressional con- 
cerns over Russia’s slow progress in meeting destruction-related re- 
quirements. We have also made considerable progress with friends 
and allies in increasing international assistance to the project. 

Turning to Ukraine, the major effort is the continuation of our 
strategic arms elimination effort there, which will continue to work 
on the final elimination of SS-24 intercontinental ballistic missiles 
in Ukraine and begin eliminating Backfire bombers. In Russia, 
Kazakhstan, and Uzbekistan in particular, we also plan to continue 
our biological weapons proliferation prevention program to enhance 
safety and security for dangerous biological pathogens, consolidate 
and dismantle production and research facilities, and support 
peaceful collaborative research projects with former Soviet sci- 
entists once involved in offensive biological weapons programs. 

Finally, we hope to continue and expand our Defense and Mili- 
tary Contacts program under CTR to nearly 500 events involving 
high-level meetings between defense officials, staff talks, and unit 
exchanges. We particularly value these activities which help re- 
structure former Soviet defense establishments, professionalize the 
military units, promote democratic civilian control of the military, 
and establish programs of cooperation on counter-proliferation. 

We believe that our 2002 budget request, which I have just sum- 
marized, is a sound and reasonable approach to increasing U.S. se- 
curity through nonproliferation and threat reduction assistance to 
the former Soviet Union. Thank you. 

[The prepared statement of Dr. Koch follows:] 

Prepared Statement by Dr. Susan Koch 

INTRODUCTION 

When the Soviet Union collapsed in 1991, it left behind a huge arsenal of weapons 
of mass destruction (WMD) and associated delivery systems, materials and infra- 
structure. The Nunn-Lugar Act of 1991 (i.e., the Soviet Nuclear Threat Reduction 
Act) charged DOD with establishing a program to assist the Soviet Union and any 
successor states to destroy, safeguard and prevent the proliferation of WMD. 

Over the past 10 years, the resulting $3.6 billion CTR Program has proven effec- 
tive in pursuing these objectives. CTR assistance helped Belarus, Kazakhstan and 
Ukraine become nuclear free and accede to the Nuclear Nonproliferation Treaty by 
1996. The CTR Program also has assisted in the deactivation of 5,586 nuclear war- 
heads and elimination of 740 ballistic missile launchers, 87 heavy bombers, 20 bal- 
listic missile submarines, and 645 ballistic missiles. Additionally, CTR assistance 
has reduced the likelihood that sensitive materials, technology, expertise, and equip- 
ment may fall into the wrong hands. 

Beyond this, CTR assistance is working to improve the accountability for war- 
heads, enhancing safe storage of WMD and related materials, and reducing the op- 
portunities for unauthorized acquisition of nuclear weapons and materials, related 
systems, and technology. 

The administration is completing a review of all nonproliferation assistance pro- 
grams to Russia. One area of concern is that we do not want U.S. investment in 
the CTR Program to become a means by which Russia frees up resources to finance 
its strategic modernization programs. In this regard, the CTR Program does not pro- 
vide funds directly to the Russian government. Instead, DOD contracts with entities 
that provide specific, measurable deliverables related to weapon elimination, trans- 
portation, and security services. It is not clear the Russians would eliminate their 
weapons without the CTR Program of assistance. Leaving them in place makes 
them vulnerable to theft or sale to other countries or groups. 

FISCAL YEAR 2002 CTR PROGRAM 

DOD’s overall fiscal year 2002 budget request for CTR is $403.0 million. As noted 
earlier, the administration’s review of nonproliferation assistance to Russia is not 
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yet complete, and DOD’s budget request for CTR for fiscal year 2002 and the de- 
scription I will give today of the projects that would be pursued under that request 
remain subject to the conclusion of that review. 

Under CTR’s the Strategic Offensive Arms Elimination program area in Russia 
($133.4 million), the U.S. will seek to accelerate the elimination of nuclear delivery 
systems and missile launchers. We hope to eliminate SLBM launchers and disman- 
tle the associated SSBNs. We will transport, dismantle, and eliminate 117 liquid 
fueled SLBMs, 16 liquid fueled ICBMs, and 70 solid fueled ICBMs and SLBMs. 
Also, we will continue to construct a solid propellant disposition facility, continue 
to operate and maintain liquid propellant disposition systems and eliminate 48 mo- 
bile ICBM launchers. 

Under the Nuclear Weapons Storage Security program area in Russia ($56.0 mil- 
lion), we hope to enhance the security, control and accounting of nuclear weapons 
and their storage. We will continue to test, integrate and train at the Security and 
Assessment Training Center and procure 10 suites of security equipment to be de- 
ployed at nuclear warhead storage sites. Additionally, we will continue site renova- 
tion and installation of five suites of security enhancement equipment, procured 
with fiscal year 2001 funds, at nuclear warhead storage sites. In addition, we plan 
to install 31 kilometers of perimeter security systems at MOD nuclear weapons stor- 
age sites; procure communications and other safety, support and heavy duty equip- 
ment for site security operations; continue to procure additional portable drug and 
alcohol testing equipment to ensure personnel reliability; and continue maintenance 
and life cycle support for the Automated Inventory Control and Management Sys- 
tem for tracking nuclear weapons scheduled for dismantlement. 

Also, the Nuclear Weapons Transportation Security program area ($9.5 million) 
will facilitate warhead movements from alert systems to secure storage and dis- 
mantlement facilities in Russia. More specifically, this project will fund transpor- 
tation services for deactivated nuclear warheads to move from deployed locations to 
enhanced security storage sites and to dismantlement facilities. 

The Elimination of Weapons Grade Plutonium Production project ($41.7 million) 
originated in 1997 when the U.S. and Russia agreed to convert the cores of the 
three remaining Russian reactors (two at Seversk and one at Zheleznegorsk) that 
produce weapons-grade plutonium to eliminate this production capability. The U.S. 
agreed that the reactors could not be shut down because they serve the energy 
needs of the local regions. By early 2000, however, it became clear that the reactor 
cores could not be converted safely. DOD notified Congress of the need to explore 
an energy alternative to supply the local needs. The results of these studies deter- 
mined a fossil alternative is the most effective and efficient means to stop weapons- 
grade plutonium production. It has the added benefits of being low risk since it uses 
well known technologies and it permits the complete shutdown of these three 
Chernobyl-type reactors. 

In Ukraine, the Strategic Nuclear Arms Elimination (SNAE) program area ($51.5 
million) will sustain joint efforts to eliminate SS-24 ICBMs to include continued 
storage of 163 solid rocket motors, completion of construction of a solid propellant 
disposition facility, removal of propellant and elimination of 66 missile motors. 
Under the WMD Infrastructure Elimination (WMDIE) program area in Ukraine 
($6.0 million), we also hope to eliminate ICBM liquid propellant facilities, strategic 
airbase infrastructure and nuclear weapons storage facilities. The WMDIE program 
area in Kazakhstan ($6.0 million) will continue securing fissile and radioactive ma- 
terials and initiate elimination of strategic airbase infrastructure and ICBM liquid 
fuel storage facilities in fiscal year 2002. 

With regard to the Chemical Weapons Destruction Facility (CWDF) at 
Shchuch’ye, the Russian government allocated $100 million in 2001 for Chemical 
Weapons Convention compliance including $25 million to support the CWDF at 
Shchuch’ye. This project will enable the destruction of a nerve agent stockpile of 
5,460 metric tons in highly portable artillery and missile munitions, and will pro- 
vide an opportunity for more international assistance. The U.S. has encouraged 
other countries to assist with the Shchuch’ye project. Canada has provided $70,000 
for infrastructure design and plans to provide an additional $180,000 this year. Italy 
recently agreed to provide $7.15 million in assistance for Shchuch’ye. The European 
Union also has committed $1.8 million to this project. The United Kingdom is con- 
sidering providing up to $18 million for Shchuch’ye infrastructure projects. Other 
countries have expressed interest in supporting these kinds of projects at the indi- 
cated approximate funding levels: Netherlands $2 million, Norway $1.0 million, 
Sweden $700,000, and Switzerland a significant portion of $20 to $30 million. These 
offers are contingent upon resumption of the project by the U.S. The fiscal year 2002 
budget includes $35.0 million for the CWDF and $15.0 million for dismantlement 
of former CW production facilities. 
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Under the Biological Weapons (BW) Proliferation Prevention program area ($17.0 
million), we will continue to seek enhanced safety and security for dangerous patho- 
gen collections, consolidation and dismantlement of infrastructure associated with 
BW production and research facilities, and collahorative research projects with 
former Soviet BW scientists. 

The CTR Program also provides funding ($18.7 million in fiscal year 2002) for a 
wide range of defense and military contacts between DOD and FSU defense estab- 
lishments. Overall, the objectives of the Defense and Military Contacts (DMC) pro- 
gram are to encourage denuclearization and nonproliferation, to enhance stability 
by regular exchanges on issues of mutual concern, to encourage and assist the re- 
structuring and downsizing of FSU defense establishments, and to encourage sup- 
port for democratic reform. In short, while this component of the program helps re- 
duce the risk of weapons of mass destruction in a way that is less direct and less 
quantifiable, it is no less important to addressing the larger threat. 

Funding for program management, administrative support, audits and examina- 
tions and other assessments, or “overhead” are 3.3 percent of the total fiscal year 
2002 budget ($13.2 million), reflecting the fact that this is an efficient enterprise. 

CHALLENGES 

At the program implementation level, our biggest challenges are transparency 
across the board, and access to facilities. Despite their generally sincere interest in 
achieving program objectives, the Russians are reluctant to give us visibility into 
sensitive military processes and access to sensitive facilities. One example of this 
is the continuing struggle to include a measure of weapons origin and complete a 
transparency regime for the Mayak Fissile Material Storage Facility. Visibility and 
access are critically important, not only to conduct agreed activities, but to conduct 
required audits and examinations that help ensure that CTR resources continue to 
be used for the intended purposes. 


CONCLUSION 

CTR contributions to national security include the elimination of START-account- 
able nuclear weapon delivery systems and warheads; and efforts to reduce the 
threat from the use or proliferation of chemical and biological weapons through the 
Chemical/Biological Weapons Proliferation Prevention Program; the relationships 
formed through professional exchanges foster greater mutual understanding, in- 
crease confidence, encourage denuclearization, nonproliferation, and enhance stabil- 
ity through the regular exchange of views on issues of mutual concern. Additionally, 
CTR Programs inhibit the transfer into the wrong hands of sensitive materials, 
technology, expertise and equipment. 

Continued congressional support is important to the future success of CTR’s non- 
proliferation efforts and its role in enhancing U.S. national security vis-a-vis the 
former Soviet Union. 

Senator Landrieu. Thank you all very much for your testimony. 
I think our time will allow us two rounds of questions, 5 minutes 
each. But to the subcommittee members, if you require more time, 
please just let me know. 

Let me begin with you. Dr. Winegar, for just a few questions. 
There have been a number of concerns about the safety of the pri- 
mary disposal method being used to eliminate our chemical weap- 
ons. Naturally, people want to make sure that this process is safe 
and effective. Could you comment on the risks associated with de- 
stroying relative to the risk of keeping these stockpiles in commu- 
nities where they are now being stored? Or the risk of not eliminat- 
ing them? If you could compare those risks and elaborate some- 
what along those lines. 

Dr. Winegar. Certainly. I think our desired goal is the safe and 
complete destruction of the existing stockpiles. As you indicated in 
your question, it is a matter of balancing the risks between the al- 
ternative of doing nothing — that is leaving the stockpiles intact and 
taking the chance of further deterioration or the possibility of an 
inadvertent, outside event such as an earthquake or lightning or 
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something like that that we cannot control which could cause sig- 
nificant impact — and contrast that with the safety record that has 
been compiled in the program thus far where we have essentially 
completed the destruction of the weapons at Johnston Island and 
are well on the way to completing the stockpile that is at the 
Tooele facility. Those have been done with a safety record that I 
think is outstanding and certainly is comparable to, if not better, 
than similar types of industry records. 

Senator Landrieu. Thank you. Earlier this year Secretary Al- 
dridge — and you mentioned this in your statement and I just want- 
ed to follow up — decided to increase the level of oversight for the 
chemical demilitarization program in the Office of the Secretary of 
Defense in part by making it a major acquisition program. You tes- 
tified to this. Can you explain in more detail what the practical ef- 
fect of this will be, the changes that it has made, and what benefits 
you can see? 

Dr. WiNEGAR. Certainly. By elevating the program to an A-CAT 
ID, that in essence means that Secretary Aldridge himself will be 
involved in all major decisions related to the program. He is by def- 
inition the official milestone decision authority for the chemical de- 
militarization program. The first actual event that will occur is the 
comprehensive DAE review that I also mentioned in my testimony. 
That has been such an extensive undertaking that in point of fact, 
it has been ongoing for about a year now. So, I think that attests 
to the fact of the level of detail that we are accumulating for him. 
That detail is being scrutinized by a number of independent offices 
from the Office of Secretary of Defense level both from a comptrol- 
ler’s point of view, the PA&E point of view, and from a number of 
different groups who have not had the opportunity to review all of 
that information in that level of detail. 

Senator Landrieu. Did we discuss when that review will be com- 
pleted? 

Dr. WiNEGAR. Yes. It will be completed the first week in Septem- 
ber. 

Senator Landrieu. We can expect that. One more question re- 
garding the Chemical Weapons Convention to eliminate all of our 
chemical weapons by 2007 and our efforts to try to remain on 
schedule. In previous years. Congress has reduced the funding for 
this program below the requested levels because there was a view 
that it was such a large budget — more than a billion dollars this 
year — that it wouldn’t hurt the program to do with a little less 
money. Am I right in understanding that the funding you have re- 
quested for this fiscal year is necessary to keep us on track toward 
meeting that goal? Do we look like we are going to be on track if 
in fact we can keep the money that is in the budget, or do we need 
more? 

Dr. WiNEGAR. I certainly support the budget that was submitted 
in the President’s budget request, which is approximately $1.3 bil- 
lion for fiscal year 2002. I think we have adequately justified the 
particular items in the budget that are needed. Again, this will be 
subjected to that fine level of scrutiny and detail that I mentioned, 
in the upcoming DAE review. 

Just to refresh your memory, this budget was prepared by the 
Army in accordance with direction from the previous administra- 
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tion, and so this will be Secretary Aldridge’s and indeed Secretary 
Rumsfeld’s first opportunity to have this level of detail in the re- 
view of that budget. 

Senator Landrieu. Was there anything that you know of regard- 
ing how that study is being conducted that would indicate we 
would need significantly more or could do with significantly less 
money? Is anything clear at this point about that study? 

Dr. WiNEGAR. There are a number of working teams doing this 
on a daily basis. I have not at this point been briefed on the results 
of their discussions and I think it would be premature at this point 
to speculate what the possible ramifications might be. 

Senator Landrieu. Thank you, Dr. Winegar. 

Senator Roberts. 

Senator Roberts. Thank you, Madam Chairman. In 1998, Sec- 
retary of Defense Cohen held up a bag of sugar on television and 
stated the extraordinary killing power of an equal amount of an- 
thrax. Secretary Cohen, our former colleague, planned to have all 
2.4 million personnel immunized before 2004. He testified in hear- 
ings last year which were extremely helpful. We learned about 
BioPort and that is not good news to say the least. We had an ex- 
penditure of millions of dollars in exchange for no usable vaccine. 

So basically the program has been terminated. Riding to the res- 
cue was Senator Hutchinson, who said we ought to fund some- 
thing called government-owned, contractor-operated — the acronym 
is GOCO — vaccine production facilities. He had the place to do it, 
the expertise to do it, and the money to do it. We are waiting for 
a report. I yield to the person that has more expertise on this than 
I do. Senator Hutchinson, because I know this is a pertinent issue 
with all of us. I would like to reserve the balance of my time, but 
I would like to yield to the Senator to follow up on that question. 
I feel it is exceedingly important. 

Senator Landrieu. Go right ahead. 

Senator Hutchinson. Thank you. Senator Roberts. Dr. Winegar, 
let me ask you first, when is the report expected? 

Dr. Winegar. Sir, the report has been completed for quite some 
time now and has been delayed being delivered to Congress pend- 
ing delivery of the budget. It is certainly my understanding that it 
is imminently going to arrive here. 

Senator Hutchinson. Can you tell me what its recommendation 
is? 

Dr. Winegar. Well, sir, there are a number of parts to that re- 
port as you would recall from the language. One specifically ad- 
dresses the projected costs — the lifecycle costs — for a vaccine facil- 
ity. While I do not have those numbers on the top of my head, I 
can assure you it is a very detailed analysis of not only the plan- 
ning, design, and construction, but the follow-on 20 years or more 
to operate such a facility because that has to be factored into the 
decision. 

The other part of the report summarizes and indeed provides all 
the detail of an expert group, an expert panel commissioned by the 
former Deputy Secretary of Defense, Mr. DeLeon, where we 
brought in their expertise to leverage best practices from the indus- 
try to again help us make some of these decisions. 
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Finally, we were directed in that report to consult and coordinate 
with the Department of Health and Human Services, specifically 
the U.S. Surgeon General, and that part of the report is included 
also. 

Senator Hutchinson. Back in the 1990s you did an exemplary 
job in heading up a group that made recommendations for a GOCO 
for vaccine production which would have, had it been implemented, 
averted the BioPort disaster. I think the jeopardizing of our troops 
who are not getting the anthrax vaccinations as they should be. 
The site selection process that was used at that time, will the same 
criteria be used in the site selection for a new GOCO facility? 

Dr. WiNEGAR. All of those criteria will be used but the acquisi- 
tion strategy that we plan to pursue this time is a bit more broad. 
Let me be specific on that. The earlier study limited possible site 
selection to military bases for a variety of reasons; number one 
being security, number two being availability of land, etc. We have 
decided that the best approach is to make it a totally open competi- 
tion so that potential competitors to our solicitation could indeed 
offer to build such a facility on private land, and then of course one 
of the evaluation criteria would be cost in addition to all the other 
criteria. 

Senator Hutchinson. Will you assure the subcommittee that the 
site selection process will be fair and transparent? 

Dr. WiNEGAR. Absolutely. 

Senator Hutchinson. Would you give me the assurance that as 
the criteria is established for site selection, that I will be briefed 
on that and before site selection is made, that I will receive such 
a briefing? 

Dr. WiNEGAR. Absolutely. We intend to keep this subcommittee 
and any other interested members of Congress fully apprised of the 
situation, bearing in mind that we do have to adhere to the rules 
regarding the procurement of sensitive information, etc. 

Senator Hutchinson. The President’s budget recommendation 
for this, I think, was $700,000. Under that funding scheme, it will 
be 2008 before such a GOCO facility will be fully active. I think 
that is absolutely unacceptable. We have too much in jeopardy with 
the growing threat of biological weapons. I think it is imperative 
that we accelerate that. If file subcommittee were able to plus up 
the authorization to say $40 million, would the Department be able 
to utilize that kind of a funding level over the next 2 years to accel- 
erate a GOCO facility? 

Dr. WiNEGAR. Well, I certainly am one that is ready to admit my 
limited expertise in the areas of construction. Certainly the time 
frame that we have developed is one that can be critically re- 
viewed. In addition to the actual design, planning, and construc- 
tion, I want to say for the record that, even once such a facility is 
built, an imperative part of the process is the validation and certifi- 
cation by the Food and Drug Administration, which will indeed en- 
compass several years, the latter part admittedly 

Senator Hutchinson. Hopefully with much greater success than 
Bioport. 

Dr. WiNEGAR. Yes, sir. 

Senator Hutchinson. Well, let me just close. I want to thank 
again the Senator from Kansas for yielding his time. This is not 
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only a critical national issue but something very important to me 
personally. As I stated in my opening statement, we actually had 
an instance of two deaths of recruits because a commercial vaccine 
production facility would not make them any longer. This is a 
prime example of the need for us to move very expeditiously on this 
GOCO concept. I thank you for your leadership on it and I look for- 
ward to working with you. 

Dr. WiNEGAR. If I could just add one point of minor clarification. 
Senator Roberts specifically mentioned the need for anthrax vac- 
cine and Senator Hutchinson is referring to a vaccine for 
adenovirus. I want to make sure that the record is clear that our 
concept for such a vaccine facility is one that is flexible and broad 
enough to be able to encompass the appropriate kinds of technology 
for multiple vaccines. 

Senator Hutchinson. I appreciate that because I think that is 
a very critical point because the emphasis gets placed on anthrax 
and that is certainly a part of the program. But there are a number 
of vaccines that we are not seeing the commercial sector produce 
because it is not financially viable. 

Dr. WiNEGAR. Right. I just wanted to make sure that the sub- 
committee was aware of the fact that we are looking not only to 
today, but as the title of your subcommittee suggests, to the emerg- 
ing threats and whether the next ones on the horizon are smallpox 
and plague or further down the road is Ebola or whatever. That in- 
deed will be the challenge to us as we try to design such a facility 
with maximum capability and surge capability to meet all the 
needs. 

Senator Hutchinson. Thank you. Madam Chairman. Senator 
Roberts, have I forgotten anything? 

Senator Landrieu. Senator Roberts. 

Senator Roberts. I am going to yield again. Madam Chairman, 
in that our resident veterinarian and taxidermist and chemical de- 
militarization expert here was straining there with a question. Sen- 
ator Allard, did you want to follow up? 

Senator Allard. I just wanted to compliment you on the fact 
that you are having an open, competitive process to decide to turn 
to the private sector. I was glad to hear you were thinking in terms 
of flexibility on the production lines because you never know what 
kind of organism you might have to deal with in turn. 

Dr. WiNEGAR. Exactly. 

Senator Allard. The other thing I would share with you is that 
if you put your production facility all in one spot, there are things 
that could happen: power supply, maybe contamination of the facil- 
ity. Depending how critical — I hope there is an analysis of how crit- 
ical you think this constant supply is — if it is very critical then you 
may want to consider having two production spots so you do not 
have all your apples in one basket. If you think there is a mod- 
erate, critical need there, then maybe one facility would meet your 
needs. But I would assume that you have given that some thought 
as you have gone through this process. 

Senator Hutchinson. If I might just add to a very valid point. 
I think multiple production facilities might be viable. Having mul- 
tiple storage facilities under FDA approval might meet the same 
need as the concern of having that deterrent in one location. 
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Senator Allard. You may need to have some legislation to speed 
along, although I think they have an emergency process where they 
can rapidly approve vaccines and I would not think we would need 
legislation because I think that is already in place. But if not, we 
may have to consider something to make sure this moves more rap- 
idly. I would agree with my colleague from Arkansas that 2007 
seems a long way out to me. 

Dr. WiNEGAR. I certainly want to reassure the subcommittee that 
on a professional and personal basis, I am constantly in contact 
with my colleagues from the FDA who do have the resident exper- 
tise that will be required for validating and approving such a facil- 
ity, and also have very strong connections with Pharma and Bio 
and a number of the other organizations to whom the industry and 
the manufacturing sector report. I take your comments very seri- 
ously with regard to both multiple production sites and clearly 
multiple storage sites for what I consider a key element for our Na- 
tional defense program. 

Senator Allard. I have another question. 

Senator Landrieu. Why don’t we see with Senator Roberts. 

Senator Roberts. It is going to have to wait because I have 
yielded twice now and I am just not going to do it anymore. 
[Laughter.] 

Senator Landrieu. We will get back to order. We were thinking 
about these two sites. Yucca Mountain and offshore Florida, which 
are interesting sites for this anthrax. Senator Roberts, I am going 
to step out for a minute to take care of some business — would you 
continue with your round of questioning? 

Senator Roberts. I would be delighted to and I will finish up 
quickly so Senator Allard can follow up. Dr. Winegar, you have 
added some capacity to your duties. You are the chemical demili- 
tarization poster person down at the Department in your capacity 
as the Deputy Assistant to the Secretary of Defense. Staff informs 
me that when we took a look at the issue areas that this sub- 
committee would explore — “the things that keep us up at night” — 
that was a question that we asked quite a few folks in the last ses- 
sion and the session before that. Your portfolio has now increased 
to include all the things that are now in our pasture. So, welcome 
to our insomniac club. 

Dr. Winegar. Sir, I think I am a charter member of that club. 

Senator Roberts. Your position is starting to resemble some- 
thing that was formerly at the Pentagon — the Assistant to the Sec- 
retary of Defense for Nuclear, Chemical, and Biological Defense. 
We have said over and over again, why can’t we have another one 
of those. If you wanted to call it something else, I guess you could. 
I do not know what the acronym for that is — ^A-S-D-N — never- 
mind. 

Dr. Winegar. A-T-S-D-N-C-B. 

Senator Roberts. You know it. 

Dr. Winegar. I know it well. 

Senator Roberts. What are your thoughts on filling the position? 
That was a nominated position. That was something that we had 
to approve. 

Dr. Winegar. That’s correct. 
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Senator Roberts. How are you doing down there? Why don’t we 
get you that title if you want it? Because we have tried to single 
out how important this is, and with this new position I think it is 
at least commensurate with what was happening before. So my 
question is, should this position continue to go unfilled? How can 
we help you do your job so we all get a good night’s rest? 

Dr. WiNEGAR. Yes, sir. Thank you for the opportunity to address 
that. Mr. Aldridge who is the Under Secretary of Defense has indi- 
cated to me that this is a high priority for him and that he does 
intend to nominate someone to fill that position. It is my under- 
standing that he is interviewing potential candidates for that. As 
you mentioned, the complete title of that job is Assistant to the 
Secretary of Defense for Nuclear and Chemical and Biological De- 
fense Programs. I have no expertise and no part of my portfolio en- 
compasses nuclear matters. 

The way that office has been structured in the past is that there 
have been in fact two deputies: one to handle nuclear matters and 
the other, which I am currently filling, is the Deputy for Chemical 
and Biological matters. You are absolutely right. That is and 
should be a Senate-confirmed position. I look forward to getting a 
new boss to stay up late at night with me too. 

Senator Roberts. Senator Allard. 

Senator Allard. Mr. Chairman, thank you. I just wanted to ask 
a question about how are we faring with meeting some of the dead- 
lines with some of these weapons conventions. They are coming 
upon us here. Are we going to meet those deadlines? What are the 
biggest challenges you see in us being able to meet them? 

Dr. WiNEGAR. Certainly I think that it is going to indeed be a 
very big challenge for us to meet the ultimate deadline which is the 
complete safe destruction of all the weapons we have in our stock- 
pile. I think we are off to a good start. I think that with the other 
facilities that are well under way with regard to construction or ac- 
tually in systemization planning that we have a very good chance 
of destroying the vast majority of the weapons in the stockpile. Of 
course there are always issues that might come up that could delay 
what we have projected to be the throughput rates for those facili- 
ties, etc. 

In my personal opinion, the major obstacles for us to overcome 
are to make technology decisions regarding the stockpiles at Pueblo 
and Blue Grass. Until we make those decisions we cannot really 
move forward down the path with the construction and operation 
of a facility. 

Senator Allard. If I recall your testimony, spring 2002 was 
when you would get your first decision. 

Dr. WiNEGAR. That is correct. 

Senator Allard. If you do not see any impediments coming up, 
when would you predict we could get moving with the Pueblo? 

Dr. WiNEGAR. Well, we actually have money in the fiscal year 
2002 budget and we are starting some of the infrastructure im- 
provements that are not technology specific, such as upgrades to 
utilities. We cannot do anything that would be determined pre- 
decisional until the entire RCRA process is completed, etc. But I 
think we are well-positioned with the money we have in the 2002 
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budget and our projections for the budget beyond that time to 
quickly execute whatever path we decide to follow. 

Senator Allard. In some of the communities we have been dis- 
cussing the possibility of impact fees. My question is, where would 
the money for these proposed impact fees have to come from? How 
could it effect the chemical demilitarization programs for these 
sites? 

Dr WiNEGAR. It is my understanding that the Department of De- 
fense has no authorization and no legal grounds to provide such 
impact fees to these communities. 

Senator Allard. So if a community decides to apply an impact 
fee, the ultimate decision that would come out of the Department 
of the Defense is what? 

Dr. WiNEGAR. The Department has no authorization to pay such 
fees. 

Senator Allard. So their response would be what? 

Dr. WiNEGAR. Their response would be we have a program in 
place to complete the destruction of these and we have not factored 
in any funds to address an impact fee. 

Senator Allard. If the community insists on the impact fee, then 
you would have to walk away from where you are at that point? 
How would you deal with that? 

Dr. WiNEGAR. I would certainly think we would have to seek help 
in negotiation or seek some type of relief outside the current limita- 
tions that are set on the Department. 

Senator Allard. Well, I know in Pueblo there was some discus- 
sion about applying an impact fee by City Council or some of the 
elected officials there locally. 

Dr. WiNEGAR. Yes. 

Senator Allard. The message that we left is that it would se- 
verely impede the ability to move forward on that project. 

Dr. WiNEGAR. That is correct. 

Senator Allard. Would that be the proper response? 

Dr. WiNEGAR. That is correct. 

Senator Allard. OK. Thank you very much. Thank you. Madam 
Chairman. 

Senator Landrieu. I have several more questions but Senator 
Roberts, why don’t you go ahead. 

Senator Roberts. We do not want to leave the rest of the wit- 
nesses out. But I have just two quick questions for Dr. Winegar. 
The United States Marine Corps has been testing a new technology 
called electro-chemically-activated decontamination solution. I un- 
derstand that in a recent 3-day test that was conducted by the 
Corps — the Marine Corps Assistance Command and the CBERF 
Team — this, what we call ECA technology, did demonstrate it was 
an effective decontaminate and exceeded all test requirements. Any 
thoughts on this? Does this sound to you that this is an area where 
we ought to plus up some investment on behalf of the Marine 
Corps? 

Dr. Winegar. Sir, I have been briefed on that electro-static decon 
program, as a matter of fact, from the Clean Earth Technologies 
Group and the folks at the University who are cooperating with 
that project. I think the results to date are promising and we have 
spoken with them. Again this is another example of a program that 
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can be conducted in academia and industry to a certain point, and 
then when they actually need to test it against some of the patho- 
gens we have to develop a collaborative relationship with our De- 
fense Department laboratories and I believe that is the status of 
that project at the moment. 

Senator Roberts. I mispronounced this program. This is electro- 
chemically-activated decontamination solution. What did I say? Oh, 
I am getting static. [Laughter]. 

The reason I ask you that, because I am going to ask the General 
a question down the road here on our vulnerability in regards to 
the warfighter on chem/bio defense and how DTRA is doing. This 
is the kind of thing that we really need to press ahead on. Two 
years ago I was out in California when I saw the CBERF outfit 
work through its training. So if we are not doing the job we ought 
to do — not that we don’t want to do the job — why this is extremely 
important. 

The last thing I have for you, in my opening statement I talked 
about the fact the money is coming out of the Army in regards to 
procurement. Why can’t we get a general funding program? Is it 
possible for the chemical/demilitarization funding to be transferred 
within the Army procurement account to other programs? This is 
a national program. Why are we making the Army pay for it, or 
the Air Force for that matter? 

Dr. Winegar. Sir, I think that again is one of the options that we 
will be looking at as we complete our comprehensive DAE review 
for Mr. Aldridge. We have made it clear that all options are on the 
table and whether that should be a defense-wide account versus an 
Army account is clearly one of the issues that we will be discussing 
at that time. 

Senator Roberts. Tell Secretary Aldridge that a very reasonable 
and effective Chairman of the Emerging Threats and Capabilities 
Subcommittee asked that question and a very obstreperous ranking 
member asked it as well. 

Dr. Winegar. Yes sir, I will convey that to him. 

Senator Landrieu. Great. That will put fear in him. Let me ask 
Mr. Waldron, I understand that DOD and DOE — you testified to 
this — are working together to develop bio detectors. What is the 
status of our demonstration and application programs? In other 
words, the devices that can detect chemical and biological agents 
in heavily populated areas like subways, airports, even events of 
limited duration, will these technologies eventually be installed or 
used on military installations as well? Could you also talk about 
the state-of-the-art standoff chemical and biological detectors today 
and how the agencies are contributing to development efforts in 
this? How are your agencies contributing to the development efforts 
in this arena? 

Mr. Waldron. I think I have all that. First of all, in regards to 
demonstration projects, we have two major demonstrations — we 
call them DDAPS factored after the Defense Department’s ACTDs, 
one of which will be conducted in Salt Lake City for the Salt Lake 
City Olympics. We have already done a quarter-scale demonstra- 
tion in Salt Lake City with Utah public health people. Basically it 
is some distributed air sampling systems that continually pull in 
the air deposited onto a piece of filter paper and then every 4 hours 
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we have someone go out and change the filter paper. The filter 
paper goes back to a laboratory and then we use laboratory tech- 
niques to look for the potential biological agents. 

So, we have in place a field laboratory that we will be using in 
Salt Lake City for the Olympics. This has been coordinated with 
the FBI, the Salt Lake City Olympic Committee, and the Utah pub- 
lic health people. We are going to provide a capability for the Utah 
public health people to make an assessment if there may be a re- 
lease during the Olympics. 

Senator Landrieu. Let me just follow up with this. Maybe this 
is a common sense question. If you detected it on the filter would 
it be too late? Once it is detected on a filter, the danger of the 
agent already spreading in that way, is that what the technology 
is positioned to do? 

Mr. Waldron. Well, what we are doing is, it is being collected 
on the filter paper and then we take it to a laboratory and analyze 
it. The answer is that you can either have a detection system that 
detects right away and alarms or you can have a system that you 
use and detect so you can then treat the exposed people. The tech- 
nology is not there, right now, that would not have a significant 
false alarm rate, for detecting something right away. 

Senator Landrieu. So this is for the accurate analysis and then 
effective treatment in the event something terrible happened. 

Mr. Waldron. Right. So then the Public Health Service will be 
able to say, everyone that was in the Correll Center or whatever 
venue it was during the certain time, you need to get to a hospital 
to get treated. Our understanding is that as long as you can get 
people to treatment within the 12- to 24-hour timeframe after expo- 
sure then they can be successfully treated. 

Senator Landrieu. Thank you for clarifying that. Dr. Koch, dur- 
ing conference on last year’s defense authorization bill, we talked 
about the closure of these plutonium plants in Russia and I know 
we are proceeding. You mentioned that we have decided that it is 
too costly and too dangerous to try to convert so we are going to 
close and try to reorganize with a fossil fuel source. What are our 
options there, would there perhaps be some green energy options 
for the region or clean energy production? I understand our options 
may be coal or another fuel source — ^you did not elaborate. What 
are our options, since we are doing this, to try to skip a generation 
of technology and get some clean power to this region? 

Dr. Koch. Madam Chairman, I confess I do not know the details 
and so if I could expand on my answer for the record, I would ap- 
preciate it. We are looking at both coal and oil-fired plants that 
would at a minimum be to American environmental standards — so 
it would be, I would think, an increase in environmentally sound 
approaches compared to traditional Russian fossil fuels. 

[The information referred to follows:] 

During 2000, the Department of Defense and Ministry of Atomic Energy evalu- 
ated options for providing heat and electricity to the surrounding communities in 
the closed cities of Seversk and Zheleznogorsk, which is a Russian requirement in 
order to shut down the three remaining Russian plutonium production reactors. The 
final U.S. study compared the costs of producing the required heat and electricity 
by coal or converting the reactor core design to allow continued operation without 
production of weapons-grade plutonium. The study included a section evaluating the 
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prospects of increasing the energy efficiency in the distribution and consumption of 
the heat and electricity. 

The final study was restricted to coal and conversion because other technologies, 
which were evaluated in earlier studies, were rejected for technological, meteorologi- 
cal, or economical reasons. Other technologies were not included in the final report. 
The cost to the Russian utility to purchase oil or natural gas at competitive rates 
is approximately five times the cost per megawatt for coal. In addition, pipelines to 
supply oil or natural gas to the two cities do not currently exist and would have 
to be built, also adding to the project cost. New nuclear reactors were eliminated 
because the capital investment was an order of magnitude greater than coal or con- 
version. 

Hydroelectric power was rejected because it is seasonal, and not available in the 
winter when demand is highest. In addition, hydroelectric power generates only 
electricity and does not directly satisfy the primary requirement for district heat. 
Solar energy was eliminated due to location and weather. Both of these cities are 
located only 600 miles south of the Arctic Circle. In the winter, when the heat and 
electricity demand is the highest, the days at these northern latitudes are very short 
and production from solar technologies are at their lowest and intermittent. Simi- 
larly, wind power was also rejected as being intermittent and is regarded as a sup- 
plemental, not a primary, source of power. 

Hence, only projects involving coal plants are practical for this location. 

Senator Landrieu. Compared to what they have there, I am sure 
it is going to be an improvement. But I would like you to get back 
to me about those options because there is extraordinarily fast 
moving technology in this area and whether it is clean coal or 
cleaner oil or even solar, there are many exciting and interesting 
opportunities. 

While we already have a certain distribution network in the 
United States for new places in the planet, there are other options 
that we did not necessarily have when we began. I think we should 
be open to that. So, if you could give me some details I would be 
interested. 

I have one more question. The NNSA research program, Mr. 
Waldron, has been cut substantially. If our analysis is correct, 
there appears to be approximately a $50 million cut in research. 
What impact is this going to have on ongoing research projects? 
What impact will this have on the future? What will the impact be 
on the people who actually do the research? 

Mr. Waldron. The simple answer obviously is that it is going to 
delay a significant amount of work that we have had underway. We 
are also looking at terminating a few efforts prematurely. We have 
not gotten to formal, final assessment of the technology. It impacts 
our ability, obviously, in the future to address the technical chal- 
lenges that I presented in my testimony. It draws things out. It 
makes our ability to make these technologies available on a fairly 
rapid basis drawn out. We are also not able to address as many 
technical options as we would like to. Obviously the impact on the 
people doing the work is not an impact on the DOE and NNSA and 
my staff. We are going to have jobs, but the impact is going to be 
substantial at the NNSA laboratories. 

Senator Landrieu. Let me ask you this and forgive me for not 
knowing the totals, but what does this $50 million represent in 
terms of a percentage cut? 

Mr. Waldron. About 25 percent. 

Senator Landrieu. So it is a pretty steep cut in research. 

Mr. Waldron. Yes, ma’am. 

Senator Landrieu. While you have not determined how exactly 
you are going to deal with that, could you just indicate a few things 
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that you know of that may have to be cut, that we may have to 
walk away from? I know we have not decided exactly how this cut 
is going to be implemented and all of those decisions have yet to 
be made, but could you just share some of that with us? 

Mr. Waldron. One of the things is in our proliferation detection 
area. We are going to substantially scale back. Our look at 
hyperspectral technologies that would be able to detect chemicals 
associated with the production of nuclear weapons and potentially 
chemical agents, that is one area; also some laser-based technology 
doing the same type of work to look at various chemical species. 
That is one significant area. The other is that we will substantially 
delay our support to the Air Force Technical Application Center in 
seismic calibration as they move to this regional-based monitoring 
system. So there are a couple of areas. 

Senator Landrieu. There are consequences for every cut and of 
course we want to try to maintain our balanced budget and our fis- 
cal discipline. I want the record to reflect that I believe the ranking 
member has also indicated this in other cases, we know how impor- 
tant the research and technology aspects of our budgets are to 
maintain our ability to refocus and reshape and redesign and ex- 
plore places we have not been before but where real threats exist. 
Sometimes you save money in the short run, but when you cut your 
research you lose a great deal of the money over the long term. I 
would like to work with all of you and look forward to working with 
the members, thank you for your testimony. 

That completes my questioning. Senator Roberts, do you have 
anything to add? 

Senator Roberts. I have just a couple of questions. 

Senator Landrieu. We have about 5 minutes. Go right ahead. 

Senator Roberts. General, last November the GAO reported that 
the services were not really integrating chemical and biological de- 
fense into unit exercise, and the training, if done, was not always 
realistic in terms of how the units would operate in war. In your 
opening testimony, you indicated that DTRA is basically a combat 
support or warfighter support agency. DOD reported last year that 
the Army’s combat training centers continued to see units of all 
levels unable to perform all chemical and biological defense tasks 
to standard. That is what I was referring to in my other question. 
What is your assessment of the chemical and biological defense 
training by our combatant commanders? How is DTRA assisting 
the CINCs and the warfighter? 

General BONGIOVI. Sir, I would say right now we do work with 
the warfighting CINCs and we exercise with them. It would be 
hard for me to assess right now what their capability is because 
I think they are just beginning to understand the threat out there 
and their capabilities. We work in the area of chemical and biologi- 
cal defense and the technology side of that. We work under the 
joint chemical and biological defense program, which Dr. Winegar 
oversees. That program establishes the technologies and capabili- 
ties out there in terms of detection, protection, clean-up, training, 
and those kinds of things. 

Under that program, we are executing right now what is called 
an ACTD, an Advanced Concept Technology Demonstration, over in 
Korea at Osan Air Force Base called Reststops — restoration of op- 
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erations. That process is really looking at a fixed site, a chemical/ 
biological simulated attack on a fixed site and how we would re- 
spond procedurally and with technology. It is actually a 3-year ac- 
tivity. 

Senator Roberts. Excuse me for interrupting — you always have 
the threats that you have to prioritize and deem whether they are 
appropriate or not. When we went to North Korea several years 
ago with Chairman Stevens trying to assess what Kim Jong II was 
up to, at that particular briefing we were told a whole series of 
things that could very well happen and the closeness of that base 
and Seoul to the border, etc., could be utter chaos if that ever took 
place. As a matter of fact, I do not know how you could really treat 
anybody. I think it was about 17 minutes away or something simi- 
lar if anything were to happen. But was that factored in, in terms 
of when you got to conduct the exercises? Does that mirror what 
you think a possible threat 

General Bongiovi. Yes sir. When we 

Senator Roberts. There’s a criteria there. 

General Bongiovi. Yes, sir. When we do a demonstration of that 
nature with a warfighter, one of the CINCs will volunteer to be the 
operational manager of that. In this case, PACOM chose U.S. forces 
in Korea because of the immediacy of the threat. We simulate the 
attack as it would be likely to happen under those scenarios. 

Senator Roberts. I apologize for interrupting you again. One of 
the lessons learned in the Intelligence Committee and the Armed 
Services Committee on the U.S.S. Cole was the need for increased 
frequency of vulnerability assessments like the Joint Service Inte- 
grated Vulnerability Assessments — basically military installations, 
ports, air facilities, both around the world and the United States. 
We have just seen the Pentagon step up to that, and you have that 
requirement. How is that impacting your agency, your personnel, 
and are you conducting exercises along those lines? 

General Bongiovi. Not necessarily exercises, sir. As I mentioned 
in my statement, we do a hundred force protection assessments 
under the direction of the Chairman. That is what you referred to, 
what you called JSIVAS. 

Senator Roberts. What’s the acronym? 

General Bongiovi. JSIVAS. Joint Staff Integrated Vulnerability 
Assessments. We just increased the number of teams doing that. 
We are now moving away from fixed installations to forces in tran- 
sit. So, the Chairman is restructuring that program as a result of 
the U.S.S. Cole. We have not been asked to expand it beyond the 
hundred that we are doing right now. 

Senator Roberts. Right. I did not want to leave you out. Dr. 
Koch. Thank you for your past testimony and your work. You re- 
ferred to the conditions that we have with Shchuch’ye. When we 
were in the majority those were called the Roberts Initiatives, but 
now we just call them conditions. 

Senator Landrieu. We can still call them the Roberts Initiatives. 

Senator Roberts. Where do you think we are on that? We even 
had the Russians come here and say that the conditions were ap- 
propriate for them to step up to their responsibilities. We got into 
a situation with the House of Representatives where the funding 
was not forthcoming. I need to know where you think we are in 
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terms of the administration’s support. I think they have rec- 
ommended that the restriction on the funding be lifted, but they 
haven’t said anything about the conditions. I think the conditions 
have been very helpful for long-term cooperation. Am I right in this 
respect? What do you think? 

Dr. Koch. Senator, I absolutely think you are right and perhaps 
it is even more important that the Russian responsible for chemical 
weapons destruction thinks you are right. He has said more than 
once that the conditions you outlined helped him greatly within his 
government with focusing attention and pointing them on a good 
path ahead. We have had good progress on all fronts. 

They have dramatically increased their fiscal year 2001 budget 
for chemical weapons destruction, including $25 million for 
Shchuch’ye. They are working very hard on a systematic overall de- 
struction plan, which they had lacked before. They are working on 
being able to transport chemical weapons for destruction in just a 
very few sites as opposed to the many that they had once planned. 
Their work at the Shchuch’ye site on the general infrastructure, 
which we would require to go ahead, continues apace. On the non- 
Russian front, our friends’ and allies’ contributions, commitments, 
and statements of very strong interest about contributions now 
total about $55 million. 

Senator Roberts. So we have not only statements of support but 
actual contributions. Senator Lugar is extremely interested in this. 
$20 million in fiscal year 2000 funds were authorized for security 
enhancements. But how can we do this unless the Russians step 
up? Are they going to destroy the other nerve agents at this plant? 
So we decided that the most important thing that we do is enhance 
the security. But I note here that only $6 million has been obli- 
gated. Why is that? There is $14 million here that — and this is 
back in fiscal year 2000. Do we know that? 

Dr. Koch. Again I will have to find some details. I do know that 
the actual costs of the needed security enhancement was less than 
initially projected, but if 

Senator Roberts. I am not sure the GAO feels that those secu- 
rity enhancements are the best that we could do. But my final re- 
sponse for the record is that $442 million authorized and appro- 
priated for fiscal year 2001 CTR still not obligated. 

Dr. Koch. On its way, sir. We are, of course, required to notify 
Congress of our intention to obligate funds each fiscal year and we 
had delayed notification while the administration was reviewing all 
the assistance programs to Russia. We did in early June send up 
an initial notification for several projects using fiscal year 2001 
funds. As the review completes, we will send up the notification for 
the remainder. 

Senator Roberts. Well, we have 2002, $458 million authorized 
and appropriated for fiscal year 2000 still unobligated. Why don’t 
you include all of that in one report and get it back to us? That 
is all. Madam Chairman. Thank you. Thank you Dr. Koch for the 
job you do. 

Senator Landrieu. Thank you. Senator Roberts, for focusing on 
that because it is very important and a bone of contention between 
our committee and the House. We need to move forward on that. 



304 


Thank you all for your testimony and as I said the record will 
be open for another 48 hours and you are welcome to submit addi- 
tional statements. Please respond to the questions that were asked 
to be submitted. Thank you all very much, the meeting will be ad- 
journed. 

[Questions for the record with answers supplied follow:] 

Questions Submitted by Senator Pat Roberts 

1. Senator Roberts. General Bongiovi, the U.S. has demonstrated in the Gulf 
War and subsequent military operations worldwide that we have weapons with pin- 
point accuracy. As a result, our potential adversaries are increasingly locating criti- 
cal command facilities and WMD-related infrastructure in hard-to-destroy hunkers 
and tunnels. 

Do we have the capability today to defeat bunkers and tunnels? 

General Bongiovi. We have the capability to defeat most bunkers (those struc- 
tures that are excavated, then covered with soil and concrete), but under limited cir- 
cumstances. We generally have to fly directly over or very near the target to drop 
our penetrating weapons (“direct attack”), which often carries significant risk since 
such high-value targets are often heavily defended. An improvement is the current 
procurement of Joint Air-to-Surface Standoff Munition (JASSM), which has some 
standoff capability (such that the aircraft would still have to fly over the threat 
country, but not the target itself), and can penetrate on the same order as our work- 
horse direct attack penetrator, the 2,000 pound BLU-109. Weapons that will pro- 
vide improved penetration and significant standoff (no aircraft flight over the threat 
country) are the Conventional Air Launched Cruise Missile Penetrator (Initial Oper- 
ational Capability 2002), and the potentially Tactical Tomahawk Penetrator Variant 
(Initial Operational Capability 2005) depending on U.S. Navy support. Both of these 
weapons will be developed under an Advanced Concept Technology Demonstration 
(ACTD) program managed by DTRA. 

We have even less capability to defeat tunnels (structures that are excavated di- 
rectly under existing rock). These structures can be protected by up to several hun- 
dred meters of hard rock versus the 2-20 meters of soil and concrete used for most 
bunkers. Significant shortfalls exist in both our capability to collect and analyze in- 
telligence data, and our capability to functionally defeat these facilities with conven- 
tional weapons. Current nuclear weapons can defeat most tunnel structures. How- 
ever, shortfalls still exist against the very deepest structures, and in our ability to 
reduce the resulting nuclear collateral effects. 

2. Senator Roberts. General Bongiovi, what is DTRA contributing to this? 

General Bongiovi. DTRA is a central player in providing capability to character- 
ize and defeat hard and deeply buried targets. We apply our significant background 
in underground facility design to assist the intelligence community in identif 3 dng 
typical signatures and reverse engineer to fill knowledge gaps. We have robust de- 
feat programs that cut across conventional weapon, nuclear weapon, and special op- 
erations capabilities against this target set. Our ACTDs have delivered the Ad- 
vanced Unitary Penetrator (BLU-116/B), the Hard Target Smart Fuse, and are sup- 
porting the development of penetrators with significant standoff capability, such as 
the CALCM Penetrator and the Tactical Tomahawk Penetrator Variant. DTRA’s 
test division has pioneered the delivery concepts of Optimized Dual Delivery (mul- 
tiple weapons optimally released along a common laser path), and the skip-bomb de- 
livery as an alternative method to penetrating deep targets. DTRA tunnel defeat 
demonstration facilities at the Nevada Test Site have provided a community focus 
in working the hard and deeply buried target (HDBT) problem end-to-end using all 
warfighting capabilities. DTRA also chaired the HDBT Defeat Interagency Working 
Group for OSD that authored the draft DOD/DOE-DP HDBT Science and Tech- 
nology Master Plan. Finally, as a Combat Support Agency, we are able to quickly 
transition new capabilities to the warfighter through the use of deployable expert 
teams, or through reach-back support in a 24 hours, 7 days per week operations cen- 
ter. 

3. Senator Roberts. General Bongiovi, under the terms of the Chemical Weapons 
Convention (CWC), U.S. government and privately-owned facilities are subject to in- 
spection. DTRA has the implementation role for the CWC and is responsible for es- 
corting the inspectors of the CWC when they inspect U.S. government and commer- 
cial facilities. 
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Is DTRA able to provide these escorts and fulfill the requirements of the CWC 
or is DTRA facing compliance issues regarding the staffing of these escort positions? 

General Bongiovi. There are no Chemical Weapons Convention compliance issues 
currently foreseen regarding the staffing of these escort positions. However, DTRA 
has determined that the most economical and effective way to fulfill the escort re- 
quirements for Department of Defense (DOD) facilities is through the use of contrac- 
tor employees reporting to a U.S. Government employee team chief. This would 
maximize flexibility, minimize cost, and accommodate the fact that the escort mis- 
sion at DOD facilities is of finite duration. However, the language in the Chemical 
Weapons Convention Implementation Act of 1998 precludes the use of contractor 
employees. Unless the proposed amendment is adopted, DTRA will be required to 
hire civilian employees to perform these escort functions. 

4. Senator Roberts. Mr. Waldron, I have reviewed the fiscal year 2002 budget 
request for the Office of Nonproliferation Research and Engineering in the National 
Nuclear Security Administration. If the goal of this office is to conduct R&D on tech- 
nologies that detect and deter nuclear proliferation, meet U.S. nuclear explosion 
monitoring goals, and to develop and demonstrate chemical and biological detection 
and related technologies, why is your office funding a construction project? 

Mr. Waldron. You are correct Senator. The goal of our office is to conduct R&D 
that advances nonproliferation technologies. Therefore, it was a corporate decision 
for us to sponsor the construction of a facility that will consolidate many of our ac- 
tivities and other related activities of the Office of Defense Nuclear Nonproliferation 
and the Office of Intelligence because of our program management and technical 
oversight skills. This new facility will enhance the efficiency of R&D development 
and improve the physical infrastructure and security at Los Alamos National Lab- 
oratory by centralizing activities that are currently scattered over six different tech- 
nical areas at the Los Alamos site. The fiscal year 2002 funding represents the final 
request for funds for construction of the facility, which will be operational during 
fiscal year 2003. 

5. Senator Roberts. Dr. Koch, last year the Fiscal Year 2001 National Defense 
Authorization bill required the CTR program to provide several reports to the com- 
mittee during fiscal year 2001. These reports are long overdue. For example, the 
Section 1307 Fossil Fuel Alternatives Options Report was due to the committee on 
December 30, 2000. Similarly, the Section 1308 Consolidated Annual CTR Report 
was due to the committee on February 5, 2001. Finally, the Section 1309 Russian 
Chemical Weapons Elimination Report was due to the committee on January 30, 
2001. To date we have not received these reports nor have you been able to tell staff 
when these reports will be delivered. 

Are you now in a position to tell the committee when these reports will be deliv- 
ered? 

Dr. Koch. The Department regrets that these reports were not submitted in a 
more timely fashion to the committee. The response required for Section 1307 Fossil 
Fuel Alternatives Options Report, the annual report called for by Section 1308, and 
the Section 1309 Russian Chemical Weapons Elimination Report are awaiting the 
results of administration and departmental review of nonproliferation programs for 
Russia. We will provide the reports as soon as possible. 

6. Senator Roberts. Dr. Koch, why is the $442 million authorized and appro- 
priated for fiscal year 2001 for CTR still not obligated? 

Dr. Koch. According to CTR’s authorizing legislation. Congress must be notified 
prior to obligation of appropriated funds, l^ile waiting to learn of the results of 
the administration’s Russia review, the Department of Defense notified Congress on 
June 2, 2001 of its intent to obligate $105.9 in fiscal year 2001 funds for several 
CTR programs expected to be supported by the review. As of August 3, 2001, $23.9 
million had been obligated. When the review is completed, the Department will send 
Congress notification of the remaining $336.5 million. 

7. Senator Roberts. Dr. Koch, of the $458 million authorized and appropriated 
for fiscal year 2000, why is half still unobligated? 

Dr. Koch. Section 1306 of the National Defense Authorization Act for Fiscal Year 
2000 requires a determination of whether DOD is the most appropriate agency to 
execute CTR and a congressional report reflecting the results of this determination. 
Once the Secretary makes the determination, we will prepare the report for submis- 
sion. Section 1306 precludes DOD from obligating 50 percent ($229.1 million) of its 
fiscal year 2000 funds until this report is submitted. As of August 3, 2001, the De- 
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partment has obligated 91 percent of the fiscal year 2000 funds available for obliga- 
tion. 


Questions Submitted by Senator Susan Collins 

8. Senator Collins. Dr. Winegar, in your prepared testimony you stated that the 
Department of Defense owes the local communities around demilitarization facilities 
the best, and not necessarily the easiest, disposal possible. The Department is ex- 
pending a substantial amount of funding to develop effective sensor technologies to 
provide real-time, near-instantaneous detection of chemical agents to protect Amer- 
ican troops. 

Does the chemical demilitarization program at the present time have adequate 
technologies for the monitoring of demilitarization of facilities? 

Dr. Winegar. Yes, the chemical demilitarization program has adequate sampling 
and analytical technologies to monitor the demilitarization facilities. The environ- 
ment inside and outside all demilitarization facilities is continuously monitored for 
protection of workers and the public. The demilitarization facilities have installed 
a network of “near real-time” (less than a 10-minute cycle time response) monitors 
at all the facilities. The monitors, automatic continuous air monitoring systems 
(ACAMS), are devices that continuously sample and analyze ambient air for the 
presence of agent in the plant and stack effluent. The ACAMS is an automatic gas 
chromatograph that cycles from sampling to analysis, providing a direct readout of 
the chemical agent concentration. The ACAMS computes the chemical materiel 
masses associated with the monitoring level based on its calibration of instrument 
response, sample collection time, and sample flow rate through a preconcentrator 
tube. A strip chart recorder provides real-time printouts and a historical log of the 
ACAMS chromatogram. The ACAMS generates an audible alarm when the chemical 
materiel concentration exceeds the preset alarm level. The ACAMS provides inter- 
nal diagnostic checks to determine the operability of the system and software deter- 
mines whether various operating parameters are within predetermined limits. If the 
ACAMS are operating outside the limits, an error message appears on the front con- 
trol panel, and a malfunction status signal is sent to the control room. 

The demilitarization sites also use a depot area air monitoring system (DAAMS) 
to confirm ACAMS alarms and provide historical monitoring of the facility perim- 
eter. The DAAMS is comprised of solid sorbent tubes and associated equipment. Air 
monitoring with DAAMS employs air aspiration through the sorbent tube for a pre- 
determined period of time at a controlled air flow rate. The DAAMS samples are 
then analyzed in the laboratory to detect chemical materiel at the desired monitor- 
ing levels TWA (time weighted average), ASC (allowable stack concentration), and 
GPL (general population level). Laboratory analysis uses thermal desorption of the 
analytes from the sorbent tubes into a gas chromatograph/flame photometric detec- 
tor (GC/FPD) or gas chromatograph/mass selective detector (GC/MSD) anal 3 dical 
system. Duplicate DAAMS sampling at sample stations allows for confirmation of 
chemical materiel readings by analyzing replicate samples on dissimilar analytical 
columns or on the GC/MSD if sufficient analyte mass is available. 

9. Senator Collins. Dr. Winegar, would any leakage be detected in a timely fash- 
ion? 

Dr. Winegar. Yes, each facility has numerous monitoring devices strategically po- 
sitioned throughout the demilitarization facility to detect any potential releases 
from the demilitarization process. The locations are dependent on such conditions 
as: (1) probability that agent will be present at concentrations in excess of estab- 
lished limits; (2) nature of the source of agent; (3) probability that individuals are 
present in the area; and (4) level of protective clothing used in the area. All demili- 
tarization facilities have a network of automatic continuous air monitoring system 
(ACAMS) devices that continuously sample and analyze ambient air within near 
real-time (less than a 10-minute cycle response time). These ACAMS units are used 
as process monitors and early warning devices in the event of a chemical agent leak 
or spill. The ACAMS are networked into the continuously manned facility control 
room to provide alarms in the event of equipment malfunction and leak or spill of 
chemical agent materiel. The depot area air monitoring system (DAAMS) is used to 
confirm ACAMS alarms and provide historical data of sampling locations. Through- 
out chemical demilitarization operations, monitoring and sampling will be per- 
formed routinely at locations selected to provide optimum information to ensure 
maximum protection for workers, the public, and the environment during oper- 
ations. 
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The program manager for chemical demilitarization (PMCD) has detailed and in- 
tricate quality control and monitoring concept programs defining requirements to 
ensure that the monitoring system and analytical methods can reliably detect and 
quantify chemical agents. The PMCD reviews and evaluates the laboratory quality 
control data from each facility. The Department of Health and Human Services 
(DHHS) is an oversight agency that reviews and evaluates the effectiveness of the 
monitoring system and laboratory activities. DHHS and PMCD annually inspect 
laboratory operations to determine their readiness and preparedness to operate and 
support safe facility operations. 

10. Senator Collins. Dr. Winegar, is the demilitarization program tracking the 
advances made in detection/sensor technology? 

Dr. Winegar. The demilitarization program tracks advances in detection/sensor 
technology by routinely attending vendor’s presentations and briefings on recent and 
state-of-the-art advances in monitoring and analytical equipment. In addition, we 
work with technical companies to assist this program in evaluating advances in 
monitoring and analytical technology. Also, we use the services of technical contrac- 
tors to evaluate the latest advances in monitoring technology. The scope of tasks 
range from performing literature searches to testing, sampling, and monitoring 
equipment with chemical agent to determine sensitivity and specificity in identify- 
ing and quantifying chemical agents. The PMCD communicates frequently with 
DHHS personnel, providing them with current information and details on the eval- 
uations and studies performed to improve and enhance the PMCD monitoring pro- 
gram. The PMCD briefs the National Research Council of the National Academies 
of Science at least once a year on the status of efforts to improve monitoring of 
chemical agents and potential future efforts that could improve the monitoring of 
chemical agents. PMCD has tasked various laboratories to evaluate different tech- 
nologies such as the operability of the Fourier Transform Infra-Red (FTIR) Spec- 
trometer, Chemical Ionization (Cl) Mass Spectrometer/Mass Spectrometer (MS/MS), 
Ion Mobility Spectrometer (IMS), and others. The FTIR study was performed with 
an ACAMS unit to determine the sensitivity during a demilitarization operation. 
The FTIR was able to identify chemical agent at high concentrations, but it could 
not identify and quantify chemical agent at required lower concentrations. The CI- 
MS/MS was used for a study at the common stack for the three types of furnaces 
and was not able to quantify chemical agent at the required current monitoring 
level. The IMS was tested but could only identify chemical agent at high levels or 
what would be described as battlefield concentrations. Since the demilitarization fa- 
cilities require a much lower level of detection, each of these approaches was consid- 
ered impractical for operational use. 

11. Senator Collins. Dr. Winegar, is the Department’s demilitarization program 
pursuing any R&D on improved detection and monitoring technologies? If so, could 
you elaborate on what those technologies are? 

Dr. Winegar. Yes, the PMCD has developed several technical tasks for develop- 
ment of improvements to the monitoring program. PMCD constantly evaluates and 
upgrades current methods and technology to improve detection efficiencies. Though 
the current capabilities meet or exceed the requirements as outlined by DOD and 
the EPA, the PMCD is continuing to evaluate and modify the current ACAMS de- 
vices and software to reduce the response time to facility releases and increase per- 
formance efficiency. PMCD plans to evaluate the depot area air monitoring system 
(DAAMS) technology to collect sufficient sample in satisfying proposed lower expo- 
sure levels. One possibility is to equip the ACAMS monitoring system with a 
DAAMS sampling device on the front end to collect a great volume of sample for 
the lower detection limits. The PMCD has evaluated the gas chromatograph/atomic 
emission detector to determine its sensitivity and specificity. This technology has 
adequate sensitivity; yet, it requires large sampling volumes to reach this sensitivity 
and the instrument is maintenance-intensive. 

The technologies that are used to monitor for chemical agents at U.S. chemical 
stockpile sites provide excellent capabilities for detection and identification of agents 
at low levels in near real-time. The ACAMS can identify the presence of chemical 
agent in near real-time at less than half the concentration of the stated worker pop- 
ulation limited time weighted average, which is the regulatory limit established to 
which a worker may be exposed for 8 hours a day over an entire career with no 
adverse health effect. 

The DOD Chemical and Biological Defense Program is investing in sciences and 
technology for the detection and identification of chemical and biological agents. 
However, these technologies are being developed for the primary purpose to protect 
the warfighter against attacks by adversaries with chemical or biological weapons. 
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As a result, the system needs are focused on providing real-time detection of con- 
centrations of agent that pose an immediate threat to life and health. In addition, 
these capabilities are generally intended to be more compact and ruggedized for 
field use. This is in contrast to the monitoring capabilities for chemical demilitariza- 
tion sites, which use laboratory quality instrumentation of high sensitivity to mon- 
itor in support of operations at the stockpile and destruction sites. One project that 
may 3deld information to support chemical demilitarization monitoring activities is 
the Low Level Chemical Agent Research Program, which is conducting research to 
determine the effects of exposures to low levels of chemical agents. 

12. Senator Collins. Dr. Winegar, the Department of Defense has been actively 
pursuing research and development of sensor technologies to help defend against 
chemical and biological weapons. Congress, and particularly the Senate Armed Serv- 
ices Committee, has supported this DOD research effort and has included substan- 
tial increases beyond the budget request in recent years. 

Are you satisfied with the progress that has been made in this technology area? 

Dr. Winegar. Since Operation Desert Storm, there have been increased invest- 
ments in chemical and biological sensor technologies to improve upon our capabili- 
ties. Significant progress has been made in fielding new capabilities to protect our 
warfighters against the continuing threats from chemical and biological weapons, 
and new systems are in development that will provide further improvement in the 
next few years. Additionally, investments in the science and technology base are ad- 
dressing many of the difficult technical and scientific challenges in order to allow 
detection and identification of existing and emerging threat agents in sufficient time 
to provide warning to protect against the threat before our forces have been ex- 
posed. In summary, there has been a great deal of progress over the past decade 
and our strategy promises to yield further improvements over the coming decade. 
However, technical barriers and the evolving threat environment will continue to 
pose challenges. 

Since Operation Desert Storm, the services have fielded the following detection ca- 
pabilities: 

• Automatic Chemical Agent Deteetor and Alarm (ACADA) — Automatic 
point detection of nerve and blister agents. 

• Biological Integrated Detection System (BIDS) — Vehicle-mounted biologi- 
cal detection and identification capability. 

• Improved Chemical Agent Monitor (ICAM) — Handheld surface off-gas 
sampling capability for nerve and blister agents. 

• Improved Point Detection System (IPDS) — Ship-based improved automatic 
point detection of nerve/blister agents. 

• Interim Biologieal Agent Detector (IBAD) — Shipboard biological point de- 
tection capability. 

• Portal Shield network sensor system — Biological point detection capability 
to protect high value fixed sites against BW attacks. 

• Remote Sensing Chemical Agent Alarm (RSCAAL) — Standoff detection of 
nerve and blister agents. 

The following developmental systems are planned to be fielded in the mid-term: 

• Joint Biological Point Detection System (JBPDS) — Automatic long line 
source and point/mobile biodetection to detect and identify bio-agents; pro- 
grammable. 

• Joint Chemical Agent Detector (JCAD) — Improved, all-agent program- 
mable automatic point detection; portable monitor, miniature detectors for 
aircraft interiors; interior ship spaces; wheeled and tracked vehicles; and 
individual soldiers. 

• Joint Service Lightweight Chemical Agent Deteetor (JSLSCAD) — Light- 
weight, on-the-move, passive standoff detection for chemical agent vapors. 

In addition, there are several being explored in the technology base: 

• Joint Chemical Biological Agent Water Monitor (JCBAWM) — Detection of 
CB contamination in water. 

• Joint Modular Chemical ! Biological Detector System (JMCBDS) — ^Auto- 
mated, integrated detection of both biological and chemical agents in a sin- 
gle sensor package. 

• Joint Service Warning and Identification LIDAR Detector (JSWILD ) — 
Standoff detection, ranging, and mapping of chemical vapors and aerosols. 

• Chemical Imaging Sensor — Passive standoff detection technology for de- 
tection on-the-move at high speeds from a distance. 
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Additionally, there is investment in science and technology base for detection of 
contamination on surfaces, non-specific agent identification, standoff biological agent 
detection, and other key technologies. 

[Whereupon, at 4:05 p.m., the meeting was adjourned.] 
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